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Background
There is currently well documented on handling of line identification in the CS domain, both for Calling Line Identity (CLIP / CLIR) and for Connected Line Identity (COLP / COLR). These can be found in TS 22.081 and 23.081.
For example, if CLIP is subscribed in the network, the CLI will always be presented unless specifically overridden by the UE. 
In IMS, there are a number of field which could give away the identity of a user and that are candidate for the restriction and presentation and these are added at different points during a session origination. Fields such as: From, P-Asserted-Identity, To, Request-URI. The privacy associated with these fields are controlled by IETF RFC 3323. 

RFC 3323 states that the explicit user agent control of the identity hiding uses the "Privacy" header. There are different levels of control available:

· user: Request that privacy services provide a user-level privacy function

· header: Request that privacy services modify headers that cannot be set arbitrarily by the user (Contact/Via).

· session: Request that privacy services provide privacy for session media  - This is not related to line identification hiding.

· none: No privacy needs to be applied

· critical: Privacy service must perform the specified services or fail the request

· id: additional defined in RFC 3325 for Asserted identities

Bear in mind the remainder of this document is not a complete analysis of how CLIP/CLIR and COLP/COLR can be fully replicated in the IMS domain, but highlights some interesting issues.

Discussion
Multiple fields for identifying a user agent

The existence of multiple SIP headers that can provide identification of a User Agent (as highlighted above) means that it is unclear what fields could be used for line identification purposes, which ones are to be hidden if required and whether verification of the addresses is needed.

Multiple devices

Given the nature of privacy controls (as defined in RFC 3323) being predominantly UE controlled, adequate measures are needed to ensure that subscription based hiding can be applied. This is especially true in cases where the end-user moves the UICC from one UE to another and expects the same level of privacy without additional configuration of the terminal as per CS based CLIP/CLIR. However, there is no 3GPP defined mechanism to perform subscription based identity hiding or presentation. In TS 29.228 there is nothing documented on the subscription aspects of CLIR and COLR and hence the S-CSCF will not be able to apply any privacy (based on subscription) according to the mechanisms described in TS 24.229 and further in RFC 3323 / RFC 3325.

The P-Asserted-Identity field

The P-Asserted-Identity is added by the P-CSCF (in the originating direction). The privacy associated with this header is documented in RFC 3325. This means that the S-CSCF must have to responsibility for ensuring the appropriate privacy is applied.

The From field
The From field is solely under the control of the UE to add. The network has no role in verifying the contents and as such is not hidden under the "header" privacy level described above, although the network is responsible for hiding the From field according to RFC 3323 if so requested by the UE. It is unclear how subscription CLIP could be provided. Take the following example:
The UE provides an anonymous value for the From field, but has a subscription to perform CLIP and yet the "Privacy" header is either not included or set to "none". Should this be treated as a UE controlled restriction even though this is not explicitly signalled or should the network introduce a standard From field based on the P-Asserted-Identity? Or is P-Asserted-Identity sufficient for CLIP?
Strangely, TS 24.229 makes this statement:

" The contents of the From header should not be relied upon to be modified by the network based on any privacy specified by the user either within the UE indication of privacy or by network subscription or network policy."
This suggests that the only way to ensure that the From field is hidden is if the UE performed it itself, whilst also specified is that an AS is required to perform the necessary privacy for this field.  
Conclusion
This subject will need to be address in the future by 3GPP as there are still many open issues. This may possibly be done under the umbrella of the TISPAN work or should be revisited by SA1 to clearly document the requirements. 
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