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1. Background
In 3GPP TSG-SA2#47, SA2 endorsed the S2-051900 new WID “Private Network access from WLAN 3GPP IP Access”. This new WID will be submitted to SAP#29 in September for approval. The companion WID in CT level is also submitted to CT WG meetings in this week.

2. Purpose of this contribution
Since new WID has not been approved in plenary meeting, we do understand that actual standardization work under the WID cannot be started. The purpose of this contribution is to provide our initial technical analysis for the WID and asking participants for early feedback before actual standardization work starts.

3. The concept of WLAN 3GPP IP Access 

WLAN 3GPP IP Access has the concept that existing 3GPP PS based services shall be supported via WLAN access. The Intranet/ISP access with some authentication scheme (e.g. PAP/CHAP) is definitely included in these 3GPP PS based services. This requirement already exists in TS 23.234-640 subclause 5.1.4:
· Access to 3GPP PS based services shall be provided via WLAN. The interworking architecture shall provide IP connectivity to be able to support all 3GPP PS based services.
Furthermore, the following service requirements are specified in TS 22.234-710 subclause 6.3
6.3 
Support of PS domain services

I-WLAN shall support all services based on 3GPP System PS domain capabilities (e.g. IMS).
4. The service requirements

The interfaces between GGSN and AAA servers in external network should be reused for 3GPP WLAN access as well.
5. Technical analysis

The issue to be solved

During the tunnel establishment, two authentication and authorization procedures have to be taken. One procedure is performed between UE and 3GPP AAA server that belongs to the 3GPP operator. The other procedure is performed between UE and Radius server that belongs to the ISP/Intranet.

According to the current 29.161 (Interworking between the Public Land Mobile Network (PLMN) supporting packet based services with Wireless Local Area Network (WLAN) Access and Packet Data Networks (PDN)), when UE initiates the tunnel establishment to PDN, The Radius Client function (in PDG) sends the Authentication information to the Radius server over the Wi reference point. However, it is not clear how the Authentication information (e.g. User ID for Radius authentication, authentication password) can be conveyed from UE to PDG.　The following figure depicts the issue.
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Solutions

Currently the following three (Four) solutions are on the table.

Solution 1
The IKE EAP procedure could be repeated twice during the tunnel establishment procedure.
In this solution, the following two cases need to be considered;
   Solution 1.1: The Radius server supports the EAP procedure as specified in RFC 3579.

   Solution 1.2: The Radius server does not support the EAP procedure.
Solution 2

The L2TP/PPP protocol could be used.

Solution 3
The IKE EAP method could be used with the IKE private use notify payload. This solution has a similar concept with handling of the PCO parameter, Protocol Configuration Option parameter over both 24.008(Layer 3) and 29.060(GTP), in GPRS system.

The following sections describe more details of each solution. We discuss the flows first and evaluate from various aspects including service performance, standardization impact, security aspects, and compatibility with existing Gi reference point.
Solution 1.1 IKE EAP procedure repeated twice with the AAAA sever that supports EAP
Flow
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Note: the red colored procedures are newly introduced.

Explanations on each Step

(No changes between step 1 and 9 as specified 3GPP TS 33.234 and TS23.234)

1 
UE sends tunnel establishment request with W-APN and ID (NAI) to PDG.
2 
PDG sends Diameter EAP Request to authenticate UE using EAP AKA (SIM).

3 
3GPP AAA Server sends EAP-Request/AKA-Challenge.
4 
PDG forwards EAP Payload over IKEv2 to UE.
5, 6 
UE sends EAP-Response/AKA-Challenge to 3GPP AAA Server via PDG.

7 
3GPP AAA Server checks AKA-Challenge and authenticate UE, and sends EAP-Success with MSK.
8 
After PDG receives Diameter Success, PDG sends AA-Request to Authorize UE.

9 
AAA Server checks user profile and authorizes UE, and sends AA-Answer.

10 
Once PDG realizes the successful UE authentication and authorization with 3GPP AAA server, Instead of sending EAP-Success to UE over IKEv2, PDG initiates next authentication and authorization procedure with AAA server by sending EAP-Request/Identity to UE over IKEv2.
11 
UE sends EAP-Response/Identity to PDG over IKEv2.

12 
PDG forwards EAP-Response/Identity to the Radius server over RADIUS. 
13 to 16 
UE and the Radius server exchange some EAP messages over IKE and Radius via PDG.
17 
When PDG receives Access Accept, PDG sends EAP-Success to UE over IKEv2.

18, 19 
UE and PDG generate Auth payload using MSK, and check each other.
20, 21 
After successful tunnel establishment, PDG sends Account request (Start).

Evaluations

· Service performance

The tunnel establishment procedure takes longer. Three or more additional transactions need to be communicated between UE and Radius server depending on an EAP method taken. (Ex. EAP-TLS, EAP-MD5, etc)
· Standardization impact

Since this solution requires the procedure changes on IKE and EAP, Standardization activities in IETF seems necessary.

· Security aspects
It depends on what EAP method taken.

· Compatibility with existing Gi reference point
PAP cannot be supported since EAP does not support PAP.

Radius server has to support EAP.
Solution 1.2 IKE EAP procedure repeated twice with the AAA sever that does not support EAP
Flow
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Note: the red colored procedures are newly introduced.

Explanations on each Step

 (No changes between step 1 and 9 as specified 3GPP TS 33.234 and TS23.234)

1 
UE sends tunnel establishment request with W-APN and ID (NAI) to PDG.
2 
PDG sends Diameter EAP Request to authenticate UE using EAP AKA (SIM).

3 
3GPP AAA Server sends EAP-Request/AKA-Challenge.
4 
PDG forwards EAP Payload over IKEv2 to UE.

5, 6 
UE sends EAP-Response/AKA-Challenge to 3GPP AAA Server via PDG.

7 
3GPP AAA Server checks AKA-Challenge and authenticate UE, and sends EAP-Success with MSK.

8 
After PDG receives Diameter Success, PDG sends AA-Request to Authorize UE.

9 
AAA Server checks user profile and authorizes UE, and sends AA-Answer.

10
Once PDG realizes the successful UE authentication and authorization with 3GPP AAA server, Instead of sending EAP-Success to UE over IKEv2, PDG initiates next authentication and authorization procedure with AAA server by sending EAP-Request/Identity to UE over IKEv2.

11 
UE sends EAP-Response/Identity to PDG over IKEv2.
12
PDG terminates EAP method and PDG sends EAP-Request/MD5-Challenge to UE over IKEv2.

13
UE sends EAP-Response/EAP-Challenge to PDG over IKEv2.

14
PDG constructs and sends Access Request message (including ID, CHAP-Challenge and CHAP-Password) to the Radius server over RADIUS based on the information (ID & Password) received from UE over the EAP response message.
15
The Radius Server authenticates and authorizes ID, and sends Access Accept.
16
PDG sends EAP success to UE.
17 to 20
Final processes of IKE and Account procedures
Evaluations

· Service performance

The tunnel establishment procedure takes longer. Three additional transactions need to be communicated between UE and Radius server.

· Standardization impact

Since this solution requires the procedure changes on IKE and EAP, Standardization activities in IETF seems necessary.

· Security aspects
ID & PASSWORD are protected by HMAC MD5.

· Compatibility with existing Gi reference point
PAP cannot be supported since EAP does not support PAP.

Solution 2 Using L2TP PPP protocol
Flow
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Note: the red colored procedures are newly introduced.

Explanations on each Step

1 to 10 
IPsec SA with transparent mode is established between UE and PDG.

11
After successful IPsec SA establishment, L2TP session is established between UE and PDG.

12
After successful L2TP establishment, PPP session is established between UE and PDG.
13 to 18
Normal PPP session establishment is performed. In this process User ID (for ISP/Intranet) and Password (PAP or CHAP) is forwarded to the Radius server.

Evaluations

· Service performance

The tunnel establishment procedure takes longer. Five additional transactions for PPP and L2TP establishment need to be communicated between UE and PDG.

The overhead layers (16 bytes as the minimum) exists.

	Data

	IP
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	UDP

	ESP
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	IP
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· Standardization impact

This procedure is widely used in general. No impact to IETF specifications.

· Security aspects
ID & PASSWORD are protected as the IPsec SA level even PAP is used.
· Compatibility with existing Gi reference point
This solution has a similar concept with the PDP type PPP in GPRS system.
· Others
Since there are many associations established between UE and PDG, state management on each association becomes complex. I.e PPP session, L2TP session, IPsec session and IKE session have to be managed in WLAN UE in parallel.
· Potential capability for future extension
Various authentication methods (e.g. digital certification) can be provided for ISP/intranet since PPP can support EAP method.
Solution 3 Using IKE private use Notify payload
Flow
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Note: the red colored procedures are newly introduced.

Explanations on each Step

1 
UE sends tunnel establishment request with W-APN and ID (NAI) to PDG.
2 
PDG sends Diameter EAP Request to authenticate UE using EAP AKA (SIM).

3 
3GPP AAA Server sends EAP-Request/AKA-Challenge.
4 
PDG forwards EAP Payload over IKEv2 to UE.

5
After UE checked AUTN and authenticated NW, UE sends IKE_AUTH request with User ID (for ISP/Intranet), Password (PAP-password or CHAP-Password, CHAP-CHALLENGE) in Notify Payload that is assigned as private use. Then, PDG receives and stores User ID and Password.

6 to 9
PDG and 3GPP AAA sever performs (U)SIM based authentication and authorization.

10, 11
After successful authentication and authorization with 3GPP AAA server, PDG sends Access Request with ID and Password. The Radius server sends Access accept.

12
After PDG received Access accept, PDG sends EAP-SUCCESS over IKEv2.

13, 14
PDG sends Account Request and the Radius server sends Account Response.

15, 16
Final procedures for tunnel establishment.
Evaluations

· Service performance

The tunnel establishment procedure can stay the same as Rel-6 so that no additional transaction are required.
· Standardization impact

Use of IKE private parameter has to be declared to IANA.
· Security aspects
ID & PASSWORD are protected as the IPsec SA level.

· Compatibility with existing Gi reference point
This solution has a similar concept with the PDP type IP in GPRS system.

Comparison
	
	Service performance
	Standardization impact
	Security (Note)
	Impacts to nodes
	Compatibility
	Potential
	Rank

	Solution 1.1

Solution 1.2
	Increase 2 or more transactions (Mid) 
	IKE and EAP procedure are impacted. (High)
	Depended on EAP method over IKE. (Mid)
	UE: High

PDG: High
	PAP cannot be used.
Solution 1.1 requires EAP for Radius server (Low)
	(Low)
	C

	Solution 2
	Increase 5 transactions (Poor)
	transport mode of IPsec needs to be adapted in 3GPP (Low)
	PAP or CHAP over CHILD SA (Good)
	UE: High
PDG: High
	Similar to PDP Type PPP in GPRS (Mid)
	Various authentication methods can be provided
(High)
	B

	Solution 3
	Transaction dose not increase. (Good)
	Declare Notify Payload type for IKEv2. (Low)
	PAP or CHAP over ISAKMP SA (Mid)
	UE: Low
PDG: Mid
	Similar to PDP Type IP in GPRS (Mid)
	(Low)
	A


Note: Confidentiality on ID and Password are main subject to be measured. 
6. Conclusion
Based on the comparison measured above, the solution 3 seems feasible.
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The overhead layers
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Issue:


Procedure and protocol to convey ID & PASSWORD seems not defined.











