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1. Introduction

The current version of the TR includes a section on security but only those aspects related to the off-path model are included. Here we discuss the security options available for on-path signalling.

2. On-Path Security

A complete security framework is available for secure operation of RSVP. A new section 8.2 is included which detail the security features of RSVP based on-path signalling.

3. Proposal

We propose to add a new section 8.2 dealing with RSVP security
/************************* Start of New section ******************************/
8.2 Security aspects for the RSVP on-path model
RSVP includes a complete security framework for secure operation of RSVP. This includes:

· Message integrity and node authentication :
Corrupted and/or spoofed reservation requests could lead to theft of service by unauthorized parties or to denial of service caused by reserving up network resources.  RSVP protects against such attacks with a hop-by-hop authentication mechanism using an encrypted hash function.  The mechanism is supported by INTEGRITY objects that may appear in any RSVP message as specified in [RFC3097]. These objects use a keyed cryptographic digest technique, which rely on RSVP neighbours sharing a secret.

· Secure Identification of end-user:
In environments where host based RSVP signalling is supported, positive authentication of the user responsible for each reservation request is possible through the capability of RSVP to convey identity information as specified in RFC3182 inside RSVP messages. 

In addition:

· In environments where RSVP signalling from the UE is allowed, the GGSN may be configured to rate limit the number of RSVP messages received from a UE. This protects against denial of service attacks associated with sending an excessive amount of signalling towards the GGSN and the rest of the network. 
· In environments where RSVP signalling from the UE is not allowed, the GGSN may be configured to discard or to ignore RSVP messages, in order to protect against potential denial of service attacks.

/************************* End of New section ******************************/


















































































































































































































































































































































































































































































































































































