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1. Introduction
In SA2#45 in Beijing, NEC provided an architecture proposal to enable private network access for I-WLAN in Rel-7 and it was noted. It was pointed out that WLAN 3GPP IP Access doesn’t support a functionality that provides PPP based services which involves the authentication with an Intranet/ISP. This contribution is intended to explain the motivation to provide the Intranet/ISP access for I-WLAN from an operator point of view. 

This paper also addresses technical feasibility analysis of PPP support by using WLAN 3GPP IP Access and proposes the way forward in 3GPP Rel-7.

2. Discussion

2.1 The motivation of specifying PPP support functionality 
a) The concept of WLAN 3GPP IP Access

WLAN 3GPP IP Access has the concept that existing 3GPP PS based services shall be supported via WLAN access. The Intranet/ISP access with some authentication scheme (e.g. PAP/CHAP) is definitely included in these 3GPP PS based services. This requirement already exists in TS 23.234-640 subclause 5.1.4:
· Access to 3GPP PS based services shall be provided via WLAN. The interworking architecture shall provide IP connectivity to be able to support all 3GPP PS based services.
Furthermore, the following service requirements are specified in TS 22.234-710 subclause 6.3
6.3 
Support of PS domain services

I-WLAN shall support all services based on 3GPP System PS domain capabilities (e.g. IMS).

WLAN Direct IP Access may provide Intranet/ISP access. However, a PLMN operator may wish to provide APN based Intranet/ISP access (i.e. known as PPP PDP type in GPRS) through I-WLAN. NTT DoCoMo believes that it is important to provide complete 3GPP PS based services equivalent to those provided by the PS domain through I-WLAN so that subscribers can take advantage of those services without realizing specific access networks they are in.
b) Session continuity 

If Intranet/ISP access is provided using WLAN Direct IP Access whilst providing such services as 3GPP PS services in GPRS, when the user moves between GPRS and I-WLAN while accessing Intranet/ISP services session continuity can not be assured. This is because he/she will probably need to change applications when changing from accessing the Intranet/ISP services via GPRS and accessing them via I-WLAN. This will inconvenience users. 

In this sense, again, we need a functionality of Intranet/ISP access via WLAN 3GPP IP Access because session continuity of Intranet/ISP access will not be available over WLAN Direct IP Access.
c) Reuse of Gi interface

In Rel-6, we have specified the optional way of PDG implementation by reusing the GGSNs over Gn’ reference point. One of the purposes of this functionality is to reuse the existing coordination between the GGSN and external networks. Since Intranet/ISP access usually involves the AAA Server for Radius authentications which are possibly accompanied with PPP PAP/CHAP, interface between the GGSN based PDG and the external Radius server, the Gi reference point, should also be reused.
Hence, we need the functionality of Intranet/ISP access through I-WLAN at least for the GGSN based PDG. However, considering that operators may install new PDGs (i.e. defining new W-APNs) in parallel with GGSN based PDGs, we should specify this PPP support functionality to be applied to both types of PDG implementation (i.e. not just for Gn’).

2.2 Technical analysis 
The current I-WLAN does not have any functionality to perform PAP/CHAP authentication between UE and RADIUS server in the ISP/Intranet. In GPRS, we utilize PPP for various purposes (e.g. IP address allocation, framing, and authentication). However, we should note that we need to focus only on ISP/Intranet authentication method because IP address allocation is performed in IKEv2, and framing is not necessary over IPsec VPN. 

This section proposes possible options how PAP/CHAP authentication mechanism could be adapted into the tunnel establishment procedure. 

As a starting point, we should note that GPRS has two solutions for PPP based services;

· IP PDP type

When the DTE triggers the PPP session towards the UE, the UE encapsulates the PPP information into the PCO IE, and delivers it in the PS signalling. Then, the GGSN initiates the Radius authentication when it receives the Create PDP Context Request message.  

· PPP PDP type

When the DTE issues AT commands the UE performs PDP Context Activation as PPP PDP type. Then, the end-to-end PPP negotiation starts between the DTE and the UE (possibly the MT relays the PPP messages).

a) PPP negotiation over C-Plane
This option corresponds to the IP PDP type in GPRS. 

There are some ID/password based EAP mechanisms (e.g. EAP-TTLS) in RFCs and IKEv2 is capable of delivering any EAP payloads. Considering IP-based environment for I-WLAN, it is assumed that the authentication information should be delivered in encapsulated EAP packets. Based on this assumption, the PDG can possibly initiate another EAP method for ISP/Intranet authentication subsequently after the EAP-AKA/SIM authentication. However the technical details should be studied further.

Once the gateway node (PDG) obtains authentication information, then PDG interfaces with Radius server in the ISP/Intranet over the Wi reference point. See the following picture.
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figure a)

It should be noted that the existence of this functionality (i.e. Intranet/ISP access with RADIUS authentication through PDG) is explicitly reflected in the Rel-6 TS 29.161 (refer to the Annex of this document). From this point of view the current lack of protocol support for conveyance of user authentication information during IKEv2 tunnel establishment can be seen as a specification bug, rather than introduction of a new functionality.
b) PPP negotiation over U-Plane 
This option corresponds to the PPP PDP type in GPRS.

At first, the IP sec tunnel between UE and PDG is established, thereafter, the PPP negotiation is executed in order to authenticate the UE over IPsec SAs. It should be studied how the UE notifies the PDG of the initiation of PPP negotiation (i.e. like PDP type notification in GPRS). 
We should acknowledge that the PPP link itself is not needed over IPsec, however, we believe that the existing PPP terminations in the UE and/or the PDG (based on the GGSN) could be easily reused without major changes in this approach. See the following picture.
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figure b)
It should be noted that the use of IPsec transport mode, widely used in the PC world, is a topic for further study. 
3. Conclusion on solution
It is proposed to start working with both solutions described in section 2.2 because the two solutions specified for GPRS should be simply reflected in I-WLAN. We believe that it is up to the manufacturers to implement both solutions or either of them according to the nature of their products.
4. Proposal

NTT DoCoMo would like to propose this functionality to be standardized under the existing Rel-7 I-WLAN WI.
Once the above proposal is endorsed in SA2, then we propose the following:
- To review and approve updated I-WLAN WID (S2-051483).

- To review and approve LS to SA3 (S2-051545), requesting feedback on solutions suggested in sec 2.2 of this paper.
5. ANNEX: Excerpt from TS 29.161 v6.0.0
The purpose of this excerpt is to show that the Intranet/ISP access with RADIUS authentication through a PDG is an existing functionality in 3GPP specifications (refer to text highlighted in yellow below as well as in Figure 6).
**************************************** BEGINNING OF EXCERPT *********************************************
11
Usage of RADIUS on Wi interface

A PDG may, on a per W-APN basis, use RADIUS authentication to authenticate a user and RADIUS accounting to provide information to an AAA (Authentication, Authorization and Accounting) server.

11.1
RADIUS Authentication

RADIUS Authentication shall be used according to RFC 2865 [10] and RFC 3162 [11].

The RADIUS client function may reside in a PDG. When the PDG receives a tunnel establishment request, the RADIUS client function may send the authentication information to an authentication server, which is identified during the W-APN provisioning.
The authentication server checks that the user can be accepted. The response (when positive) may contain network information, such as an IPv4 address or IPv6 prefix for the user.

The information delivered during the RADIUS authentication can be used to automatically correlate the users identity to the IPv4 address or IPv6 prefix, assigned/confirmed by the PDG or the authentication server respectively. The same procedure applies, in case of sending the authentication to a 'proxy' authentication server.

11.2
RADIUS Accounting
RADIUS Accounting shall be used according to RFC 2866 [12] and RFC 3162 [11].

The RADIUS accounting client function may reside in a PDG. The RADIUS accounting client may send information to an accounting server, which is identified during the W-APN provisioning. The accounting server may store this information and use it to automatically identify the user. This information can be trusted because the 3GPP network has authenticated the subscriber.
The Accounting-Request STOP and the Accounting ON and Accounting OFF messages may be used to ensure that information stored in the accounting server is synchronized with the PDG information.

11.3
Authentication and accounting message flows

Figure 6 presents the RADIUS message flows between a PDG and an Authentication, Authorization and Accounting (AAA) server. For details of the tunnel establishment and deletion signalling, refer to 3GPP TS 24.234 [3].
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NOTE 1:
If some external applications require RADIUS Accounting request (Start) information before they can process user packets, then the selected W-APN (PDG) may be configured in such a way that the PDG drops user data until the Accounting Response (START) is received from the AAA server. The PDG may wait for the Accounting Response (START) before sending the ike-auth response. The PDG may reject the tunnel establishment, if the Accounting Response (START) is not received.

NOTE 2:
Separate accounting and authentication servers may be used.

NOTE 3:
The Accounting-Request (Start) message may be sent at a later stage, e.g. after IPv6 address has been assigned and PDP Context updated, in case of a stateful address autoconfiguration.

Figure 6: RADIUS message flow

When a PDG receives a tunnel establishment request (IKE-AUTH request) for a given W-APN, the PDG may (depending on the configuration for this W-APN) send a RADIUS Access-Request to an AAA server. The AAA server authenticates and authorizes the user. If RADIUS is also responsible for IPv4 address or IPv6 prefix allocation, the AAA server shall return the allocated IPv4 address or IPv6 prefix in the Access-Accept message.

Even if the PDG was not involved in user authentication (e.g. transparent network access mode), it may send a RADIUS Accounting-Request START message to an AAA server. This message contains parameters, e.g. the tuple, which includes the user-id and IPv4 address or IPv6 prefix, to be used by application servers (e.g. WAP gateway) in order to identify the user. This message also indicates to the AAA server that the user session has started. The session is uniquely identified by the Acct-Session-Id that is composed of the Charging-Id and the PDG-Address.
***************************************** END OF EXCERPT **********************************************
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