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Introduction

In order to support policy control for use cases where token based functionality is not feasible, for example at “early” PDP context activation, a solution using the UE IP address + TFT based binding description need to be defined.

This contribution

· Explores the basics of UE IP address +  TFT filter based binding.

· Defines the minimum set of information in required order to be able to perform the binding based on the UE IP address and TFT filters.

· Explores how to achieve binding for uplink flows.

Discussion

It may be noted that there is no restriction as to which PDP context may have a TFT. The only rule is that a single IP network connection may have zero or one PDP context without a TFT.

Assuming that a UE always provides a TFT filter description and is mandated to map any uplink traffic to the same PDP context as the downlink traffic between the same two endpoints (characterized by the endpoints IP address and port number as well as the protocol number) occur, then reliable binding is possible at the PCRF.

For the case a service includes an uplink communication, the UE may be required to provide a corresponding TFT filter. The AF is aware of all the flows, and provides authorization data to the PCRF for the applicable direction(s) only. The binding is possible at the PCRF, as

· the endpoints (IP address and port number) of the TFT filter description and the authorization are the same

· the protocol number is the same

· the UE is required to map uplink traffic to the same PDP context as there is a matching TFT filter

· for a unidirectional uplink flow, no downlink traffic matching the corresponding TFT filter may occur; The PCRF is expected to engage a suitable policy to prevent such traffic.
(Note that this is on an IP flow level granularity. Most services include a downlink IP flow.)

Proposal

It is proposed to include the following changes in the TR 23.803.
================== First Changed Section =================

6.1.3 UE IP address + TFT based binding
UE IP address + TFT based binding is supported by Rel-6 Gx interface.

In case of GPRS access the TFT filter information may be used in addition to UE IP address to select policy/charging rules for the specific PDP context.

The UE may provide the TFT in the secondary PDP context activation procedure and the PDP context modification procedure. The TFT includes the TFT filters. The authorization may originate from an AF providing it to the PCRF over the Rx+ interface, or be derived at the PCRF (e.g. based on the user subscription profile). There is set of requirements on information in the TFT filter for proper binding to an authorized IP flow to occur at the PCRF.

1. The UE-provided TFT filter must capture all the IP headers that would match the candidate authorization.

2. There must not be any other traffic mapping, installed at the GW, eclipsing the candidate authorization. I.e. there shall not be any traffic mapping with a higher precedence, capturing any portion of the candidate authorization to any other PDP context.
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Figure 6.2: Eclipsed candidate authorization to be detected by the PCRF.
The translation of a TFT filter, associated with a PDP context using a specific UE IP address, as defined in Rel-6 for Gx in TS 29.210 v6.1.0, forms the baseline for the TFT filter representation as seen at the PCRF.
The same representation of data (IPFilterRule, RFC 3588) is applicable for both the authorization data, received over Rx+ and the TFT filters reported over Gx+, so extensive data conversions at the PCRF is not required for performing the binding. The GW may report the UE IP address as “assigned” in the IPFilterRule, but the value is known at the PCRF since it has been reported in a separate IE in the same GW/PCRF dialogue.

The UE may provide TFT filters in an Activate Secondary PDP context or Modify PDP context request although an Authorisation Token and one or more Flow Identifiers are included in the same request. Thus, if the UE always provides valid TFT filters, it is possible to use this binding 
mechanism, for downlink traffic flows, even if the UE provides an Authorization Token and Flow Identifier(s).
Increasing the accuracy of an authorization reduces the risk for an eclipse situation to occur. However a TFT filter need not necessarily specify all the parameters of the authorization. Proper binding at the PCRF is possible if the UE provides a subset of the authorization data:
· the source (source IP address/network and/or source port/port range), which identifies the remote end of communication; or
· the destination (destination port/port range), which identifies the UE end of communication; and
· the protocol number, if the same source and/or destination appears in more than one authorization.
Binding for uplink traffic is achieved with the following prerequisites:

a) For a bi-directional IP flow (i.e. 2 IP address/port number pairs in a bi-directional communication), both downlink and uplink packets must travel on the same PDP context, thus making the TFT filter for the downlink traffic to be sufficient for determining what PDP context will carry the uplink traffic.

b) The UE shall declare unidirectional uplink flows by specifying a TFT filter for the downlink direction on the intended PDP context.

Editor’s note: How to achieve binding when a media stream is modified, e.g. change of remote end source port number, is FFS.
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