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Introduction

In current access networks NAT devices performing address and/or port translation are widely deployed. The IP address and/or port translation device can be a NAT or a NAPT as it is specified in IETF RFC 3022. Another form of the translation is NAT-PT (IETF RFC 2766), which can be used for IPv4 and IPv6 interworking. 

The current IMS specifications do not provide any solution to use IMS behind NAT devices. This paper highlights some problems of NAT traversal and presents some possible ways to resolve them. Note that this paper does not provide an exhaustive list of issues. E.g., a major issue of NAT traversal that is not discussed in this document is that the currently used IPSec protection of IMS signalling is not applicable when there is NAT device between the UE and the P-CSCF.

Problem description

The scenario of the problem is depicted in Figure 1. The UE is in an access network, which contains one or more NAT device(s). Therefore address and/or port translation are performed between the UE and the P-CSCF in the signalling path. It is assumed that the media packets go via the same NAT devices as the signalling. In the general case the operator of the Access Network can differ from the operator of the IMS, thus it cannot be assumed that the IMS operator can control the NAT device(s). 
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Figure 1: NAT in the Access network

SIP messages and SDP part of the SIP messages can contain IP addresses and/or ports. When a NAT device in the access network performs address and/or port translation, it changes the IP address and/or port information in the IP header, but it does not change the IP address and/or port information within the SIP message. There are the following consequences of this operation: 

· The routing of SIP messages, which is based on SIP level information, as it is specified in IETF RFC 3261 may not be successful.

· The media connection may not work, since the destination IP address for the media in the SDP may not be a valid IP address, or may not be the IP address of the intended receiver (overlapping address spaces).

Routing of SIP messages

There are two major issues of routing of SIP signalling between the P-CSCF and the UE:

· When the UE first contacts the P-CSCF the NAT creates a binding. This binding will be released after a reasonable time if no packet belonging to that binding is forwarded. If the binding is released the UE becomes unavailable from the P-CSCF.

· Using the transport address (IP address and port) creation to forward SIP message towards the UE as it is specified in IETF RFC 3261 may lead to a transport address that cannot be used to reach the UE.

Using TCP between the UE and P-CSCF

In this case the UE establishes a TCP connection to the P-CSCF before the SIP-level registration. 

The maintenance of the TCP connection via NAT can be solved by sending dummy messages between the P-CSCF and UE. A possible solution is defined in [raft-jennings-sipping-outbound-01]. Note that using refresh mechanisms from the UE can result in lower performance from the UE, especially with respect to battery lifetime. Additionally, if the UE is momentarily unavailable when a refresh is needed, for example a 2G CS call is on-going, then the binding will be lost.

The routing problem of SIP messages can be solved by routing all SIP messages between the UE and the P-CSCF (in both directions) via the TCP connection that is created by the UE before the the registration. A solution for connection re-use can be found in [draft-ietf-sip-connect-reuse-03.txt]. 

Using UDP between the UE and P-CSCF

When UDP is used the lifetime problem of the NAT binding can be resolved if the either of the P-CSCF or the UE periodically send some kind of refreshing messages over that "UDP connection". The interval of sending the refreshing messages should be adjusted to the binding lifetime in the NAT device. There is not straightforward way to get this information, but with the help of STUN [RFC 3489] the UE can collect some information on it. Using refresh mechanisms from the UE can result in lower performance from the UE, especially with respect to battery lifetime. Additionally, if the UE is momentarily unavailable when a refresh is needed, for example a 2G CS call is on-going, then the binding will be lost.

The SIP level response routing problems can be easily overcome using symmetric response routing. IETF RFC 3581 defines a new parameter for the Via header field, called "rport", that allows a client to request that the server send the response back to the source IP address and port from which the request originated when UDP is used.

A UDP specific issue is that some cases (e.g., to deliver large SIP messages) the P-CSCF should initiate TCP connection to the UE for sending SIP messages. When there is NAT between the P-CSCF cannot initiate TCP connection establishment.

Solutions for media addressing

SIP/SDP-ALG in NAT

It is possible that the NAT device in the access network contains a special SIP/SDP-ALG that performs the necessary address and port translation within SIP messages. In theory it can be transparent to the IMS, and requires no special operations within the IMS. 
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Figure 2: Architecture for SIP/SDP aware NAT

This type of solution assumes that host responsible for the SIP signalling and the host receiving the media packets are behind the same NAT device(s). Moreover additional problems may occur when there are more than one NAT devices in the path of the signalling and the media.

The main problem of the solution is that the IMS requires the integrity protection of the SIP messages between the UE and the P-CSCF. Thus an intermediate node, such as the NAT device with SIP/SDP-ALG, cannot change the content of the SIP messages. The use of encryption and/or SIP compression between the UE and P-CSCF make this solution infeasible, as well.

UE based solution 

A possible approach of the problem is to assume that the UE provides its publicly routable addresses within the SDP part of the SIP messages. 

The use of STUN [RFC3489] provides a way to the UE to discover whether it is behind a NAT, and which IP address and port is visible from outside. STUN is a simple client-server protocol. The client sends a request to the server, over UDP. The server examines the source IP address and port of the request, and copies them into a response that is sent back to the client. Form the payload of the response the UE can determine whether it is behind a NAT, what type of NAT device is used and what is the address it can use within the SDP payload. The client may need a couple of request-response cycle to collect all the required information. 

There are some NAT devices that only allow receiving packets from another IP address (and port) if the host behind the NAT previously has sent a packet to that IP address (and port). For these cases the use of TURN [draft-rosenberg-midcom-turn-07.txt] can be the solution. TURN is a protocol that allows for an element behind a NAT or firewall to receive incoming data over TCP or UDP connections.
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Figure 3: Architecture for UE based NAT traversal

This type of solution requires a STUN and a TURN server that should be operated by the IMS operator.

SIP/SDP-ALG in P-CSCF

The P-CSCF can be NAT-aware and a Gateway can be deployed with IMS that performs the forwarding of the media packets. 
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Figure 4: Architecture for P-CSCF based NAT traversal

When a SIP message containing a new media destination transport address (IP address and port) arrives at the P-CSCF, the P-CSCF request a transport address for the new media from the Gateway via the control interface. The Gateway reserves the necessary transport address and sends it back to the P-CSCF via the control interface. Then the P-CSCF performs the translation of the transport address in the SDP by inserting the reserved transport address of the Gateway instead of the original one sent by the UE. In this way the UEs will receive the transport addresses of the Gateway thus they will send their media packets to the Gateway. Then it is the task of the Gateway to forward them to the appropriate transport address of the UEs. The transport addresses of the UEs can be learnt from previously received media packets of the other direction. (This solution assumes that the UE supports "symmetric media", meaning that it expects media packets at the same address and port as it uses for sending.)

This architecture requires the definition new logical functions (SIP-ALG and Gateway) in the IMS, and an additional reference point (control interface) between them.

Tunnelling based solution

Another possible solution is that some tunnelling (e.g., IPSec tunnel as it is specified in 3GPP WLAN interworking architecture for WLAN 3GPP IP access [TS23.234]) is used over the NAT devices. The Tunnelling Gateway, which is deployed by the IMS operator, assures that the NAT between the UE and itself is transparent to the IMS network, since the NAT changes the outer IP header of the packet, which is not visible to the IMS elements.
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Figure 5: Architecture for tunnelling based solution

This architecture requires the definition of a new logical network element, Tunnelling Gateway, and the application of an appropriate tunnelling protocol between the UE and the Tunnelling Gateway.

Conclusion 

The current 3GPP specifications do not provide solution to access IMS from a terminal that is behind a NAT, while NAT are commonly used in non-GPRS access networks. The possible solutions for NAT traversal require the introduction of new functional elements and interfaces, thus this issue should be addressed in 3GPP SA2. (It is in the scope of System Enhancements for Fixed Broadband Access to IMS work item). 

It is desired to agree in a solution at least at conceptual level during the joint meeting between the 3GPP SA2 and TISPAN on 12-13 July.
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