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Discussion 
This contribution proposes text for chapter 4.3 in TR 23.867 on security considerations, which is currently empty. It is proposed that for UEs equipped with an UICC the same level of security shall be applied for IMS emergency sessions as for other IMS sessions. This includes security on the bearer and IMS layer. If the UE is not equipped with an UICC, it is required that establishing of emergency sessions shall be possible on the access and IMS layer. However, without UICC authentication, authorization and integrity protection can not be ensured.
Proposal

BEGIN OF CHANGE
4.3
Security considerations

Editor's note: This clause is planned to contain security implications due to emergency services over the IP-CAN/IMS entities.
If the UE is equipped with an UICC, it shall be possible to authenticate the user and to provide integrity protection based on regulatory requirements.
If the UE is not equipped with an UICC, it shall be possible to grant access to the IP-CAN as well as to the IMS to enable the establishment of an IMS emergency session. As a consequence access is granted although the UE can not be authenticated and authorized by the access system or the IMS. In addition, the emergency communication can not be secured on the bearer and IMS layer, e.g. integrity protection between UE and P-CSCF is not possible.
END OF CHANGE












