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1. Introduction

This contribution provides some consideration of the security aspects of the off-path QoS model when interaction with the external IP network. 
2. Discussion

In order to establish a well operational and maintained network, the node and signaling transport security shall be considered. Though the BCF has been introduced in the off-path QoS architecture, but it does not raise any new security issues.  All the traditional security mechanisms can be reused in that model. In reality, it has enhanced the security of the whole end-to-end QoS architecture in some extent. 
The below proposal describes some considerations of the security aspects for the off-path model.

3. Proposal

We propose that the following additional texts be add to the TR23.802:

8
Security aspects

Editor's Note:
This section will describe the security aspects that may need to be considered when providing E2E QoS across networks not managed by 3GPP operators.
Editor's Note: The security of on-path and off-path models needs to be explored in more detail or possibly removed from this technical report.
8.1 Security aspects for the off-path model


Resource requests are initiated by the PDF or AF instead of by host, which prevents the happening of the malicious resource requests and the resulting excessive resource reservation, exhaustion and even DoS (denial of service). All resource requests are triggered by the service requests that have been authenticated and authorized. 

Admission control is helpful for protecting the external IP network against fabrication attacks, unauthorized traffic and the resulting congestion. Traffic marking is done by edge routers. And the mark is trusted and reused by intermediate devices.

In addition, the PDFs may authenticate with the BCFs mutually using authentication information in the SLA endorsed between those entities when signalling connection being established between them to improve the security of the adjacent signalling nodes. 

The signalling for IP QoS is out-of-band and path-decoupled, which can be delivered on the dedicated link with security encryption. Access nodes, edge routers and application function should protect themselves from DoS attacks.
Logical Bearer Network (LBN) may be planed and configured to separate real time service (voice and video service etc.) flows from Internet data traffics in the external IP network.
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