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Introduction

Security aspect identified in the AIPN service requirements (TR 22.978) shall be considered in the System Architecture Evolution study. Basic security functionality should be surely identified. Architectural requirements of new features from a security aspect should also be identified.
Discussion

Unauthorized access, DoS attacks, eavesdropping, and data tampering are examples of assumed threats in the AIPN. Therefore access control, protection against DoS attacks, user privacy, and signalling and user data protection are required in order to protect against these threat.

From an access control aspect, system heterogeneity and multi-access are some of the most important features in the AIPN. Network and service access must be easy for the users and redundant functionality such as multiple access controls should be avoided. 

Network protection against attacks from more open external networks should be considered in the AIPN.  Hiding the internal network topology and node addresses from external networks is also important.
Proposal

It is proposed to add the following text in section 5 of TR 23.8de ​​​​​​​​​​​​​​​​​​​​​​​​​​​​
5.X Security
The AIPN shall support the following functions.

· Access control (i.e., authentication and authorization mechanism)
· Protection against DoS attacks
· User privacy (e.g., identity privacy, location privacy, etc.)
· Signalling and user data protection (i.e., confidentiality and integrity)
Considered from security aspect, following requirements are identified.

· The AIPN shall support a unified access control (e.g., Single-sign-on) for multiple access systems, such as GSM, UMTS, WLAN and future access technologies. 
· The AIPN shall support a unified access control (e.g., Single sign on) for all systems, such as wireless access, core network, and IMS 
· The AIPN shall hide internal network topology and node addresses from users and external networks.
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