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1 INTRODUCTION

Four alternative architectures for Selective Disabling of UE Capabilities have been presented in S2-050222 in SA2#44. However, these alternatives have some deficiencies in meeting the stage 1 requirements of TS 22.011. This document presents a new alternative, where these requirements can be met. 

Additionally, scopes of 3GPP and OMA in Selective Disabling work are discussed.

2 DISCUSSION

2.1 Requirements for Selective Disabling

In 22.011, v.7.1.0, the following 10 requirements are set to Selective Disabling; numbering added in order to be able to reference the requirements later in this document:

1. The Selective UE Capabilities list, shall be maintained in the UE, and UE shall not request any services indicated as disabled.

2. At registration the HPLMN or VPLMN may interrogate the status of the list and provide a new list.
3. The Selective UE Capabilities list shall not be deleted at switch off and will remain valid until a new list is provided by the network. The Selective UE Capabilities list relates to the ME and not to the subscription.
4. It should be ensured that UEs are not maliciously disabled, including malicious disabling by a VPLMN, or accidentally disabled, or kept disabled, and 
5. there shall be a mechanism for restoring disabled UEs in all situations (e.g. in the case that the serving network does not support the control of UE Capabilities).
6. The UE should use the indications given in the Selective UE Capabilities list to inform the user of the non-availability of services or functions.
7. There shall be a means for the network to provide an optional customer service number(s) which can be used, by the user, to assist in determining the cause of non-availability of specific services. 
8. The specifications should also provide the capability for the network to include an optional text string that will be displayed by the UE.
9. The UE Capabilities list shall take precedence over subscribed services.
10. The services to be included in the list are: 

· Call Control functions

· Supplementary Services

· Emergency Calls (including the (U)SIM-less case and subject to regional regulatory requirements, i.e. emergency calls shall not be disabled in regions where support of them is required)

· SMS, via CS and PS

· LCS, via CS and PS

· GPRS based services

· MBMS

· IMS

In S2-050222, four alternatives are presented for Selective Disabling: 

· Network based 

· MM/GMM INFORMATION message based 

· 2 (U)SIM based alternatives:
· Allowed Services Table stored on (U)SIM 
· Extension of SIM Application Tool Kit (SATK) Call Control Functionality
If requirement 1 has to be met, both (U)SIM based alternatives (the Selective Capabilities List is stored on (U)SIM card) and the network based alternative, are excluded. The requirement 1 as such does not state clearly, if the list can be stored on (U)SIM or ME, but the text after requirement 3 indicates this: “The Selective UE Capabilities list relates to the ME and not to the subscription”, i.e., must be stored on the ME.

MM/GMM INFORMATION message based alternative, as a CS / GPRS core network signalling based solution, has  a major drawback: The SA1 requirements are not restricted to cellular access only. Hence, it must be possible to send the Selective Capabilities also over 3GPP interworking WLAN, which is not possible in  CS / GPRS core network signalling based solutions. Additionally, there are security issues in MM/GMM INFORMATION based alternative (ref. requirement 4), unless totally new security mechanisms are standardised and implemented specifically for these messages.

An alternative which overcomes the above-mentioned deficiencies is presented in the Annex of this document: The Selective Capabilities List is stored in the ME. The existing, secure OMA mechanisms, which are agnostic to underlying cellular/wireless access, are used to update the Selective Capabilities List. Despite the fact that the list is not stored in the (U)SIM, this alternative is close to the alternative “Allowed Services Table stored on (U)SIM” from an architectural point of view.

Notes: 

a) Requirements 4 and 2 are contradictory, and need to be clarified: It is not clear if the VPLMN needs to have the same – or any – rights to modify the Selective Capabilities List as HPLMN.

b) In some documents dealing with Selective Disabling, the terms “Selective (UE) Disabling list” or “Allowed Services table” refer ambigously to the message updating the data structure/repository in the UE, and to the (permanent) data structure/repository itself. See, e.g., requirements 1 and 2. In this document, the term “Selective Disabling List” is used to refer to the latter only. 

c) Regarding requirement 10, the actual capabilities to be disabled need to be detailed. E.g., “mobile originated CS voice call” could be used instead of “call control functions”; “GPRS attach” instead of “GPRS based services”; “IMS registration” instead of “IMS”, etc.  

2.2 Scope of 3GPP in Selective Disabling
Basically, Selective Disabling feature will specify, how to modify specific parameter values in the UE, based on messages from network or input from the user. Also the protocol of the modifying messages, their authentication, and the access rights to the parameter information stored in the UE, have to be addressed in the Selective Disabling work.

The above-mentioned functionalities belong to device management, which is in the scope of OMA Device Management Working Group. 

When Selective Disabling is standardised in 3GPP, no overlapping parallel mechanisms to those specified in OMA should be defined. The existing OMA DM specifications on management objects should be used, and extended wherever they are not yet applicable to Selective Disabling. In practice, this implies that a new “Selective Disabling Management Object” should be specified in OMA. 

On the other hand, OMA cannot cover the 3GPP specific parts of management objects, but this part of the work must be carried out in 3GPP. Probably a 3GPP TS for the management object is needed, somewhat similar to TS 24.167. It should be possible for OMA to add generic (non 3GPP specific) nodes to the Selective Disabling Management Object.
3 CONCLUSION AND PROPOSAL

Due to benefits of the alternative presented in the Annex, it is proposed to include this alternative in the TR on Selective Disabling of UE Capabilities. 

A liaison statement to OMA DM, requesting views on the proposed Selective Disabling Management Object, should be sent, when seen appropriate.  

Also a liaison statement asking for clarification on the requirements for VPLMN vs. HPLMN should be sent to SA1.

ANNEX: Proposed addition to Chapter 4 “Analysis of Possible Architectures”

4.x


Architecture x 

4.x.1

Architecture x: Description

The main components of this architecture are the UE, or more specifically ME, (supporting Selective Disabling Management Object), and the Device Management Server (DMS). The DMS receives the information on malfunctioning UEs from the MUEIS either directly or indirectly, e.g., through customer care. The DMS sends a message using OMA DM protocol, to update (replace) the values in the nodes / leaves of the Selective Disabling Management Object, i.e., to update the Selective (UE) Disabling List. 
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Figure 4.x.1

Figure 4.x.1: Basic architecture

Figure  4.x.2 exeplifies graphical notation of (a part of) the Selective Disabling Management Object. 

The leaves “Mobile originated CS voice call”, etc. could have “disabled” or “enabled” as values, and also alphanumerical strings (e.g., customer support numbers or e-mail addresses) as values. Access types would be Get and Replace. However, these are only examples; the actual structure (nodes / leaves), names, optionality of nodes, etc. are stage 3 decisions.
Manufacturer specific and other extensions can also be introduced, if seen relevant by OMA.
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Figure 4.x.2

Figure 4.x.2: Selective Disabling Management Object
4.x.2

Architecture X: Assessment against SA1 requirements

The original SA1 requirements are presented below in italics, and comments in regular text:

1. The Selective UE Capabilities list, shall be maintained in the UE, and UE shall not request any services indicated as disabled. Parameters stored on ME.
2. At registration the HPLMN or VPLMN may interrogate the status of the list and provide a new list. (To be assessed after the actual requirement on VPLMN clarified.)
3. The Selective UE Capabilities list shall not be deleted at switch off and will remain valid until a new list is provided by the network. The Selective UE Capabilities list relates to the ME and not to the subscription. The parameters are to be stored in the ME permanent memory, and the values remain in the ME also when (U)SIM card is changed.
4. It should be ensured that UEs are not maliciously disabled, including malicious disabling by a VPLMN, or accidentally disabled, or kept disabled,  The same authentication mechanisms, which are used in context of other OMA DM management objects, can be used to ensure the authenticity of the messages. 
5. there shall be a mechanism for restoring disabled UEs in all situations (e.g. in the case that the serving network does not support the control of UE Capabilities). The user has access to modify the settings (to re-enable the disabled services). 
6. The UE should use the indications given in the Selective UE Capabilities list to inform the user of the non-availability of services or functions. Leaves of management objects can contain alphanumerical strings, the strings can be updated by the DMS and presented to the user.
7. There shall be a means for the network to provide an optional customer service number(s) which can be used, by the user, to assist in determining the cause of non-availability of specific services. As above.
8. The specifications should also provide the capability for the network to include an optional text string that will be displayed by the UE. As above. 
9. The UE Capabilities list shall take precedence over subscribed services. The implementation of this requirement is not restricted by the architecture.
10. The services to be included in the list are:  These services are included as nodes or leaves in the Selective Disabling Management Object.
· Call Control functions

· Supplementary Services

· Emergency Calls (including the (U)SIM-less case and subject to regional regulatory requirements, i.e. emergency calls shall not be disabled in regions where support of them is required)

· SMS, via CS and PS

· LCS, via CS and PS

· GPRS based services

· MBMS

· IMS
4.x.3

Architecture X: Strengths and Weaknesses

The main strength of this alternative is the compatibility with existing device management architecture, procedures and implementations.

The weakness of this alternative is that the standardisation takes place in two organisations, 3GPP and OMA. 

4.x.3.1

Security 

The same authentication mechanisms, which are used in context of other OMA DM management objects, can be utilized for Selective Disabling Management Object, too.

4.x.3.2

Customer Care

The DMS(s) updating the Selective Disabling Management Object parameters can be accessed by customer care personnel the same way as they access DMS(s) for other purposes, e.g., when provisioning service parameters to customers.

4.x.3.3

Roaming

HPLMN can update the Selective Disabling Management Object parameters while the user is roaming, whenever there is a possibility to carry the messages between DMS and UE (e.g., over GPRS, or CS data).

(The actual stage 1 requirements for VPLMN access need to be clarified.)

4.x.3.4

Operational Aspects for Deployment
[Editors note: This sub-clause should cover operational aspects of deployment such as: Equipment/Nodes impacted (E.g. SGSNs, UEs, (U)SIMs), number of nodes impacted and estimated timescales to deploy complete service architecture]

In addition to the MUEIS, and interfaces to MUEIS (impacted by all architectures), the only impacted elements are ME and DMS. 
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