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4.1
(U)SIM File Based Architecture 
4.1.1
(U)SIM File Based Architecture: Description

The ability to Selectively Disable services on a misbehaving UE could be achieved by specifying a new ‘Selective UE Capabilities list” stored on the (U)SIM and copied to the ME describing which services are enabled/disabled on a particular UE. The Selective UE Capabilities list could take the form of a list of n-bits indicating whether or not a particular service was active or disabled.  It should be noted that it would only be necessary to disable mobile originating services to protect the network operator’s resource.  

The Selective UE Capabilities list could be sent from the HPLMN operator to the (U)SIM using SMS OTA. The information in the Selective UE Capabilities list would then be copied to the ME. The ME would then be required to act according to the information stored when requesting a specific service. For example, if the Selective UE Capabilities list indicated that GPRS was not allowed, the UE would not be able to initiate a GPRS session.

In the case that a visited network identifies the misbehaving UE, the visited network could make a request to the home network operator to selectively disable the services being abused.     

To enable the selective disabling of services to be linked the ME and not the subscription, and also to allow efficient storage and recall of selective disabling information, a new entity – the IMEI database – could be implemented. For the purposes of this discussion the IMEI DB is described as a separate logical entity, located in the HPLMN.  The IMEI database will store a list of all UEs that have been selectively disabled, indexed by IMEI. This will enable the list of disabled services for any particular UE to be refreshed by the HPLMN at any time and would, for example, enable the Selective UE Capabilities list to be updated whenever a new (U)SIM was inserted into the UE. The IMEI database would also provide a single point of reference for entities, for example customer care, wishing to discover which services have been disabled on a particular device.

It is suggested that the Identification System referred to in the following descriptions is a separate logical entity that can reside in either the HPLMN or VPLMN. The exact nature of the Identification System is outside of the scope of this TR, however, it is assumed that that it is capable of detecting a misbehaving MS, and which service is being abused, from the network traffic being generated.    
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Figure 1: (U)SIM file based service architecture information flow – detection and selective disabling of a misbehaving MS

1. Misbehaving MS is identified by the Identification System.

2. Identification System sends a Disable Service Request (IMSI, Service X) message to the HPLMN Management interface. In the case in which the Identification System is located in the VPLMN, the message could take the form of an email or fax, to be analysed and acted on by the HPLMN. It is assumed that the Identification System only has access to the IMSI of the misbehaving device.

3. Disable service command (IMSI, Service X) sent from HPLMN Management Interface to IMEI database.

4. Get IMEI(IMSI) message sent from IMEI database to HLR.

5. Current IMEI associated with IMSI is returned to the IMEI DB by the HLR  

6. IMEI DB updates the Misbehaving Information, storing the disabled service against the IMEI linked to the IMSI passed to it in the Disable service command. 
7. IMEI DB sends an Update Selective UE Capabilities list (IMSI, Selective UE Capabilities list) message to the OTA server. The Selective UE Capabilities list contains the complete list of services and their current status (enabled/disabled). 

8. OTA server sends SMS Update Selective UE Capabilities list (Selective UE Capabilities list) message to (U)SIM. 

9. (U)SIM stores the information.

10. (U)SIM sends Refresh message to ME (3GPP 31.111).

11. ME reads new Selective UE Capabilities list from (U)SIM. 

12. ME stores the new Selective UE Capabilities list. 

13. Information message sent from OTA server to (U)SIM and displayed to user. 
Note: Steps 4 and 5 assume that Automatic Device Detection (ADD) (3GPP 22.101) has been implemented by the HPLMN. This feature propagates the current IMEI associated with an IMSI from the MSC to the HLR at IMSI attach or location update. It is also possible that steps 4 and 5 could be removed from the information flow if the identification system is aware of the IMEI of the ME that it has identified as misbehaving. In this case the IMEI could be forwarded in the messages associated with steps 2 and 3. However, while it is thought likely that this scenario is probable, the alternative implementation has been shown to avoid making any assumptions that are beyond the scope of this report.  
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Figure 2: (U)SIM fie based service architecture information flow – insertion of new (U)SIM

1. (U)SIM inserted into new ME. 
2. New IMEI propagated to HLR (via MSC/SGSN) using the Automatic Device Detection capabilities defined in 3GPP 22.101. 

3. HLR queries IMEI DB for any disabling information related to the IMEI using Get IMEI issues (IMEI) message

4. The IMEI database checks the IMEI against its stored list of IMEIs with known issues, e.g. with services disabled.  

5. IMEI database sends an Update Selective UE Capabilities list (IMEI, Selective UE Capabilities list) message to the OTA server. The Selective UE Capabilities list contains the complete list of services and their current status (enabled/disabled). If the IMEI is not present in the IMEI DB a fully enabled Selective UE Capabilities list is included in the message.

6. OTA server sends an Update Selective UE Capabilities list (Selective UE Capabilities list) message to (U)SIM. 

7. (U)SIM stores the information.

8. (U)SIM sends Refresh message to ME (3GPP 31.111).

9. ME reads new Selective UE Capabilities list from (U)SIM. 

10. ME stores new Selective UE Capabilities list. 

11. Information message sent from OTA server to (U)SIM and displayed to user. 

Note: In step 5 it is necessary to send a fully enabled Selective UE Capabilities list as part of the Update Selective UE Capabilities list message in order to address the case in which a user has inserted a (U)SIM that has previously been used in a MS that has had services selectively disabled into an MS for which there are no records in the IMEI DB (i.e. a clean MS). In this scenario, if a new fully enabled Selective UE Capabilities list is not sent to the (U)SIM (via the OTA server) the new MS will be refreshed with the Selective UE Capabilities list containing disabled services but related  to the previous MS. 

4.1.2 (U)SIM Selective UE Capabilities list File Based Architecture: Assessment against SA1 requirements

Using the architecture described above in 4.1.1, only the HPLMN can directly disable services on a UE, as the SMS OTA server is capable of sending OTA updates only to subscribers belonging to the network by which it is operated. However, the SMS OTA server can send an OTA update to a user belonging to the HPLMN whenever the user is attached to a network, including when the user is roaming on a VPLMN. With this capability it is possible for the VPLMN to request that the HPLMN disable a specific service on a particular UE that it has identified as misbehaving on it’s network. This enables the VPLMN, via interaction with the HPLMN, to disable services on a misbehaving UE. 

The Selective UE Capabilities List will be temporarily stored in the UE and permanently stored on the (U)SIM. The information will be copied from the (U)SIM to the ME as depicted in step 12, figure 1. The information will remain valid until a new list is sent or the UE is powered down. As soon as the UE is turned on the ME will read the list stored on the (U)SIM, therefore the information can be though of as being permanently present on the ME while powered up. 

In the case of the insertion of the a new (U)SIM, it is proposed that the information for a particular UE, as stored in the IMEI database, could be refreshed by the network. This process is shown in figure 2. It is recognized that this will require additional messaging each time a new (U)SIM is used in an ME, however, it is thought that this is a relatively infrequent event. It is also thought to be likely that this information will only be part of the information that a network operator wishes to check and possibly refresh on detection of a (U)SIM being used in a new ME. One possible limitation of this solution is that it will not work in the case in which the ME was disabled by a previous HPLMN, as the new HPLMNs IMEI database will have no record of the IMEI being disabled. One possible solution would be to encourage the sharing of disabling information between PLMNs. Alternatively it could be considered that the responsibility to detect the misbehaving UE should reside with the current HPLMN and therefore that the service would be re-disabled when the identification system of the new HPLMN detected the misbehaving UE. 

The use of the IMEI database allows the Selective Capabilities List to be related to the ME and not the subscription. 

The architecture described above should ensure that it is nearly always possible to restore the UE to its original state, as the HPLMN is always responsible for the disabling of services on a device, it should be possible for the HPLMN to re-enable the services. One possible exception is when a users device is disabled and the user changes their network provider before the services have been re-enabled. In this situation it is recognized that the new network operator might not have the capability to re-enable the service(s).  However it is expected that network operators not capable of updating the Selective UE Capabilities list would issue (U)SIMs with the Selective UE Capabilities list indicating all services allowed or not present at all. This would re-enable all services on the ME. 

It is possible to inform the user of any updates to the Selective UE Capabilities list by including the relevant text in the SMS OTA Message, as depicted in step 13, figure 1. 
The disabling network operator can provide the user with an optional customer service number to call for assistance, contained within the Information Message, step 13, figure 1. 
As the user will be stopped from using a disabled UE before any messages have been sent to the network, there UE Capabilities list will always take precedence over subscribed services.

It is possible for the architecture described to disable the following services:

Call Control functions 

Supplementary Services 

Emergency Calls (subject to regional regulatory requirements)

SMS, via CS and PS

LCS, via CS and PS

GPRS based services

MBMS

IMS

It is not possible for the architecture described to disable:

Emergency Calls in the (U)SIM-less case (i.e. when the UE has been identified as misbehaving but does not have a valid (U)SIM inserted.)

This is due to the SMS OTA server not being able to send an update directly to the ME, step 8, figure 1. 

4.1.3

(U)SIM File Based Architecture: Strengths and Weaknesses

4.1.3.1

Security 

The security of SMS OTA is documented in 3GPP 23.048 and is a tried and tested security architecture. It should also be specified that the security of the Selective UE Capabilities list, when stored on the ME, should be at least at an equivalent level to that of the control functions to which it refers. As a more general security comment, it is thought that it would be worth considering the ideas from the Trusted Computing Group on the protection of the software relating to the lower level functionality of the ME. However, this is felt to be beyond the scope of the current Technical Report.

4.1.3.2

Customer Care

Using the architecture described in 4.1.1, the HPLMN will always have all of the information available as to when and why the service was disabled. The HPLMN should also always be able to re-enable services. The user will therefore be able to contact their HPLMN customer care centre to resolve the issue with their UE.

4.1.3.3

Roaming

Using the architecture described above, only the HPLMN is able to disable services on a misbehaving UE. However, as described above, the HPLMN will be able to disable services on behalf of a VPLMN. 

4.1.3.4

Operational Aspects for Deployment

Implementing the architecture described in figures 1 and 2, the following elements are expected to be impacted:

IMEI database – The IMEI database would need to be implemented to provide the functionality described in the above sections. No network element currently provides the functionality required.

HLR – the HLR would need to be updated to recognise and respond to the Get IMEI request from the IMEI DB.

OTA Server – the OTA server would need to be configured to send the Update Allowed Services file.

ME – MEs would need to store the new (U)SIM Selective UE Capabilities list file and act accordingly.

(U)SIMs – the (U)SIM would need to implement a new data structure. 

Operational procedures will need to be established to allow VPLMNs to disable services via the HPLMN Management Interface.
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