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1. Introduction

According to an LS from RAN2, extended access class barring approach is separated into two approaches. One is DSAC approach which impacts only AS functionality. The other is service specific access class barring approach such as access control to CS calls, PS sessions, SMS, etc. It impacts not only AS functionality but also NAS functionality because RAN2 concluded that the functions can not be handled in the AS since the RRC can block only an attempt to establish the first signalling connection to the domain of a specific service which is barred. For example, even when CS calls are barred, an MS user can still setup a CS call by sending SMS in the CS domain.
The ACBOP TR currently describes only the DSAC solution, partly service specific, which solves not all of the identified cases of overload protection. 
Therefore this document investigates the technical feasibility of SSACB within non access stratum and proposes solutions for the not yet solved cases or alternatives to SSACB. Furthermore, an appropriate re-organization of the TR is proposed.

2. Proposed Modification

6 
Potential Technical Solutions
The potential solutions that may satisfy the requirements in section 5, consist of two distinct approaches:

· The first one consists in Domain Specific Access Control barring approach. (section 6.1)
[…]
· The third one consists in service specific access class barring approach.(section 6.2)
· The last one consists in how to handle overload situations that have alternative solutions with and without above approaches. (section 6.3)
[…]
6.1 
Domain Specific Access Class Barring approach 

This consists of:

1) Extending the existing system information in SIB3, SIB 4, and PSI 1, and adding new parameters to messages on the extended BCCH (eg in System Information 7 and 8).

2) Extending the requirements of the UE so that the UE should also apply Domain Specific access control information when it is in RRC/RR connected mode.

3) Ensuring that the RNC has a good co-ordination when using a CN domain specific Access Control together with Iu-flex.

4) Enabling Domain Specific Access Control to be applied for SGSN overload/failure when the Gs interface is implemented.

5) Enabling a staggered lifting of Access Restrictions.
6.1.1
Domain specific access restrictions (solution for requirement a)

Taking advantage of the currently available procedures, the system information broadcast by RNC is extended so that access class barring list can be specified to allow a more accurate restriction of only the service/access types that would worsen an overload problem. 

Such a mechanism will significantly reduce the impact on idle mode users who wish to access the network for other service-related reasons.









Example:  
Figure 6.1 shows an extended ACBL for domain specific access class restriction 

The part highlighted in green is the extension. In order to perform above restrictions, domain specific identity should be provided.

When receiving such system information in figure 6.1, the UE will behave as follows: 

If the UE does not support the extension, it will not recognise the extension information marked in green and it will barred if its class is included in  the “Access Class Barred list” field.
Initiating/terminating PS session of the UE that supports the extension will be barred if “PS” is included in CN domain identity-1st Domain I.E. and its class is included in the Access Class Barred list-1st Domain field.

Initiating/terminating CS call of the UE that supports the extension will be barred if “CS” is included in CN domain identity-2nd Domain I.E. and its class is included in the Access Class Barred list-2nd Domain field.
	Access Class Barred list (ACBL)
	0x0011

	CN domain identity-1st Domain
	PS

	Access Class Barred list-1st Domain
	0x0011

	CN domain identity-2nd Domain
	CS

	Access Class Barred list-2nd Domain
	0x0011


Figure 6.1: Domain Specific Access Control in System Information (SIB3) for requirement a




	
	

	
	

	
	

	
	



6.1.2 
Handling UEs/MSs in connected mode (requirement b)

On establishment of an RRC/RR connection, the UE should save Access Control Restriction (ACR) status in its memory if the status is broadcast in the system information as shown in 6.3. The information is used within the UE/MS to decide if setting up a signalling connection for this domain/service-type is allowed. This solves the requirement raised by the CELL_DCH case in 4.1.3.

In UTRAN, existing UTRAN procedures for paging and indication of system information change is utilized to inform the UE of changes in ACR status. When receiving such notification, UE would read the system information and update the ACR status saved in the UE.

[image: image3.wmf]2.  System Info (ACBL for CS domain)

3.  RRC Connection establishment

4.  PDP Context setup and data exchange

5.  RB reconfiguraion

7.  Paging (System Info Changed)

8.  System Info (No ABCL)

9.  MM coneection and Call Setup

UE

RNC

1. Start Access

Restriction to CS domain

6. Cancel Access

Restriction to CS domain

Figure 6.3 depicts a sequence example when a CS-domain specific access restriction is applied.

Figure 6.2: Example sequence for handling UEs in RRC connected state

1. The RNC detects MSC/VLR is overloaded, and it starts access control to indicate barring of the whole CS domain.
2. The RNC broadcasts ACR information, i.e. access control barring list indicating that access to the CS domain is barred. 
3. The UE user starts web access application on his or her mobile and the UE establishes the RRC connection with the RNC to access PS domain, moving its status to RRC connected. The UE saves the ACR information regarding the CS domain in its memory.
4. The UE requests a PDP context and RB is setup for web access application. The request is transmitted to UTRAN since PS access is allowed according to the saved ACR information.
5. The traffic on the RB is down to null and the RNC decides to put the UE in CELL_PCH state by UTRAN reconfiguration procedure.
6. The RNC detects that the MSC/VLR is not overloaded anymore and cancels the access restriction towards the CS domain by removing the ACR information from the system information.
7. The RNC informs the UE of the change in ACR information via the paging procedure to indicate system information change.
8. The UE reads the updated part of system information (no access control barring list indicating that the CS domain is restricted) and updates its ACR status (no more access restriction to CS domain)
9. The UE user can now originate a CS call and the UE establishes the signalling connection to CS domain.
Note:
The solution does not cover the following cases. However, as discussed in the following subsections, the limitations do not cause severe problems. It can be concluded that special handling is not required.

1) UEs using dedicated channels

2) UEs with existing signalling connections to a domain to be restricted

3) UEs may be misinformed on availability of domain if the DRNC and SRNC are connected to different CN nodes

4) UEs missed Paging or System Information Change Indication will access the restricted domain/service.
6.1.2.1 Handling of UEs/MSs with dedicated channels (CELL_DCH)
Handling of UEs/MSs with dedicated channels is not necessary based on the analysis below.

1) Handling of UEs/MSs engaging in CS activity when the entity in CS domain becomes restricted.
 If a new call setup from idle mode UEs are prevented, it can be seen that congested situation would be mitigated quickly. Refer to the note below.

Note: According to the year 2002 statistics published by Japanese Ministry of Public Management, Home Affairs, Posts and Telecommunications, the average duration of mobile originating CS calls is 122 seconds and CS calls less than 30 and 60 seconds account for 40% and 60% of all calls, respectively.

2) UTRAN only: Handling of UEs using dedicated channels for PS activity when entity in PS domain becomes restricted
Most PS services provisioned have interactive nature. It is, therefore, expected that duration of staying dedicated mode is usually short. If there is not enough traffic, the RNC will switch the UE from dedicated to common channel state. Once the UE is put in the common channel state, then it can be notified of ACR changes by the proposed method shown above. It should continue to abide by this if it returns to dedicated state. It is also considered not likely that the UE remaining in CELL_DCH would generate severe Iu signalling or SGSN processing load increase by requesting secondary PDP contexts or other PDP contexts.

3) Handling of UEs/MSs using dedicated channels for not restricted domain.
The proportion of UEs using a dedicated channel over all UEs in MSC or SGSN area is, normally, considered to be low, particularly less than 5 %. Moreover the duration staying dedicated mode is considered as short based on the description 1) and 2) above. Therefore it is not likely that those UEs generate severe signalling load to the restricted domain.

6.1.2.2 Handling of existing signalling connection with assigned radio resources

A signalling connection is established to a domain in order to request CS/PS services or NAS signalling transactions such as RAU and SMS. In case of NAS signalling, when the requested transaction is completed the UE goes to IDLE state unless there is pending signalling needs, and will read the access control information if broadcast. Generally such signalling transaction is processed in a very short period. Therefore it seems safe to leave the signalling connection for NAS signalling transactions without any particular care in overload/failure situation. 

However, if there exists a signalling connection with radio resources assigned for PS services, unwanted traffic increase may occur. The UE in URA_PCH state, for example, may suddenly become active and generate a large amount of traffic and worsen the situation. In other case, the UE may request more radio resources by using the existing signalling connection. We are going to take a look at the two cases and discuss suitable measures to be taken.

1) Sudden traffic increase on the existing radio bearers

The case could become a serious issue in the situation mentioned in the section 4.1.5, 4.7, 4.8 and 4.9. To prohibit the UE from generating unacceptable traffic increase by using existing RBs, an indication could be sent to the UE in a dedicated message or system information. This requires RRC protocol to be enhanced. Moreover, it has large impacts to the UE implementation. 
Another way forward is to rely on the exiting traffic volume measurement capability. The RNC measures the DL and UL traffic volume to and from the UE.  It is also aware of the situation of the service cell of the UE. Therefore if the traffic increase is unacceptable, the RNC can release the RRC connection. On the RRC connection release, the UE will read the system information, and realize that the access control restriction is active.

Based on the discussion above, it seems that the currently available mechanisms and clever RNC implementation (release the RRC connection if the traffic reaches the certain threshold and if access control is active) should be sufficient.

Note that the discussion above can be applicable to the scenario described in the section 4.13 (handover into the overloaded area) (Requirement k).
2) Traffic increase due to request for more radio resources on the signalling connection. 

An instance of such case may be in a real-time/conversational service where UE requests for a secondary PDP context or modification of existing PDP context for more bandwidth. 

To prohibit such new bearer assignments or modifications, a dedicated message could be sent from the RNC to the UE. This requires RRC protocol enhancement and impacts the UE and RNC implementation. Moreover, it may not be very effective since the RNC has to instruct all UEs with signalling connection, which may create other congestion or failure.

Another way forward is to rely on the existing or clever node implementation. In case of GTP-U/Gi interface overload/failure, number of retransmission of Create PDP Context Request may reach the threshold. In such case, SGSN returns activate secondary PDP context reject to the UE. In case of the radio network congestion, on the other hand, the RNC is aware of congestion status of the cell serving the UE. The RNC may reject the request for RAB assignment from the SGSN. 

The behaviour shown above is already in the current standards and it is only performed on the UE request for RB setup or modification therefore less impact to the congestion/failure situation. If automatic calling repeat call attempt restrictions is made available in PS domain we can reduce the impact further.

In IMS, the aforementioned case 2) occur when UE with a signalling PDP context in URA_PCH requests for multimedia access. When the signalling PDP context is preserved, the UE goes to the idle state and will read the access control information if broadcast. The UE copies the access control information and acts on the information when it resumes the PDP context as described in 6.1.2.1. 

Based on the discussion above, we propose that currently available mechanisms should be sufficient for handling existing signalling connection with assigned radio resources in overload or failure situation.

[…]
6.1.4.1 UE based solution  

This first solution introduces a new UE based procedure to maintain CS services when PS domain access class barring is applied. 

This solution requires to introduce a new behaviour in the UE
The UE will react upon the received DSAC information (Access Class Barred List or ACBL) and will shift from Combined MM to Specific MM procedures, at the next periodic LA update or when the UE moves in another LA.

Figure 6.4 below shows the information flow for a UE receiving a DSAC information containing an ACBL corresponding to the start of a PS domain specific access control.
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Figure 6.3 : Start of a PS domain specific access control

Sequence description:
1. The network is in operation mode I before any congestion or failure

1a. UE performs combined MM procedures.

1b. The UE may perform MO-SMS and/or MO-LR procedures in PS domain.
2. The RNC detects SGSN overload or failure, then the RNC broadcasts system information with DSAC to the UE.
3. UE Behaviour during DSAC

3a. The UE stops performing combined MM procedures and starts performing specific MM procedure for CS domain, at the next periodic LA update or when the UE moves in another LA/RA.

3b. The UE immediately selects the CS domain if the UE needs to perform MO-SMS and/or MO-LR procedures.
Figure 6.5 below shows the information flow for a UE receiving a system information without any DSAC information corresponding to the end of PS domain specific access control
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Figure 6.4 : End of PS domain specific access control
Sequence description:

1. The UE is submitted to DSAC 

1a.  The UE performs CS domain specific MM procedures.

1b.  The UE may perform CS domain MO-SMS and/or MO-LR procedures in the CS domain
2. The RNC detects that the SGSN has recovered, and it broadcasts system information without DSAC.
3. Network after recovery from congestion or failure

3a.  The UE stops its specific MM procedures provisioning services and restarts Combined MM procedures, at the next periodic LA update or when the UE moves in another LA/RA. 

3b.  The UE resumes PS domain MO-SMS and/or MO-LR procedures

[…]
6.2 
Service Specific Access Class Barring approach
This section consists in service specific access control class barring approach, corresponded to requirements d, e, f, and h. This approach impacts not only AS but also NAS functionality unlike DSAC approach.
6.2.1 Indication of SSACB

Service Specific Access Class Barring (SSACB) refers to the access control function to restrict UE access to CS calls, PS sessions and SMS. The access control function also allows paging response under the existing access class barring.

SSACB is indicated in the system information like DSAC approach in 6.1. The system information specifies an access class barred list and the type of SSACB, e.g. CS calls. When the RRC in the MS receives such indication, it checks if the access class of the MS is barred to the indicated service. If barred, the RRC notifies the upper layer as shown below. 

1) CS domain Call Control Access Control
The RRC notifies the CM sub-layer that the origination of CS calls is restricted. It also notifies the MM layer that responding paging for CS terminating calls is restricted. If the class 10 is barred then the RRC also notifies the CM sub-layer that origination of emergency calls is restricted. 

2) Access Class Barring with Paging Response Permission
The RRC notifies the CM sub-layer that the origination of CS calls is restricted. If the class 10 is barred then the RRC also notifies that originating an emergency call is restricted. 

3) SMS Access Control
The RRC notifies CM sub-layer that the origination of SMS access is restricted. Regarding MT-SMS, the MS should respond to the paging in order to avoid the re-transmission of MT-SMS.

4) PS Traffic Access Control 
The RRC notifies the CM sub-layer that activation of the PDP contexts is restricted. It also notifies the GMM layer that responding paging request for GPRS services is restricted.

When the system information indicates no SSACB, then the RRC notifies the upper layer that the restriction to the MS is no longer active.
6.2.2 Realisation of SSACB in NAS
Upon the notification from RRC as described in 6.2.1, the NAS sets or clears variables which will be introduced, corresponding to the specific service access restriction. The NAS acts upon the variables as follows. 

1) CS domain Call Control Access Control
If origination of a conversational call is requested by the upper layer, the call control entity in the CM sub-layer checks the variable, "CS Call Restriction". If restricted, the CS call is rejected. If origination of an emergency call is requested by the upper layer, the call control entity in CM sub-layer checks the variable, "Emergency Call Restriction". If restricted, the emergency call is rejected. On reception of paging for CS services, the MM layer checks the variable "Paging Response to CS Services Restriction". If restricted, The MM layer ignores the paging indication.

2) Access Class Barring with Paging Response Permission
If origination of a CS call is requested by the upper layer, the call control entity in the CM sub-layer checks the variable, "CS Call Restriction". If restricted, the conversational call is rejected. If origination of an emergency call is requested by the upper layer, the call control entity in CM sub-layer checks the variable, "Emergency Call Restriction". If restricted, the emergency call request is rejected.

3) SMS Access Control
If MO-SMS is requested by the upper layer, the SMS or GSMS entity in the CM sub-layer checks the variable, "SMS restriction". If restricted, MO-SMS is rejected.

4) PS Traffic Access Control 
If PDP context activation is requested by the upper layer, the SM entity checks the variable, "PDP Context Activation Restriction". If restricted, activation of the PDP context is rejected. On reception of paging for GPRS services, the GMM layer checks the variable "Paging Response to GPRS Services Restriction". If restricted, The GMM layer ignores the paging indication.
6.3 
Handling overload situations by alternative solutions
This section consists in how to handle overload situations that have alternative solutions, corresponding to requirements d, e, f, and h.
6.3.1 RNC/BSC Overload (requirements d)

This situation is described in clause 4.8 as the wish to communicate by SMS in overload situations during emergency situations. Like described in clause 4.9 overload is anticipated rather for the CS domain because of many CS voice calls. DSAC allows to reduce CS domain traffic without impacting the PS domain. In this situation the UEs may transfer SMS over the PS domain.

DSAC seems sufficient to handle such situations.
6.3.2 Cell Level Congestion and Allowing SMS and Emergency Calls (requirements d)

GSM cells shall allow to transfer SMS even when blocked by CS voice calls. DSAC allows to reduce CS domain traffic without impacting the PS domain. In this situation the UEs may transfer SMS over the PS domain. 
DSAC seems sufficient to handle such situations.
6.3.3 SS7 Signalling Network Overload/Failure (requirement e) 

There are instances where the SS7 network between the MSC/SGSNs and HLRs and/or SMSCs can become overloaded and/or fail while the voice transit network remains operational.

When there are problems on the visited MSC/SGSN to HLR connection, location area updates and routeing area updates could be rejected by the MSC/SGSN with an appropriate error cause (e.g. #17 Network Failure). After 4/5 attempts, the mobile then delays retrying for a long period (CS: T3212, PS: T3302). These techniques appear suitable for handling the MM and GMM signalling.

Each SMS probably uses very similar MSC processor capacity as a call set up attempt. Given the large volumes of SMS traffic that can be generated, and potentially automatically resubmitted following a delivery failure, it seems to be useful to try and provide overload control for SMS traffic in a manner that does not load the MSC but which permits voice calls to continue. The use of Reject messages with cause values and wait timers that delay the mobile from re-attempting SMS transfer could be useful. This approach is better than service specific access class barring approach. Annex B describes the cause values and wait timers.
6.3.4 Overload Protection from Terminating Calls/Events (requirement f)

When the network wants to reduce mobile terminating events in overload situations it may drop such transactions before sending pages to the UEs. A processing of terminating events by the CN node and subsequent blocking by access class barring will not reduce node load. Dropping terminating events seems the better approach. It may be useful to analyze the users priority (eMLPP) when deciding to drop terminating events.

The terminating events that are processed and for which pages sent out might be answered by the UE. There is no need for specific barring of paging responses by service specific access class barring as the network may separately control terminating events by dropping pages or terminating transactions when overloaded. Also the RAN may drop pages even selectively when only single cells are overloaded.

There seems no need for service specific access control specific to paging response.
6.3.5 Overload Protection from Packet backbone (GTP-U or Gi) overload/failure (requirement h)

This situation is described in clause 4.7. It is sufficient to give GTP signalling packets priority over most user data packet to avoid signalling overload in case of packet backbone overload. User data packets that can not be transferred due to overload can be discarded. This approach is better than service specific access control barring approach.
[…]

Annex B (Informative): Improvements to prevent/delay automatic re-establishment attempts (requirement g)
B.1
Classification of exiting GPRS/SMS specific cause value

In order to perform prevent/delay automatic re-establishment attempts for PS session and SMS, UEs received following cause values and performing re-establishment attempts should be restricted. For setting appropriate wait timer in UE, these cause value should be categorized from the perspective of the reasons.

Note: GPRS specific cause values are defined in TS24.008 [6].
Note: SMS specific cause values are defined in TS24.011
These reasons of GPRS are classified in two major categories:

"Unobtainable destination - temporary":
-
cause number
26 

Insufficient resources
"Unobtainable destination - permanent/long term":
-
cause number
27 

Unknown or missing access point name


28 

Unknown PDP address or PDP type
These reasons of SMS are classified in two major categories:

"Unobtainable destination - temporary":
-
CP cause number
17 

Network failure



22 

Congestion
-
RP cause number 38

Network out of order


42

Congestion


47

Resources unavailable, unspecified
"Unobtainable destination - permanent/long term":
-
RP cause number
1 

Unassigned (unallocated) number


30 

Unknown subscriber
B.2
Duration of wait timer and other configurations within MT
The table in figure B.1 describes a repeat PS session or SMS restriction pattern to any APN or number. This pattern defines a maximum number (n) of repeat attempts; when this number n is reached, the associated APN or number shall be blacklisted by the MT until a manual re-set at the MT is performed in respect of that APN or number.
For the categories “Unobtainable destination - temporary”, n shall be 10;
For category “Unobtainable destination - permanent/long term”, n shall be 1.

	Attempts
	Minimum duration between attempt

	
	

	Initial attempt
	-

	
	

	1st repeat attempt
	5 sec

	
	

	2nd repeat attempt
	1 min

	
	

	3rd repeat attempt
	1 min

	
	

	4th repeat attempt
	1 min

	
	

	5th repeat attempt
	3 min

	
	

	nth repeat attempt
	3 min


Figure B.1: Duration of wait timer applied to UEs performing PS/SMS re-establishment attempts 

Configuration in MT (e.g. number of black list, counter clearance, and so on) should be aligned with corresponded CS call restriction in TS22.001 Annex E [5].
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