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1 Introduction

This document provides for information the main documents that are referenced in the discussion paper on Selective Disabling of UE Capabilities (S2-050222), which is to be presented at SA#44. These are the original SA1 WID (S1-040692), the recently produced SA1 CR (S1-050132) and the draft CN1 CR (N1- 041752). 

2 SA1 WID (S1-040692)

TSG-SA WG1 #25
S1-040692

Montreal, Canada,  28 June - 2 July 2004
Agenda Item: 10.3
Source:
SA1

Title:
Selective Disabling of UE Capabilities
Document for:
Approval

Agenda Item:
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Work Item Description

Title:
Selective Disabling of UE Capabilities
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3GPP Work Area

	
	Radio Access

	X
	Core Network

	
	Services


2

Linked work items

There is work going on in OMA on "Content Screening" and in GSMA which may be partly related to the present work item. However, the present work item is intended to focus on a reactive network protection mechanism in the 3GPP specific protocols (layer3), whereas it is understood that the work in OMA and GSMA focuses on preventative application layer protection. Thus it is considered the work can progress independently. The relationship to work in OMA/GSMA and potential overlap with the OMA/GSMA work should be taken into consideration in the present work item. 
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Justification

Presently the virus threat to the IT organizations and consumers worldwide are well known. Significant damage has been caused and particularly so with rather simple but potent methods. With increasing data usage and the drive towards increasing the ARPU per subscriber from increased data usage, the need for effective methods of dealing with the consequences of downloading and activating a virus in a mobile telephone needs to be addressed. 

Similar problems may also arise with downloaded applications that are not functioning correctly.

4

Objective

In particular a downloaded and activated application that repeatedly makes a connection request requiring both allocation of radio resources and network signalling processing can be a substantial threat. The misbehaving application may be downloaded by the user through various means: e-mail, SMS and Push services, and (exceptionally) fail to be detected and disabled by application layer preventative measures. While operators may be able to maintain some degree of control this poses a significant threat to the industry at large. Similar problems may also arise with viruses.

What is needed is therefore:

1. A means of disabling an infected device from registering again on the network, both in the current network and any other network, i.e. effectively quarantining the device. 

2. A means of maintaining the disabled status of the device, even if the mobile has been successively switched off and on. 

The criteria for determining when an application is misbehaving are not included in the scope of this work item.
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Service Aspects
Selective disabling of the mobile device should be provided to allow the establishment of connection types which are not impacted by a virus or application error, e.g., if the misbehaving application impacts only the PS domain, then it should be possible to allow CS domain connections such as Emergency calls or vice-versa.
6

MMI-Aspects

Means should be provided to inform the user about the full or partial disabling of the mobile and the reason for this.
7

Charging Aspects



None
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Security Aspects

The present work item should analyse what threats a reactive network protection mechanism mitigates. New threats potentially introduced by a network protection mechanism should be carefully studied. The relation to existing “black list” features should be analysed. 
9
Impacts 

The end deliverable is a Technical Report. If the results are adopted, the following elements could potentially be impacted:

	Affects:
	UICC apps
	ME
	AN
	CN
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Expected Output and Time scale (to be updated at each plenary) 

	New specifications

	Spec No.
	Title
	Prime rsp. WG
	2ndary rsp. WG(s)
	Presented for information at plenary#
	Approved at plenary#
	Comments

	TR xxx.yy
	Selective Disabling of UE Capabilities
	SA1
	SA3
	TSG SA#26
	TSG SA#27
	

	
	
	
	
	
	
	

	Potentially affected existing specifications

	Spec No.
	CR
	Subject
	Approved at plenary#
	Comments

	22.101
	
	Introduction of service requirements
	
	

	22.060
	
	Adding of protection mechanism: Stopping of PDP context activations
	
	

	23.060
	
	Adding of protection mechanism to GMM
	
	

	24.008
	
	Adding of protection mechanism to MM/GMM
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Work item rapporteur

Nigel Barnes, Motorola Ltd
12

Work item leadership

Initially TSG SA WG1 and later CN1

13

Supporting Companies

Motorola, Siemens, Vodafone, O2, Ericsson, Nokia, TIM
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Classification of the WI (if known)

	X
	Feature (go to 14a)

	
	Building Block (go to 14b)

	
	Work Task (go to 14c)


14a
The WI is a Feature: List of building blocks under this feature

TBD

14b
The WI is a Building Block: parent Feature 

(one Work Item identified as a feature)

14c
The WI is a Work Task: parent Building Block

(one Work Item identified as a building block)

form change history:

2002-07-04: "USIM" box changed to "UICC apps"

SA1 CR to 22.011(S1-050132)

TSG-SA WG1 #27
S1-050132

(revision of S1-050051)

Cape Town, South Africa, 17th to 21st January 2005
Agenda Item: 

	CR-Form-v7
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	Proposed change affects:
(

	UICC apps(

	
	ME
	X
	Radio Access Network
	
	Core Network
	X


	

	Title:
(

	Addition of "Network Control of UE Capabilities"

	
	

	Source:
(

	Motorola

	
	

	Work item code:
(

	Network Protection
	
	Date: (

	19/12/2004

	
	
	
	
	

	Category:
(

	B
	
	Release: (

	Rel-7

	
	Use one of the following categories:
F  (correction)
A  (corresponds to a correction in an earlier release)
B  (addition of feature), 
C  (functional modification of feature)
D  (editorial modification)

Detailed explanations of the above categories can
be found in 3GPP TR 21.900.
	Use one of the following releases:
2
(GSM Phase 2)
R96
(Release 1996)
R97
(Release 1997)
R98
(Release 1998)
R99
(Release 1999)
Rel-4
(Release 4)
Rel-5
(Release 5)
Rel-6
(Release 6)

	
	

	Reason for change:
(

	At the TSG SA(#24) meeting a new work item (WI) on ‘Selective Disabling UE Capabilities’ was approved (SP-040477). The intention is to disable MSs when necessary on criteria to be decided by the operator. There is a need to include the requirements in TS 22.011

	
	

	Summary of change:
(

	Introduction of an additional list of Selective MS Capabilities in the MS to indicate disabled services which can not be used in the PLMN code of the network on which the list was received and any other network. The MS shall not request services that are indicated as disabled. The Selective MS Capabilities list is stored in the ME and it shall not be deleted at switch off. Therefore, the mobile station maintains the status of specific MS capabilities at switch on.

Additionally, the MS should use the indications given in the Selective MS Capabilities list to inform the user about the availability of the appropriate services, e.g. SMS via PS are not allowed

	
	

	Consequences if 
(

not approved:
	

	
	

	Clauses affected:
(

	4.5 (new)

	
	

	
	Y
	N
	
	

	Other specs
(

	
	X
	 Other core specifications
(

	

	Affected:
	
	X
	 Test specifications
	

	
	
	X
	 O&M Specifications
	

	
	

	Other comments:
(

	


How to create CRs using this form:

Comprehensive information and tips about how to create CRs can be found at http://www.3gpp.org/specs/CR.htm.  Below is a brief summary:

1)
Fill out the above form. The symbols above marked (
 contain pop-up help information about the field that they are closest to.

2)
Obtain the latest version for the release of the specification to which the change is proposed. Use the MS Word "revision marks"  feature (also known as "track changes") when making the changes. All 3GPP specifications can be downloaded from the 3GPP server under ftp://ftp.3gpp.org/specs/ For the latest version, look for the directory name with the latest date e.g. 2001-03 contains the specifications resulting from the March 2001 TSG meetings.

3)
With "track changes" disabled, paste the entire CR form (use CTRL-A to select it) into the specification just in front of the clause containing the first piece of changed text.  Delete those parts of the specification which are not relevant to the change request.

2.1 4.5
Control of UE Capabilities

To protect the user from the effects of a misbehaving UE (e.g causing additional charges, degraded performance) and to protect the network operator's network capacity, including radio resources and network signaling and processing, means shall be provided for the HPLMN and the VPLMN to provide an indication to the UE as to which network provided services or functions it is not allowed to use.

The Selective UE Capabilities list, shall be maintained in the UE and the UE shall not request any services indicated as disabled. At registration the HPLMN or VPLMN may interrogate the status of the list and provide a new list.

The Selective UE Capabilities list shall not be deleted at switch off and will remain valid until a new list is provided by the network. The Selective UE Capabilities list relates to the ME and not to the subscription.

It should be ensured that UEs are not maliciously or accidentally disabled, or kept disabled, and there shall be a mechanism for restoring disabled UEs in all situations (e.g. in the case that the serving network does not support the control of UE Capabilities).

The UE should use the indications given in the Selective UE Capabilities list to inform the user of the non-availability of services or functions. 

There shall be a means for the network to provide an optional customer service number(s) which can be used, by the user, to assist in determining the cause of non-availability of specific services. The specifications should also provide the capability for the network to include an optional text string that will be displayed by the UE. 

The UE Capabilities list shall take precedence over subscribed services.
The services to be included in the list are: 

- Call Control functions

- Supplementary Services

- Emergency Calls (including the (U)SIM-less case and subject to regional regulatory requirements, i.e. emergency calls shall not be disabled in regions where support of them is required)

- SMS, via CS and PS

- LCS, via CS and PS

- GPRS based services

- MBMS

- IMS

Draft CN1 CR (N1- 041752)

3GPP TSG-CN1 Meeting #36
Tdoc N1-041752
Seoul, Korea, 15-19 November 2004
	CR-Form-v7.1
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	Proposed change affects:
(

	UICC apps(

	
	ME
	x
	Radio Access Network
	
	Core Network
	x


	

	Title:
(

	Selective Disabling of UE capabilities

	
	

	Source:
(

	Ericsson, Motorola

	
	

	Work item code:
(

	Selective Disabling of UE Capabilities
	
	Date: (

	20/10/2004

	
	
	
	
	

	Category:
(

	B
	
	Release: (

	Rel-6

	
	Use one of the following categories:
F  (correction)
A  (corresponds to a correction in an earlier release)
B  (addition of feature), 
C  (functional modification of feature)
D  (editorial modification)

Detailed explanations of the above categories can
be found in 3GPP TR 21.900.
	Use one of the following releases:
Ph2
(GSM Phase 2)
R96
(Release 1996)
R97
(Release 1997)
R98
(Release 1998)
R99
(Release 1999)
Rel-4
(Release 4)
Rel-5
(Release 5)
Rel-6
(Release 6)
Rel-7
(Release 7)



	
	

	Reason for change:
(

	At the TSG SA(#24) meeting a new work item (WI) on ‘Selective Disabling UE Capabilities’ was approved (SP-040477). The intention is to disable MSes when necessary on criteria to be decided by the operator. 

According to the WID:
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Objective

In particular a downloaded and activated application that repeatedly makes a connection request requiring both allocation of radio resources and network signalling processing can be substantial threat. The misbehaving application may be downloaded by the user through various means: e-mail, SMS and Push services, and (exceptionally) fail to be detected and disabled by application layer preventative measures. While operators may be able to maintain some degree of control this pose a significant threat to the industry at large. Similar problems may also arise with viruses.

…

The criteria for determining when an application is misbehaving are not included in the scope of this work item.

…

Selective disabling of the mobile device should be provided to allow establishment of connection types which are not impacted by a virus or application error, e.g. if the misbehaving application impacts only the PS domain.

The WID also aims at having “A means of maintaining the disabled status of the device, even if the mobile has been successively switched off and on”.

	
	

	Summary of change:
(

	Introduction of an additional list of Selective MS Capabilities in the MS to indicate the availability of the appropriate service in the PLMN code of the network on which the list was received and any other network. The MS shall not request services that have not been indicated as enable. The Selective MS Capabilities list is stored in the ME and it shall not be deleted at switch off. Therefore, the mobile station maintains the status (i.e. enable/disable) of specific MS capabilities at switch on.

Additionally, the MS should use the indications given in the Selective MS Capabilities list to inform the user about the availability of the appropriate services, e.g. SMS via PS are not allowed.

The network may use the MM INFORMATION and GMM INFORMATION message to download the new list for the PLMN where the MS is currently roaming. This list is sent to the MS by means of a new Information Element (IE) called Selective MS Capabilities List IE. In additon, the Selective MS Capabilities List IE may contain customer care service number(s) and a text string in order to assist the end user in determining the cause of non-availability of specifc services. If the optional customer care service number(s) or text string is received in the new IE, the MS shall inform the user immediately about the customer care service number(s) and display the text string.

The support of the MM INFORMATION and GMM INFORMATION messages becomes mandatory for the MS.

	
	

	Consequences if 
(

not approved:
	Rel-6 of the 3GPP system will not provide the ‘Selective Disabling of UE Capabilities’ functionality as mandated by the TSG SA. This results in undesirable effects, for instance, infected or misbehaving device would not be effectively disable at core network protocols, overall when the misbehaving application impacts only one service, e.g. impacts only SMS.

	
	

	Clauses affected:
(

	4.3.6.1, 4.3.6.2, 4.7.12.1, 4.7.12.2, 9.2.15a, new 9.1.15a.7, 9.4.19, new 9.4.19.7, new 10.5.3.14
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	Other specs
(
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	 Other core specifications
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	 Test specifications
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	 O&M Specifications
	

	
	

	Other comments:
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How to create CRs using this form:

Comprehensive information and tips about how to create CRs can be found at http://www.3gpp.org/specs/CR.htm.  Below is a brief summary:

1)
Fill out the above form. The symbols above marked (
 contain pop-up help information about the field that they are closest to.

2)
Obtain the latest version for the release of the specification to which the change is proposed. Use the MS Word "revision marks"  feature (also known as "track changes") when making the changes. All 3GPP specifications can be downloaded from the 3GPP server under ftp://ftp.3gpp.org/specs/ For the latest version, look for the directory name with the latest date e.g. 2001-03 contains the specifications resulting from the March 2001 TSG meetings.

3)
With "track changes" disabled, paste the entire CR form (use CTRL-A to select it) into the specification just in front of the clause containing the first piece of changed text.  Delete those parts of the specification which are not relevant to the change request.

2.1.1 1st Change

2.1.2 4.3.6
MM information procedure

The MM information message support is mandatory for the mobile station. However, it is optional in the network.

The MM information procedure may be invoked by the network at any time during an RR connection.

2.1.2.1 4.3.6.1
MM information procedure initiation by the network

The MM information procedure consists only of the MM INFORMATION message sent from the network to the mobile station. During an RR connection, the network shall send none, one, or more MM INFORMATION messages to the mobile station. If more than one MM INFORMATION message is sent, the messages need not have the same content.

The network may send a list of of Selective MS Capabilities in the MM INFORMATION, by including the Selective MS Capabilities List IE. The network informs the mobile station about the availability of specific services with the Selective MS Capabilities List IE as described in the subclause 10.5.3.14. If the Selective MS Capabilities IE is included in the MM INFORMATION message, the network shall apply ciphering on the MM INFORMATION message (see 3GPP TS 44.018 [84], 3GPP TS 25.331 [23c] and 3GPP TS 44.118 [110]).
NOTE:
The network may be able to select particular instants where it can send the MM INFORMATION message without adding delay to, or interrupting, any CM layer transaction, e.g. immediately after the AUTHENTICATION REQUEST message.

2.1.2.2 4.3.6.2
MM information procedure in the mobile station

When the mobile station (supporting the MM information message) receives an MM INFORMATION message, it shall accept the message and dependant of the received information use the contents to update appropriate information stored within the mobile station.

When a mobile station receives an MM INFORMATION message with the Selective MS Capabilities List IE, this list shall be stored in the ME. The mobile station shall use the content of the list of Selective MS Capabilities to determine the availability of the appropriate services. 
The mobile station should use the indication of the status (i.e. enable/disable) of specific MS capabilities to inform the user about the availability of the appropriate services. Furthermore, if the Selective MS Capabilities List IE contains the optional customer care service number(s), the mobile station shall inform the user about the customer care service number(s) to assist the end user in determining the cause of non-availability of specifc services. In addition, if the Selective MS Capabilities List IE contains the optional text string, the mobile station shall display the text string provided. The possible interactions with the end user are implementation specific.
If the Selective MS Capabilities List IE is received, then the mobile station shall take the following actions:

-
if the CC bit is set to 1, the mobile station shall automatically initiate the release of all active calls and it shall enter the state U0 "null". Furthermore, the mobile station shall not use call control procedures except for emergency calls and the customer care service number(s), if received, from now on until a new Selective MS Capabilities List IE with the CC bit set to 0 is received; and
-
if the EC bit is set to 1, the mobile station shall automatically initiate the release of all active emergency calls, if any. Furthermore, the mobile station shall not use call control procedures for emergency calls from now on until a new Selective MS Capabilities List IE with the EC bit set to 0 is received; and
-
if the SS bit is set to 1, the mobile station shall terminate all active supplementary service operations. Furthermore, the mobile station shall not not invoke supplementary service operations and their responses from now on until a new Selective MS Capabilities List IE with the SS bit set to 0 is received; and 

-
if the SMS via CS bit is set to 1, the mobile station shall not use the circuit-switched domain for SMS transfer from now on until a new Selective MS Capabilities List IE with the SMS bit set to 0 is received. As an implementation option, the mobile station may use GPRS instead of the circuit-switched domain for SMS transfer; and

-
if the SMS via PS bit is set to 1, the mobile station shall not use GPRS for SMS transfer from now on until a new Selective MS Capabilities List IE with the SMS via PS bit set to 0 is received. As an implementation option, the mobile station may use the circuit-switched domain instead of GPRS for SMS transfer; and

-
if the LCS via CS bit is set to 1, the mobile station shall not use the circuit-switched domain for location services from now on until a new Selective MS Capabilities List IE with the LCS bit set to 0 is received. As an implementation option, the mobile station may use GPRS instead of the circuit-switched domain for location services; and

-
if the LCS via PS bit is set to 1, the mobile station shall not use GPRS for location services from now on until a new Selective MS Capabilities List IE with the LCS bit set to 0 is received. As an implementation option, the mobile station may use the circuit-switched domain instead of GPRS for location services; and
-
if the GPRS SM bit is set to 1, the mobile station shall release all resources allocated for active PDP contexts and it shall erase the PDP context data. Furthermore, the mobile station shall enter the STANDBY (if in A/Gb mode) or PMM-IDLE (if in Iu mode) state. Additionally, the mobile station shall not use GPRS SM procedures from now on until a new Selective MS Capabilities List IE with the GPRS SM bit set to 0 is received; and
-
if the MBMS SM bit is set to 1, the mobile station shall release all resources allocated for active MBMS contexts and it shall erase the MBMS context data. Furthermore, the mobile station shall not use MBMS SM procedures from now on until a new Selective MS Capabilities List IE with the MBMS SM bit set to 0 is received; and
-
if the IMS bit is set to 1, the mobile station shall release all resources allocated for IP Multimedia Subsystem (IMS) sessions (see 3GPP TS 24.229 [95]). Furthermore, the mobile station shall not use IMS procedures for IMS services from now on until a new Selective MS Capabilities List IE with the IMS bit set to 0 is received.
When a mobile station receives an MM INFORMATION message with the Selective MS Capabilities List IE and this list already exist in the ME, the list already stored in the ME shall be updated to reflect the list received in the latest MM INFORMATION message. If no list is contained in the MM INFORMATION message, then the stored list in the ME shall be kept.
The list of Selective MS Capabilities shall not be deleted when the mobile station is switched off. Therefore, the mobile station maintains the status (i.e. enable/disable) of specific MS capabilities at switch on.
The disabling or enabling of specific MS capabilities received in the Selective MS Capabilities IE has significance in the PLMN code of the network on which this IE is received and any other network.

If the mobile station does not support the MM information message the mobile station shall ignore the contents of the message and return an MM STATUS message with cause #97.

2.1.3 Next Change

2.1.4 4.7.12
GMM Information procedure

The GMM information message support is mandatory for the mobile station. However, it is optional in the network. The MM information procedure may be invoked by the network at any time during an established GMM context.

2.1.4.1 4.7.12.1
GMM information procedure initiation by the network

The GMM information procedure consists only of the GMM INFORMATION message sent from the network to the mobile station. During an established GMM context, the network may send none, one, or more GMM INFORMATION messages to the mobile station. If more than one GMM INFORMATION message is sent, the messages need not have the same content.

The network may send a list of of Selective MS Capabilities in the GMM INFORMATION, by including the Selective MS Capabilities List IE. The network informs the mobile station about the availability of specific services with the Selective MS Capabilities List IE as described in the subclause 10.5.3.14. If the Selective MS Capabilities IE is included in the GMM INFORMATION message, the network shall apply ciphering on the GMM INFORMATION message (see 3GPP TS 44.018 [84], 3GPP TS 25.331 [23c] and 3GPP TS 44.118 [110]).
2.1.4.2 4.7.12.2
GMM information procedure in the mobile station

When the mobile station (supporting the GMM information message) receives a GMM INFORMATION message, it shall accept the message and dependant of the received information use the contents to update appropriate information stored within the mobile station.

When a mobile station receives a GMM INFORMATION message with the Selective MS Capabilities List IE, this list shall be stored in the ME. The mobile station shall use the content of the list of Selective MS Capabilities to determine the availability of the appropriate services and it shall not request services that have not been indicated as enable. 
The mobile station should use the indication of the status (i.e. enable/disable) of specific MS capabilities to inform the user about the availability of the appropriate services. Furthermore, if the Selective MS Capabilities List IE contains the optional customer care service number(s), the mobile station shall inform the user about the customer care service number(s) to assist the end user in determining the cause of non-availability of specifc services. In addition, if the Selective MS Capabilities List IE contains the optional text string, the mobile station shall display the text string provided. The possible interactions with the end user are implementation specific.

If the Selective MS Capabilities List IE is received, then the mobile station shall take the following actions:

-
if the CC bit is set to 1, the mobile station shall automatically initiate the release of all active calls and it shall enter the state U0 "null". Furthermore, the mobile station shall not use call control procedures except for emergency calls and the customer care service number(s), if received, from now on until a new Selective MS Capabilities List IE with the CC bit set to 0 is received; and
-
if the EC bit is set to 1, the mobile station shall automatically initiate the release of all active emergency calls, if any. Furthermore, the mobile station shall not use call control procedures for emergency calls from now on until a new Selective MS Capabilities List IE with the EC bit set to 0 is received; and
-
if the SS bit is set to 1, the mobile station shall terminate all active supplementary service operations. Furthermore, the mobile station shall not not invoke supplementary service operations and their responses from now on until a new Selective MS Capabilities List IE with the SS bit set to 0 is received; and 

-
if the SMS via CS bit is set to 1, the mobile station shall not use the circuit-switched domain for SMS transfer from now on until a new Selective MS Capabilities List IE with the SMS bit set to 0 is received. As an implementation option, the mobile station may use GPRS instead of the circuit-switched domain for SMS transfer; and

-
if the SMS via PS bit is set to 1, the mobile station shall not use GPRS for SMS transfer from now on until a new Selective MS Capabilities List IE with the SMS via PS bit set to 0 is received. As an implementation option, the mobile station may use the circuit-switched domain instead of GPRS for SMS transfer; and

-
if the LCS via CS bit is set to 1, the mobile station shall not use the circuit-switched domain for location services from now on until a new Selective MS Capabilities List IE with the LCS bit set to 0 is received. As an implementation option, the mobile station may use GPRS instead of the circuit-switched domain for location services; and

-
if the LCS via PS bit is set to 1, the mobile station shall not use GPRS for location services from now on until a new Selective MS Capabilities List IE with the LCS bit set to 0 is received. As an implementation option, the mobile station may use the circuit-switched domain instead of GPRS for location services; and

-
if the GPRS SM bit is set to 1, the mobile station shall release all resources allocated for active PDP contexts and it shall erase the PDP context data. Furthermore, the mobile station shall enter the STANDBY (if in A/Gb mode) or PMM-IDLE (if in Iu mode) state. Additionally, the mobile station shall not use GPRS SM procedures from now on until a new Selective MS Capabilities List IE with the GPRS SM bit set to 0 is received; and
-
if the MBMS SM bit is set to 1, the mobile station shall release all resources allocated for active MBMS contexts and it shall erase the MBMS context data. Furthermore, the mobile station shall not use MBMS SM procedures from now on until a new Selective MS Capabilities List IE with the MBMS SM bit set to 0 is received; and
-
if the IMS bit is set to 1, the mobile station shall release all resources allocated for IP Multimedia Subsystem (IMS) sessions (see 3GPP TS 24.229 [95]). Furthermore, the mobile station shall not use IMS procedures for IMS services from now on until a new Selective MS Capabilities List IE with the IMS bit set to 0 is received.
When a mobile station receives a GMM INFORMATION message with the Selective MS Capabilities List IE and this list already exist in the ME, the list already stored in the ME shall be updated to reflect the list received in the latest GMM INFORMATION message. If no list is contained in the GMM INFORMATION message, then the stored list in the ME shall be kept.
The list of Selective MS Capabilities shall not be deleted when the mobile station is switched off. Therefore, the mobile station maintains the status (i.e. enable/disable) of specific MS capabilities at switch on.
The disabling or enabling of specific MS capabilities received in the Selective MS Capabilities IE has significance in the PLMN code of the network on which this IE is received and any other network.

If the mobile station does not support the GMM information message the mobile station shall ignore the contents of the message and return a GMM STATUS message with cause #97.

2.1.5 Next Change

2.1.6 9.2.15a
MM information

This message is sent by the network to the mobile station to provide the mobile station with subscriber specific information. See table 9.2.18/3GPP TS 24.008.

Message type:
MM INFORMATION

Significance:

dual

Direction:


network to mobile station

Table 9.2.18/3GPP TS 24.008 MM INFORMATION message content

	IEI
	Information element
	Type/Reference
	Presence
	Format
	Length

	
	Mobility management
	Protocol discriminator
	M
	V
	1/2

	
	protocol discriminator
	10.2
	
	
	

	
	Skip Indicator
	Skip Indicator
	M
	V
	1/2

	
	
	10.3.1
	
	
	

	
	MM Information
	Message type
	M
	V
	1

	
	message type
	10.4
	
	
	

	43
	Full name for network
	Network Name
	O
	 TLV
	 3-?

	
	
	 10.5.3.5a
	
	
	

	45
	Short name for network
	Network Name
	O
	 TLV
	 3-?

	
	
	 10.5.3.5a
	
	
	

	46
	Local time zone
	Time Zone
	O
	 TV
	2

	
	
	 10.5.3.8
	
	
	

	47
	Universal time and local time zone
	Time Zone and Time
	O
	 TV
	8

	
	
	 10.5.3.9
	
	
	

	48
	LSA Identity
	LSA Identifier

 10.5.3.11
	O
	TLV
	2-5

	49
	Network Daylight Saving Time
	Daylight Saving Time
	O
	TLV
	3

	37
	Selective MS Capabilities List
	List of Selective MS Capabilies
	O
	TLV
	4 - ?

	
	
	10.5.3.14
	
	
	


2.1.6.1 9.2.15a.1
Full name for network

This IE may be sent by the network. If this IE is sent, the contents of this IE indicate the "full length name of the network" that the network wishes the mobile station to associate with the MCC and MNC contained in the Location Area Identification of the cell to which the mobile station sent its Channel Request message.

2.1.6.2 9.2.15a.2
Short name for network

This IE may be sent by the network. If this IE is sent, the contents of this IE indicate the "abbreviated name of the network" that the network wishes the mobile station to associate with the MCC and MNC contained in the Location Area Identification of the cell to which the mobile station sent its Channel Request message.

2.1.6.3 9.2.15a.3
Local time zone

This IE may be sent by the network. The mobile station should assume that this time zone applies to the Location Area of the cell to which the Channel Request message was sent. 

If the local time zone has been adjusted for Daylight Saving Time, the network shall indicate this by including the IE Network Daylight Saving Time.

2.1.6.4 9.2.15a.4
Universal time and local time zone

This IE may be sent by the network. The mobile station should assume that this time zone applies to the Location Area of the cell to which the Channel Request message was sent. The mobile station shall not assume that the time information is accurate.

If the local time zone has been adjusted for Daylight Saving Time, the network shall indicate this by including the IE Network Daylight Saving Time.

2.1.6.5 9.2.15a.5
LSA Identity

This IE may be sent by the network. The contents of this IE indicate the LSA identity of the serving cell.

2.1.6.6 9.2.15a.6
Network Daylight Saving Time

This IE may be sent by the network. If this IE is sent, the contents of this IE indicates the value that has been used to adjust the local time zone.

2.1.6.7 9.2.15a.7
Selective Capabilities List
This IE may be sent by the network. If this IE is sent, the contents of this IE indicates the disabling or enabling of specific MS capabilities. Furthermore, this IE may contain customer care service number(s) and a text string.
2.1.7 Next Change

2.1.8 9.4.19
GMM Information

This message is sent by the network at any time to sent certain information to the MS.
See table 9.4.19/3GPP TS 24.008.

Message type:
GMM INFORMATION

Significance:

local

Direction:


network to MS

Table 9.4.19/3GPP TS 24.008: GMM INFORMATION message content

	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	Protocol discriminator
	Protocol discriminator

10.2
	M
	V
	1/2

	
	Skip indicator
	Skip indicator

10.3.1
	M
	V
	1/2

	
	GMM Information message identity
	Message type

10.4
	M
	V
	1

	43
	Full name for network
	Network name

10.5.3.5a
	O
	TLV
	3 - ?

	45
	Short name for network
	Network name

10.5.3.5a
	O
	TLV
	3 - ?

	46
	Local time zone
	Time zone

10.5.3.8
	O
	TV
	2

	47
	Universal time and local time zone
	Time zone and time

10.5.3.9
	O
	TV
	8

	48
	LSA Identity
	LSA Identifier

10.5.3.11
	O
	TLV
	2-5

	49
	Network Daylight Saving Time
	Daylight Saving Time

10.5.3.12
	O
	TLV
	3

	37
	Selective MS Capabilities List
	List of Selective MS Capabilies

10.5.3.14
	O
	TLV
	4 - ?


2.1.8.1 9.4.19.1
Full name for network

This IE may be sent by the network. If this IE is sent, the contents of this IE indicate the "full length name of the network" that the network wishes the mobile station to associate with the MCC and MNC contained in the routing area identification of the current cell.

2.1.8.2 9.4.19.2
Short name for network

This IE may be sent by the network. If this IE is sent, the contents of this IE indicate the "abbreviated name of the network" that the network wishes the mobile station to associate with the MCC and MNC contained in the routing area identification of the cell the MS is currently in.

2.1.8.3 9.4.19.3
Local time zone

This IE may be sent by the network. The mobile station should assume that this time zone applies to the routing area of the cell the MS is currently in. 

If the local time zone has been adjusted for Daylight Saving Time, the network shall indicate this by including the IE Network Daylight Saving Time.

2.1.8.4 9.4.19.4
Universal time and local time zone

This IE may be sent by the network. The mobile station should assume that this time zone applies to the routing area the MS is currently in. The mobile station shall not assume that the time information is accurate.

If the local time zone has been adjusted for Daylight Saving Time, the network shall indicate this by including the IE Network Daylight Saving Time.

2.1.8.5 9.4.19.5
LSA Identity

This IE may be sent by the network. The contents of this IE indicate the LSA identity of the serving cell.

2.1.8.6 9.4.19.6
Network Daylight Saving Time

This IE may be sent by the network. If this IE is sent, the contents of this IE indicates the value that has been used to adjust the local time zone.

2.1.8.7 9.4.19.7
Selective MS Capabilities List
This IE may be sent by the network. If this IE is sent, the contents of this IE indicates the disabling or enabling of specific MS capabilities. Furthermore, this IE may contain customer care service number(s) and a text string.
2.1.9 Next Change

2.1.9.1 10.5.3.13
Emergency Number List

The purpose of this information element is to encode emergency number(s) for use within the country (as indicated by MCC) where the IE is received.

The Emergency Number List information element is coded as shown in figure 10.5.97b/3GPP TS 24.008.

The Emergency Number List IE is a type 4 information element with a minimum length of 5 octets and a maximum length of 50 octets.

	8
	7
	6
	5
	4
	3
	2
	1
	

	Emergency Number List IEI
	octet 1

	Length of Emergency Number List IE contents
	octet 2

	Length of 1st Emergency Number
	octet 3

	spare
	Emergency Service Category Value (see Table 10.5.135d/3GPP TS 24.008)
	octet 4

	0
	0
	0
	
	

	Number digit 2
	Number digit 1
	octet 5

	
	
	note 1)

	Number digit 4
	Number digit 3
	octet 6*

	
	
	

	:
	:
	:

	
	
	

	note 2)
	
	octet j-1*

	
	
	

	Length of 2nd Emergency Number
	octet j*

	spare
	Emergency Service Category Value (see Table 10.5.135d/3GPP TS 24.008)
	Octet j+1*

	0
	0
	0
	
	

	Number digit 2
	Number digit 1
	octet j+2*

	
	
	note 1)

	Number digit 4
	Number digit 3
	octet j+3*

	
	
	

	:
	:
	:

	
	
	

	note 2)
	:
	octet n*

	
	
	


NOTE 1:
The number digit(s) in octet 5 precedes the digit(s) in octet 6 etc. The number digit, which would be entered first, is located in octet 5, bits 1 to 4. The contents of the number digits are coded as shown in table 10.5.118/3GPP TS 24.008.

NOTE 2:
If the emergeny number contains an odd number of digits, bits 5 to 8 of the last octet of the respective emergency number shall be filled with an end mark coded as "1111".

Figure 10.5.97b/3GPP TS 24.008 Emergency Number List information element

2.1.9.2 10.5.3.14
List of Selective MS Capabilities

The purpose of this information element is to encode the selective MS capabilities for use within the network, which sends this information element, and any other network. This information element may contain the indication of customer care service number(s) and a text string that the network wishes the mobile station to display to the user.
The List of Selective MS Capabilities information element is coded as shown in figure 10.5.84c/3GPP TS 24.008 and table 10.5.97c/3GPP TS 24.008.

The List of Selective MS Capabilities is a type 4 information element with a length of 4 octets. No upper length limit is specified except for that given by the maximum number of octets in a L3 message (see 3GPP TS 44.006 [19]).
	8
	7
	6
	5
	4
	3
	2
	1
	

	List of Selective MS Capabilities IEI
	octet 1

	Length of Selective MS Capabilities contents
	octet 2

	GPRS SM
	LCS via PS
	LCS via CS
	SMS via PS
	SMS via CS
	SS
	EC
	CC

	
	
	
	
	
	
	
	
	octet 3

	spare
	IMS
	MBMS SM

	0
	0
	0
	0
	0
	0
	
	
	octet 4

	Length of 1st Customer Care Service Number
	octet 5*

	ext
	Type of number
	Numbering plan identification
	note 1)

	1
	
	
	octet 6*

	Number digit 2
	Number digit 1
	note 2)

	
	
	octet 7*

	Number digit 4
	Number digit 3
	

	
	
	octet 8*

	:
	:
	

	
	
	:

	note 3)
	
	

	
	
	octet h-1*

	Length of 2st Customer Care Service Number
	octet h*

	ext
	Type of number
	Numbering plan identification
	note 1)

	1
	
	
	octet h+1

	Number digit 2
	Number digit 1
	note 2)

	
	
	octet h+2*

	Number digit 4
	Number digit 3
	

	
	
	octet h+3*

	:
	:
	

	
	
	:

	note 3)
	:
	

	
	
	octet h+n*

	Length of Network Text String contents
	octet i*

	ext
	Coding scheme
	spare
	Number of spare bits in last octet
	note 4)

	1
	
	0
	
	octet i+1*

	
	note 4)

	
	octet i+2*

	Text String
	

	
	

	
	

	
	octet m*


Figure 10.5.84c/3GPP TS 24.008 List of Selective MS Capabilities information element

Table 10.5.97c/3GPP TS 24.008: List of Selective MS Capabilities information element

	List of Selective MS Capabilities value (octet 3, bits 1 to 8)

	

	CC (1 bit field)

	Bit

	1
	
	
	
	

	0
	
	
	
	Call Control (CC) procedures enable

	1
	
	
	
	Call Control (CC) procedures disable, note 5)

	

	EC (1 bit field)

	2
	
	
	
	

	0
	
	
	
	Call Control (CC) procedures for emergency calls enable

	1
	
	
	
	Call Control (CC) procedures for emergency calls disable

	

	SS (1 bit field)

	Bit

	3
	
	
	
	

	0
	
	
	
	Suplementary Services (SS) procedures enable

	1
	
	
	
	Suplementary Services (SS) procedures disable, note 6)

	

	SMS via CS (1 bit field)

	Bit

	4
	
	
	
	

	0
	
	
	
	Short Message Service (SMS) via the CS domain enable

	1
	
	
	
	Short Message Service (SMS) via the CS domain disable

	

	SMS via PS (1 bit field)

	Bit

	5
	
	
	
	

	0
	
	
	
	Short Message Service (SMS) via the PS domain enable

	1
	
	
	
	Short Message Service (SMS) via the PS domain disable

	

	LCS via CS (1 bit field)

	Bit

	6
	
	
	
	

	0
	
	
	
	Location Services (LCS) via the CS domain enable

	1
	
	
	
	Location Services (LCS) via the CS domain disable

	

	LCS via PS (1 bit field)

	Bit

	7
	
	
	
	

	0
	
	
	
	Location Services (LCS) via the PS domain enable

	1
	
	
	
	Location Services (LCS) via the PS domain disable

	

	GPRS SM (1 bit field)

	Bit

	8
	
	
	
	

	0
	
	
	
	GPRS Session Management (SM) procedures enable

	1
	
	
	
	GPRS Session Management (SM) procedures disable

	

	

	List of Selective MS Capabilities value (octet 4, bits 1 to 2)

	

	MBMS SM (1 bit field)

	Bit

	1
	
	
	
	

	0
	
	
	
	MBMS Session Management (MBMS-SM) procedures enable

	1
	
	
	
	MBMS Session Management (MBMS-SM) procedures disable

	

	IMS (1 bit field)

	Bit

	2
	
	
	
	

	0
	
	
	
	IP Multimedia Subsystem (IMS) procedures enable

	1
	
	
	
	IP Multimedia Subsystem (IMS) procedures disable

	

	

	Bits 3 to 8 of octet 4 are spare and shall be coded all 0.


NOTE 1:
The contents of the Numbering plan identification and the Type of number are coded as shown in the table 10.5.118/3GPP TS 24.008.
NOTE 2:
The Number digit(s) in octet 7 precedes the digit(s) in octet 8 etc. The Number digit, which would be entered first, is located in octet 7, bits 1 to 4.
NOTE 3:
If the customer care number contains an odd number of digits, bits 5 to 8 of the last octet of each customer care number shall be filled with an end mark coded as "1111".

NOTE 4:
The contents of the Number of spare bits in last octet, Coding scheme and the Text string are coded as shown in the table 10.5.94/3GPP TS 24.008.
NOTE 5:
When the CC bit field is set to 1 the MS rejects any request from the CC entity except for emergency calls and the customer care service number(s), if received.
NOTE 6:
When the SS bit field is set to 1 the MS rejects any request from the SS entity. This includes all supplementary service operations and their responses, e.g. for location services (LCS).
2.1.10 Added for information

2.1.10.1 10.5.4.7
Called party BCD number

The purpose of the called party BCD number information element is to identify the called party.

The called party BCD number information element is coded as shown in figure 10.5.91/3GPP TS 24.008 and table 10.5.118/3GPP TS 24.008.

The called party BCD number is a type 4 information element with a minimum length of 3 octets and a maximum length of 43 octets. For PCS 1900 the maximum length is 19 octets.

	8
	7
	6
	5
	4
	3
	2
	1
	

	
	Called party BCD number IEI
	octet 1

	Length of called party BCD number contents
	octet 2

	1

ext
	type of

number
	Numbering plan

identification
	octet 3

	Number digit 2
	Number digit 1
	octet 4*

	Number digit 4
	Number digit 3
	octet 5*

	
	
	
:

	
	2)
	
	
	
	
	
	
	
:


Figure 10.5.91/3GPP TS 24.008 Called party BCD number information element

NOTE 1:
The number digit(s) in octet 4 precedes the digit(s) in octet 5 etc. The number digit which would be entered first is located in octet 4, bits 1 to 4.

NOTE 2:
If the called party BCD number contains an odd number of digits, bits 5 to 8 of the last octet shall be filled with an end mark coded as "1111".

Since the information element must contain the complete called party BCD number there is no need for an additional complete indication.

Table 10.5.118/3GPP TS 24.008: Called party BCD number

	Type of number (octet 3) (Note 1)

	

	Bits

	7
	6
	5
	
	

	0
	0
	0
	
	unknown (Note 2)

	0
	0
	1
	
	international number (Note 3, Note 5)

	0
	1
	0
	
	national number (Note 3)

	0
	1
	1
	
	network specific number (Note 4)

	1
	0
	0
	
	dedicated access, short code

	1
	0
	1
	
	reserved

	1
	1
	0
	
	reserved

	1
	1
	1
	
	reserved for extension

	


NOTE 1:
For the definition of "number" see ITU-T Recommendation I.330 and 3GPP TS 23.003 [10].

NOTE 2:
The type of number "unknown" is used when the user or the network has no knowledge of the type of number, e.g. international number, national number, etc. In this case the number digits field is organized according to the network dialling plan, e.g. prefix or escape digits might be present.

NOTE 3:
Prefix or escape digits shall not be included.

NOTE 4:
The type of number "network specific number" is used to indicate administration/service number specific to the serving network, e.g. used to access an operator.

NOTE 5:
The international format shall be accepted by the MSC when the call is destined to a destination in the same country as the MSC.

Table 10.5.118/3GPP TS 24.008: Called party BCD number (continued)

	Numbering plan identification (octet 3)

	

	Number plan (applies for type of number = 000, 001, 010 and 100)

	Bits

	4
	3
	2
	1
	

	0
	0
	0
	0
	unknown

	0
	0
	0
	1
	ISDN/telephony numbering plan (Rec. E.164/E.163)

	0
	0
	1
	1
	data numbering plan (Recommendation X.121)

	0
	1
	0
	0
	telex numbering plan (Recommendation F.69)

	1
	0
	0
	0
	national numbering plan

	1
	0
	0
	1
	private numbering plan

	1
	0
	1
	1
	reserved for CTS (see 3GPP TS 44.056 [91])

	1
	1
	1
	1
	reserved for extension

	

	All other values are reserved.


-
When an MS is the recipient of number information from the network, any incompatibility between the number digits and the number plan identification shall be ignored and a STATUS message shall not be sent to the network.

-
In the case of numbering plan "unknown", the number digits field is organized according to the network dialling plan; e.g. prefix or escape digits might be present.

Table 10.5.118/3GPP TS 24.008: Called party BCD number (continued)

	Number digits (octets 4, etc.)

	Bits
	
	Number digit value

	4
	3
	2
	1
	or
	

	8
	7
	6
	5
	
	

	0
	0
	0
	0
	
	0

	0
	0
	0
	1
	
	1

	0
	0
	1
	0
	
	2

	0
	0
	1
	1
	
	3

	0
	1
	0
	0
	
	4

	0
	1
	0
	1
	
	5

	0
	1
	1
	0
	
	6

	0
	1
	1
	1
	
	7

	1
	0
	0
	0
	
	8

	1
	0
	0
	1
	
	9

	
	
	
	
	
	

	1
	0
	1
	0
	
	*

	1
	0
	1
	1
	
	#

	1
	1
	0
	0
	
	a

	1
	1
	0
	1
	
	b

	1
	1
	1
	0
	
	c

	1
	1
	1
	1
	
	used as an endmark in the case of an odd number of number digits

	


2.1.10.2 10.5.3.5a
Network Name

The purpose of this information element is to pass a text string to the mobile station.

The Network Name information element is coded as shown in figure 10.5.80/3GPP TS 24.008 and table 10.5.94/3GPP TS 24.008.

The Network Name is a type 4 information element with a minimum length of 3 octets. No upper length limit is specified except for that given by the maximum number of octets in a L3 message (see 3GPP TS 44.006 [19]).

	8
	7
	6
	5
	4
	3
	2
	1
	

	
	Network Name IEI
	octet 1

	Length of Network Name contents
	octet 2

	ext

1
	coding scheme
	Add

CI
	Number of spare

bits in last octet
	octet 3

	
	octet 4

	Text String
	

	
	octet n


Figure 10.5.80/3GPP TS 24.008 Network Name information element

Table 10.5.94/3GPP TS 24.008 Network Name information element

	Number of spare bits in last octet (octet 3, bits 1 to 3)

	

	2
	1
	
	
	

	0
	0
	1
	
	bit 8 is spare and set to "0" in octet n

	0
	1
	0
	
	bits 7 and 8 are spare and set to "0" in octet n

	0
	1
	1
	
	bits 6 to 8(inclusive) are spare and set to "0" in octet n

	1
	0
	0
	
	bits 5 to 8(inclusive) are spare and set to "0" in octet n

	1
	0
	1
	
	bits 4 to 8(inclusive) are spare and set to "0" in octet n

	1
	1
	0
	
	bits 3 to 8(inclusive) are spare and set to "0" in octet n

	1
	1
	1
	
	bits 2 to 8(inclusive) are spare and set to "0" in octet n

	0
	0
	0
	
	this field carries no information about the number of spare bits in octet n

	
	
	
	
	

	Add CI (octet 3, bit 4)

	

	0
	
	
	
	The MS should not add the letters for the Country's Initials to the text string

	1
	
	
	
	The MS should add the letters for the Country's Initials and a separator

	
	
	
	
	(e.g. a space) to the text string

	

	Coding Scheme (octet 3, bits 5-7)

	

	0
	0
	0
	
	Cell Broadcast data coding scheme, GSM default alphabet, language unspecified, defined in 3GPP TS 23.038 [8b]

	0
	0
	1
	
	UCS2 (16 bit) [72]

	0
	1
	0
	
	

	to
	reserved

	1
	1
	1
	
	

	
	
	
	
	

	Text String (octet 4 to octet n, inclusive)

	Encoded according to the Coding Scheme defined by octet 3, bits 5-7
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