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1. INTRODUCTION

From a general perspective, for location-based services, both the application and the Location Server could be part of the network or the handset domain. For example, the GMLC element (Gateway Mobile Location Center) defined by 3GPP is a network domain Location Server.

At the same time, privacy checking can be implemented in both the network and the device domains. Therefore, the user will have to define his privacy preferences in both the network and the device. However, any application would be able to request the user's location from both the network and the device Location Server. For example, the PPR (Privacy Profile Register) defined by 3GPP is a network domain privacy server. The following diagram summarizes the illustration of possible architecture for LCS.


​

A use case example:

An application is requesting the user's location to the network Location Server. Before releasing the location, the Location Server will perform a privacy checking using the network privacy checking mechanisms. The user has not granted any privacy authorization to this application on his network domain privacy server. Therefore, the location won't be given to the requesting application.

The same application tries now to get the location from the user's handset directly. In this case, the user forgot to change his settings on his handset-based privacy checking and the application is still granted the authorization to locate him. Therefore, the application will manage to get the user's location.

This would result in the following issues: 

· Redundancy of the privacy checking as the user has to define them in the network and in the device

· Risk if the user has defined different settings for the same application in the network and in the device.

To avoid such redundant privacy checking and risks, it is believed that a synchronisation mechanism between both the network and the device privacy checking would be appropriate. However, at this stage, this contribution mainly focuses on the "codeword" element defined in the LCS Standard as presented in the next section of the document.

2. DISCUSSION

SA1 LCS specification, TS 22.071 v7.1.0 contains the following requirements regarding codeword's handling:

--------------------------------------- Beginning of text -----------------------------------------------

6.4.2 Codeword

It shall be possible for a Requestor and an LCS client to request location information by indicating a Codeword associated with the Target UE user. The codeword shall be either checked by the Target UE/user or by the LCS server in the home network. In the former case, the codeword supplied by the requestor and forwarded by the LCS client with the request shall be forwarded to the Target UE/user for verification and acceptance. In the latter case, the codeword shall be registered with the LCS server by the Target UE user (or subscriber) in advance. Optionally, the UE and/or network may have the capability to generate and/or distribute codewords. The generation of codewords and the distribution of those codewords are out of scope of this specification. A comparison of the codeword sent by the Requestor and the registered codeword shall be performed. A location request shall only be accepted if this comparison is successful. In the case where the Target UE/user does not check the codeword, the codeword need not be sent to the Target UE/user.  In the case where the codeword is checked by the Target UE/user, the Target UE subscriber need not register the codeword in advance.

The other privacy settings should also be checked even when the codeword has been checked.

The Target UE Subscriber may register multiple codewords for multiple requestors.  Once the codeword has been set and properly distributed, the Target UE user would be protected against location requests from third parties, which do not know the appropriate codeword. 

It should be possible for a Target UE subscriber to enable and disable codeword checking for each of the LCS Clients.

The codeword is applicable to the value added services only.
6.4.2.1 Enhanced codeword

It shall be possible for the target UE/ user to secure the codeword from being misused. Only the intended requestor or LCS client shall be able to use the secured codeword.

It shall be possible for the target UE/user to ensure that the secured codeword can be used only within a specific time period, as determined by the target UE/user. It shall be possible for the target UE/user to ensure that a secured codeword can be used only a specific number of times, as determined by the target UE/user. 

The user of the target UE shall not need to be involved in checking the validity of the secured codeword during the location service request. The secured codeword shall be checked by the LCS server.
------------------------------------------- End of Text --------------------------------------------------

According to the SA1 requirements mentioned above, the codeword can be checked in both the handset and the network. The network should also have the ability to distribute the codeword to the handset and the target user should be able to change codeword at any time or define validity criteria (period, number of times…) for each codeword. 

Such mechanisms don't seem to have been defined in 3GPP yet and therefore not mentioned in stage 2 specifications TS 23.271.
3. Conclusion and Decision 

It is proposed that 3GPP SA2 discuss and decide if such mechanism for codeword distribution between network and device needs to be developed and standardised by 3GPP in Release 7. 
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