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1 Introduction

The SA1 WID “Selective disabling of UE Capabilities” (S1-040692), approved in SA#24, proposes a mechanism for an operator to selectively disable services on a ‘misbehaving’ MS. The WID proposes the use of layer 3, 3GPP specific protocols to allow the network to instruct the MS which services should be disabled or which should be re-enabled.  

The draft CN1 CR  (N1-041752), circulated at CN1#36, builds on the SA1 proposal by specifying an additional list of Selective MS Capabilities in the MS to indicate the (non) availability of services in the current roamed-to PLMN. The operator of the roamed-to PLMN can download a new list of Selective MS Capabilities to the MS using the MM INFORMATION and GMM INFORMATION messages. The list is sent by means of a new Information Element (IE) called Selective MS Capabilities List IE.  

The SA1 Discussion Document (S1–050081), presented at SA#27, discusses the requirements of the original WID, highlighting some areas for further debate.  In particular, it calls for an investigation of possible alternative solutions to the MM/GMM INFORMATION message proposed by the draft CN1 CR. As a result, SA1 has agreed to specify solution agnostic requirements. These are being proposed as a CR to 22.011.

This paper discusses four implementations of the desired ‘Selective Disabling of UE Capabilities’ functionality and aims to open discussions around which implementation offers the best technical solution. 

NB. For the purposes of this paper it is assumed that there is an entity able to identify a ‘misbehaving MS’ based on the network traffic that it generates. It is also assumed that this entity would reside, at least in part, in the VPLMN. This entity will be referred to as the Identification System. 

2 Network based selective disabling of services

It is currently possible for an HPLMN operator to restrict the services available to a particular user using service bars and network configuration. For example a HPLMN operator can bar all voice calls for a user in the HLR, stopping the user’s MS from establishing a MO or MT voice call.  The addition to, and enhancement of, existing service barring capabilities in the HLR, would allow the HPLMN operator to selectively disable UE capabilities on an identified misbehaving MS, providing that the corresponding capabilities were available in the MSC/SGSN. 

It would also be possible to create more control over the disabling of a particular service by using HLR bars in coordination with other network tools. For example, re-directing a users GPRS session at the GGSN to a secure customer care server.  

Figure 1: Possible information flow for a network based implementation of the ‘Selective Disabling of UE Capabilities’ functionality. 


It should be noted that the communication between the Identification System (VPLMN) and the Provisioning System in  (HPLMN) would require manual intervention, e.g. an email or fax from the VPLMN, and could not be automated. This communication could be automated between two entities in the HPLMN. The reasoning behind this statement is explained further in section 5.

2.1 Advantages of a network based solution

2.1.1 Minimal change to network elements and ME

Depending on the granularity of the service disabling and extent of control required, i.e. disabling a service or disabling and redirecting a service, it is expected that minimal changes would be required to network elements to implement a network based solution.    
No changes would be required to the ME to allow full support for the functionality, including legacy MEs. 

2.1.2 Reduced security risks

A network-based solution would not require disabling messages to be sent between the network and the MS. This would mitigate a number of security concerns raised by SA3, in S3-040873, related to such a messaging system. 

2.2 Disadvantages of a network based solution

2.2.1 Inability to control radio resource and network signalling processing

While a network based solution will be able to control the services available to the user and protect the user from being charged for services initiated by a misbehaving MS, it will not stop a misbehaving MS from making repeated connection requests to the network. Network based solutions are therefore unable to protect the network from the additional radio resource and network signalling processing costs associated with a misbehaving MS
. 

3 MM/GMM INFORMATION message based selective disabling of UE capabilities

The draft CN1 CR  (N1-041752), proposes implementing the selective disabling of UE functionality by specifying an additional list of Selective MS Capabilities in the MS to indicate the (non) availability of services in the current roamed-to PLMN. A new list of Selective MS Capabilities can be sent to the MS using the MM INFORMATION and GMM INFORMATION messages. The list is sent by means of a new Information Element (IE) called Selective MS Capabilities List IE. 

In designing  MM/GMM based solution, the control of the MSC/SGSN, responsible for sending the MM/GMM INFORMATION messages respectively, is something that needs to be carefully considered. For the example information flows provided below, the HLR is the controlling entity. This is felt to be the most appropriate solution for a number of reasons described in section 5. 

The need to be able to check a particular IMEI against a list of restricted services, users and possibly PLMN, requires a new database indexed on IMEI (IMEI DB). For the purposes of this discussion the IMEI DB is described as a separate logical entity, located in the HPLMN. 

The inclusion in the IMEI DB of the fields: IMEI, Restricted Services, IMSI list, and PLMN, would allow the HPLMN operator to disable specific services, on a particular MS, for a particular user, in a particular PLMN. Alternatively, the same information could be used to disable specific services, for a particular MS, for all users. The use of a database indexed on IMEI would also allow operators to avoid situations in which a user switches their (U)SIM from a misbehaving device into a clean device and a service remains disabled.   

The addition of Automatic Device Detection (ADD) functionality to the MSC and SGSN, expected in R6, will allow the HLR to know the current IMEI in use by a particular IMSI. The HLR will therefore be able to check the IMEI against the information stored in the IMEI DB 

Figure 2: Possible information flow for flagging of misbehaving MS









NB. The following assumptions have been made for the information flow depicted above: 

· ADD is supported in HPLMN and VPLMN.

· Communication between the Identification System and IMEI DB could be automatic when the two entities are in the HPLMN but would require manual intervention when the identification system was in the VPLMN. This could take the form of an email or fax exchange between the two PLMNs.

Figure 3: Possible information flow when a previously identified misbehaving MS requests establishes RR connection with the roamed-to PLMN. Assumes that actions described in figure 2 have been completed.









In the above diagram, the Insert Subscriber Data message acts to trigger the sending of the MM INFORMATION message. It is suggested that the Insert Subscriber Data, and therefore the MM INFORMATION, message are only sent if service restrictions have been sent from the IMEI DB to the HLR. 

NB. The above information flow could also be applied to the PS domain by changing the relevant boxes and message descriptions.

3.1 Advantages of an MM/GMM INFORMATION message solution

3.1.1 Control of radio resource and network signalling processing

By disabling the services at the MS, the MM/GMM INFORMATION message solution enables the network operator to protect the user from the effects of a misbehaving MS (increased charges, downgraded performance) and also protect against the associated radio resource and network signalling processing demands placed on the network. This is also true of the (U)SIM based solutions described later. 

3.1.2 Allows control of emergency calls when (U)SIM is not present

Unlike the (U)SIM based solutions described later in this paper, the use of MM/GMM INFORMATION messages to selectively disable UE capabilities enables the disabling of services in a MS without the presence of a (U)SIM. This could be important in the situation in which a misbehaving ME, without a (U)SIM, is making repeated, unsolicited emergency calls. 

3.2 Disadvantages of an MM/GMM solution

3.2.1 Number of changes to network elements and ME

From the above information flows describing a possible implementation of the GMM/MM INFORMATION message solution, it is suggested that additional functionality would be required in the HLR, MSC and ME. It would also be necessary to implement the IMEI DB. 

3.2.2 Security of GMM/MM INFORMATION messages

Concerns have been raised over the security of using MM/GMM INFORMATION messages to disable services on an MS. These are detailed in S3-040873. 

4 (U)SIM based selective disabling of services

An alternative to the solutions described in the previous sections, would be to use a (U)SIM based solution. Two possible implementations are described below.

4.1 Allowed Services Table stored on (U)SIM

The addition of a new ‘Allowed Services Table’ to the information stored on the (U)SIM could specify which services are allowed to the user on a particular ME. The ME would be required to act according to the information stored when requesting a specific service. For example, if the ‘Allowed Services Table’ indicated that GPRS was not allowed, the ME would not be able to initiate a GPRS session.   

The values in the service table could be updated using SMS OTA, allowing the network operator to change the services that are allowed/disabled.

Figure 4: High-level information flow of (U)SIM system:







4.2 Extension of SIM Application Tool Kit (SATK) Call Control Functionality

An alternative (U)SIM based implementation would be to extend the Call Control and MO SM Control functionality currently offered by the SIM Application Tool Kit (3GPP TS 31.102). These functions enable the network operator to specify how the ME responds to a call set up or MO SMS request
. 

When the ME is asked to setup a call or send and SMS by the user or an application, the ME sends a set of command parameters and data to the (U)SIM.  The (U)SIM then sends a response to the ME that depends on rules stored on the (U)SIM relating to these parameters. The possible responses are:

1. Allowed, no modification.

2. Not Allowed.

3. Allowed with modifications
.

The addition of new set of Service X Controls to the SATK would allow the network operator to control a greater range of the services available to the ME. The use of the “Allowed with modifications” response would also allow the network operator to control the service of a misbehaving MS in a more customer friendly manner. For example, instead of completely disabling GPRS, the network operator could choose to modify the APN requested by the ME. 

Figure 5: High-level information flow to update the allowed/disabled services rules on the MS:


Figure 6: High-level information flow when for the initiation of an event/service.





4.3 Advantages of a (U)SIM based solution

4.3.1 Security

A (U)SIM based solution, using SMS OTA as the messaging system, would have an equivalent or higher level security than a messaging mechanism that relied on the security of the radio interface. This is due to the encryption algorithms implemented and the end-to-end security between the OTA server and the (U)SIM.

4.3.2 Changes to network elements

A (U)SIM based solution will require minimal change required to network elements. Both of the solutions described above could be implemented with only small changes to current SMS OTA capabilities. Changes would be required to the information stored on the (U)SIM, and (U)SIM interaction with the ME.

4.3.3 Ability to link service disabling to IMEI

Within the current SATK standard, the (U)SIM can request the IMEI from the handset.  The (U)SIM therefore can give different responses depending on the rules information it has stored for a particular IMEI.

4.3.4 User interaction

With the SATK solution, it would also be possible to include user interaction. For example, through the SATK, the network operator could ask the user if the behaviour that had been identified as misbehaving was intended, and if not disable the service. 

4.4 Disadvantages of a (U)SIM based solution

4.4.1 SATK not mandatory

ME support for SATK is not mandatory, potentially limiting the distribution of the solution. It would also not be possible to create legacy support for either (U)SIM based solution.

4.4.2 Ability to re-enable services

Concern has been voiced about the ability to use SMS OTA to re-enable a service on a MS on which PS services had been disabled. However, as it is understood that the aim of the solution is to stop a misbehaving MS abusing a particular MO service, it is suggested that MT services should not be disabled. This will allow the continued use of SMS OTA even when PS services have been disabled.

4.4.3 Ability to disable emergency calls

(U)SIM based solutions would not be able to address the situation in which a misbehaving ME, without a (U)SIM, is making repeated emergency calls.

5 Control over Service disabling

In the examples in the previous sections, the control of the ability to selectively disable UE capabilities has attributed to elements in the HPLMN.  It is suggested that due to security concerns it will not be possible for a VPLMN to have any degree of direct control over these elements (e.g. the HLR or OTA server).  The reasons for proposing HPLMN control are outlined below:  

5.1.1 Customer Care

The user will expect the HPLMN customer care centre to know why a service had been disabled and what actions are required to restore it.  This would be difficult to achieve if control resides with the VPLMN.

5.1.2 Liability for affects of service interactions

If the VPLMN were to disable (or enable) a service that was to interact in such a way that it allowed the user to use a service restricted by the HPLMN, the liability for the cost incurred would not be clear.

5.1.3 Roaming frequency

While it is recognized that a misbehaving MS roaming onto a VPLMN could negatively affect the network’s performance, it is felt that, given the likely frequency of this event, the ability to selectively disable services on a misbehaving MS could be effectively handled by business processes between the VPLMN and HPLMN. For example, the VPLMN could send a request to the HPLMN disable a certain service for a particular MS/user via email.  
6 Conclusion

This document outlines four possible implementations of the ‘Selective Disabling of UE Capabilities’ functionality, described in the SA1 WID (S1-040692). While a number of advantages and disadvantages of each solution have been described, it is felt that it is not currently clear which implementation offers the best technical solution. As such it is felt that further research into the possible implementations is required. 

We therefore kindly ask SA2 to open discussions around the possible implementations of the ‘Selective Disabling MS Capabilities’ functionality and to liase to other committees (e.g. CN1, CN4, SA3, T3) inviting them to comment on the different technical solutions.
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� It should be noted that a network-based solution will result in a small reduction of associated network signalling costs as there will be no further signalling after the point of service rejection.


� Provided that the Call Control / MO Short Message Control service is available in the USIM Service Table.


� Example modifications are: Call is changed into a SS or USSSD service, or 
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