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7
Procedures

Editor's note:
the following procedure is FFS:

-
Subscriber Registers.
7.1
I-WLAN and VPLMN Selection Procedure

7.1.1
Initial network selection
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Figure 7.1: I-WLAN and VPLMN selection procedure

1.
The WLAN UE selects a WLAN AN and establishes the WLAN connection with a WLAN technology specific procedure (e.g. in IEEE 802.11 it starts an association procedure). The details of the selection of the WLAN AN are specified in 3GPP TS 24.234 [9].
2.
The Authentication procedure is initiated in a WLAN technology specific way and as a part of this process, the WLAN UE sends a NAI to the WLAN AN. The NAI shall be constructed as it is specified in 3GPP TS 23.003 [5].
3.
If the WLAN AN is not able to route the authentication request (e.g. in the case where the WLAN AN receives an initial NAI with an unknown realm), the WLAN AN sends a response to the WLAN UE that provides information about the 3GPP networks to which the WLAN AN is able to route authentication requests.

From this point the WLAN UE may continue the access authentication with the selected WLAN AN using a different NAI (step 2) or may start access authentication with another available WLAN AN (step 1) or may stop. The details of the WLAN UE behaviour are specified in 3GPP TS 24.234 [9]. If the WLAN UE continues the access authentication with the selected WLAN AN, it shall select a VPLMN among the 3GPP networks indicated in the response received from the WLAN AN and build the new NAI as a roaming NAI indicating this VPLMN.
4.
The WLAN AN routes the AAA message to the 3GPP AAA Server or 3GPP AAA Proxy based on the NAI and the access authentication is performed as it is specified in 3GPP TS24.234 [9].

7.1.2
Network re-selection

When the WLAN UE changes from the current serving PLMN to another PLMN with or without change of the WLAN AN, it needs to use a new NAI corresponding to the new PLMN in a new authentication initiated by the WLAN UE or the WLAN AN.
The 3GPP AAA Server may then receive a new authentication with PLMN selection different from the current active connection. For example, the WLAN UE lost radio in the first WLAN AN, then it changed to another WLAN AN with a different PLMN selection before the previous WLAN AN detected that the user is lost, or the WLAN UE started the new authentication before the disconnection of the previous connection. In this case, the 3GPP AAA Server shall initiate a disconnection to the currently active connection after the success of the new authentication and authorization process.
7.2
WLAN Access Authentication and Authorisation
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Figure 7.2: Authentication and authorisation procedure

1.
WLAN connection is established with a WLAN technology specific procedure (out of scope for 3GPP). 
2.
The EAP authentication procedure is initiated in WLAN technology specific way.
All EAP packets are transported over the WLAN interface encapsulated within a WLAN technology specific protocol.
All EAP packets are transported over the Wa reference point.
A number of EAP Request and EAP Response message exchanges is executed between 3GPP AAA Server and WLAN UE. The amount of round trips depends e.g. on the utilised EAP type. Information stored in and retrieved from HSS may be needed to execute certain EAP message exchanges. 

3
Information to execute the authentication with the accessed user is retrieved from HSS. This information retrieval is needed only if necessary information to execute the EAP authentication is not already available in 3GPP AAA Server. To identify the user the username part of the provided NAI identity is utilised. During the information retrieval the HSS/HLR checks if there is a 3GPP AAA Server already registered to serve for the user. In case the HSS/HLR detects that another 3GPP AAA Server has already registered for this user, it shall provide the current 3GPP AAA Server with the previously registered 3GPP AAA Server address. The authentication signalling is then routed to the previously registered 3GPP AAA Server.

4
Subscribers WLAN related profile is retrieved from HSS. This profile includes e.g. the authorisation information and permanent identity of the user. Retrieval is needed only if subscriber profile information is not already available in 3GPP AAA Server.

5.
Optionally, the 3GPP AAA Server (or the 3GPP AAA Proxy in roaming case) may send the policy enforcement information to the WAG in the PLMN that the WLAN UE selected in case VPLMN is to allocate the local IP Address for the WLAN UE.
Note:
Additional process, such as allocating the IP address, may be necessary during or before this step to be performed.

6
If the EAP authentication and authorisation was successful, then 3GPP AAA Server sends Access Accept message to WLAN. In this message 3GPP AAA Server includes EAP Success message, keying material derived from the EAP authentication as well as connection authorisation information (e.g. NAS Filter Rule or Tunnelling attributes) to the WLAN.
WLAN stores the keying material and authorisation information to be used in communication with the authenticated WLAN UE.
NOTE:
In the roaming case, authorisation information is passed from 3GPP AAA Server to 3GPP AAA Proxy in the form of Local service identifiers (see Section 6.5)
7
WLAN informs the WLAN UE about the successful authentication and authorisation with the EAP Success message.
8
The 3GPP AAA Server checks if there is a different previously established authentication session of the WLAN user, e.g., a session that uses a different WLAN UE or roaming in a different WLAN AN or in a different VPLMN. If yes then 3GPP AAA Server shall close the previously established session ("Session abort procedure" over Wa) to avoid multiple WLAN direct IP access sessions.
9
3GPP AAA Server registers the WLAN users 3GPP AAA Server to the HSS. In registration messages the subscriber is identified by his permanent identity. This registration is needed only if the subscriber is not already registered to this 3GPP AAA Server.

7.3
Subscriber Profile Update
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Figure 7.3: Subscriber Profile and access authorization info Update Procedure

1.
User is registered to a 3GPP AAA Server
2.
Subscribers subscription is modified in the HSS e.g. via O&M.

3.
HSS updates the profile information stored in the registered 3GPP AAA Server by Wx reference point procedure "Subscriber Profile".

4.
The WLAN access authorisation information of the associated connection is updated to WLAN as necessary.

7.3.1
Access and service Authorization information update procedure
This procedure is for WLAN 3GPP IP Access.


[image: image8.emf]WLANAN

WAG

HSS

1.Userisregisteredtoa

3GPPAAAserver

2.User’sservice

subscriptionismodified

inHSS

3.Wx"Subscriber

Profile"procedure

PDG

4.AccessauthorisationinformationisupdatedtotheWLAN

5.Service

Authorisationinfois

updatedtothePDGs

3GPPAAA

Server

6.FilteringpolicyinformationupdatetoWAG


Figure 7.4: Authorization information Update Procedure

1.
User is registered to a 3GPP AAA Server
2.
User's service subscription is modified in the HSS e.g. via O&M,
3.
HSS updates the profile information stored in the registered 3GPP AAA Server by Wx reference point procedure "Subscriber Profile".

4.
The WLAN access authorisation information of the associated connection is updated to WLAN AN if necessary.

5.
The service authorisation information of the activated services is updated to PDGs if necessary. A deactivation of service may be initiated if the subscriber lost the authorization of the activated service.

6.
The filtering policy information of the activated services is updated to WAG if necessary.
Note:
The de-registration may be initiated by the 3GPP AAA Server to the HSS as necessary, i.e., the3GPP AAA Server determines that the WLAN UE is unable to access any service upon the updated authorization.
7.4
Cancelling WLAN Registration
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Figure 7.5: Cancellation of WLAN Registration Procedure

1.
The 3GPP subscribers WLAN subscription is cancelled in HSS.

2.
HSS cancels subscribers WLAN registration in the 3GPP AAA Server by Wx reference point procedure "Cancel WLAN Registration". In the messages subscriber is identified by his permanent identity.

3.
If the subscriber's WLAN access connection still exists, Wa reference point procedure "Session Abort" procedure is executed towards WLAN.

4.
If the radio connection still exists, WLAN disconnects the radio interface connection by WLAN technology specific mechanisms.
5.
If the subscriber's tunnel connection with one or several PDG(s) exists, the 3GPP AAA Server/Proxy informs the PDG(s) over the Wm reference point, to remove the tunnel related information and resource.
6.
The filters, which were deployed to WAG for the tunnel(s) during the tunnel establishment, are removed.
7.5
Disconnecting a Subscriber by WLAN
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Figure 7.6: WLAN initiated disconnection procedure

1.
WLAN detects that a Session related to a WLAN UE should be terminated towards the 3GPP AAA Server, e.g. when the WLAN UE has disappeared from WLAN coverage.

2.
WLAN initiates Wa Session Termination procedure towards 3GPP AAA Server.
3.
If the subscriber has a tunnel connection with one or more PDGs, and the 3GPP AAA Server/Proxy needs to remove the connections, it informs the PDG(s) over the Wm reference point to remove the tunnel related information and resource.
4.
The filters, which were deployed to WAG for the tunnel(s) during the tunnel establishment, are removed. 
5.
In case when the 3GPP AAA Server decides to remove the WLAN UEs state from the 3GPP AAA Server, the 3GPP AAA Server notifies HSS using Wx procedure "Purge" that the WLAN registration in the 3GPP AAA Server has been cancelled. HSS removes the state related to that 3GPP AAA Server, e.g., the address of the serving 3GPP AAA Server for the identified subscriber.

**** Next changes ****
7.9
W-APN resolution and Tunnel establishment

This information flow presents the generic message exchange necessary in order to resolve the selected W-APN and establish a WLAN UE-Initiated tunnel for WLAN 3GPP IP Access purposes.

As a prerequisite of these procedures it is necessary to perform the following:

1.
WLAN Access Authentication and Authorisation and provisioning of the WLAN UE's local IP address
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Figure 7.10: Example message flow to WLAN UE-Initiated tunnel establishment

When the user decides that he wants to access a service, the WLAN UE selects the W-APN network ID associated to the service requested by the user.
A detailed description of the W-APN resolution and the WLAN UE-Initiated Tunnel Establishment is given below.

2.
Depending on internal configuration, the WLAN UE initiates W-APN resolution and tunnel establishment with a PDG in VPLMN.

Note:
The configuration of the WLAN UE regarding W-APNs can be controlled by e.g. USIM Application Toolkit-based mechanisms.

2.1
WLAN UE constructs an FQDN using the W-APN Network Identifier and VPLMN ID as the Operator Identifier and performs a DNS query to resolve it. The DNS response will contain one or more IP addresses of equivalent PDGs that support the requested W-APN in the VPLMN according to standard DNS procedures.
If the VPLMN does not support the W-APN, then the DNS query returns a negative response. In this case, the WLAN UE continues with step 3. 

2.2
The WLAN UE selects a PDG from the list received in step 2.1. If the DNS response contains IPv4 and IPv6 addresses, the WLAN UE has to select an address that has the same format as its own local IP address. If a PDG is finally selected,, the establishment of an end-to-end tunnel is performed between the WLAN UE and this PDG. The WLAN UE shall include the W-APN and the user identity in the initial tunnel establishment request.

2.3

During the tunnel establishment, the PDG contacts the 3GPP AAA Server in the HPLMN via the 3GPP AAA Proxy for authorization of the WLAN UE for the W-APN being requested by the WLAN UE and to retrieve the information required for the mutual authentication part of the tunnel establishment. As a result of successful mutual authentication the 3GPP AAA Server registers the WLAN UE at the HSS. This action may be omitted if the WLAN UE is already registered at this 3GPP AAA Server.
The 3GPP AAA Server shall be able to check that the user requesting the tunnel establishment has been already successfully WLAN Access Authorized. Based on operator policy it shall be possible to turn this check on and off. The check may be based on the user’s subscription data, e.g. the user’s subscribed services. If the check is not successful, the tunnel establishment request is rejected. 
If the WLAN UE is not allowed to use a visited-PDG to access the given W-APN, the 3GPP AAA Server shall send a rejection message to the PDG and then the tunnel establishment shall be rejected by the PDG. The 3GPP AAA Server shall provide PDG with the subscribed Charging Characteristics or W-APN Charging Characteristics.
If it is not possible to establish the tunnel with any of the PDGs received from step2.1, or the tunnel establishment failure reason is that the WLAN UE is not allowed to use a visited-PDG to access the given W-APN, then the WLAN UE continues with step 3.
2.4
During the tunnel establishment procedure, the PDG and the WAG exchange information via the 3GPP AAA Proxy in order to establish a filtering policy to allow the forwarding of tunnelled packets to the PDG. The 3GPP AAA Proxy requests the WAG to apply filtering policy based on information obtained from the PDG. The 3GPP AAA Proxy decides which filtering policy could be applied by the WAG according to local information (e.g. based on number of users, WAG capabilities, roaming agreement policy, etc).

3.
Depending on internal configuration, or due to the failure of step 2.1 or 2.3, the WLAN UE initiates W-APN resolution and tunnel establishment with a PDG in HPLMN.
3.1
WLAN UE constructs an FQDN using W-APN Network Identifier and the HPLMN ID as the Operator Identifier, and performs a DNS query to resolve it. The DNS response will contain one or more IP addresses of equivalent PDGs that support the requested W-APN in the HPLMN according to standard DNS procedures.
3.2
The WLAN UE selects a PDG from the list received in step 3.1. If the DNS response contains IPv4 and IPv6 addresses, the WLAN UE has to select an address that has the same format as its own local IP address. If a PDG is finally selected,, establishment of an end-to-end tunnel is performed between the WLAN UE and this PDGs. The WLAN UE shall include the W-APN and the user identity in the initial tunnel establishment request.

3.3
During the tunnel establishment, the PDG contacts the 3GPP AAA Server in the HPLMN for authorization of the WLAN UE for the W-APN being requested by the WLAN UE and to retrieve the information required for the mutual authentication part of tunnel establishment. As a result of successful mutual authentication the 3GPP AAA Server registers the WLAN users at the HSS. This action may be omitted if the WLAN UE is already registered at this 3GPP AAA Server. The 3GPP AAA Server shall be able to check that the user requesting the tunnel establishment has been already WLAN Access Authorized. Based on operator policy it shall be possible to turn this check on and off. The check may be based on the user’s subscription data, e.g. the user’s subscribed services. If the check is not successful, the tunnel establishment request is rejected. 
If the WLAN UE is not allowed to use a Home PDG to access the given W-APN according to his subscription, the 3GPP AAA Server shall send a rejection message to the PDG and then the tunnel establishment shall be rejected by the Home PDG. The 3GPP AAA Server shall provide the PDG with the WLAN UE’s remote IP address, received from the HSS, when static remote IP address allocation is used. The 3GPP AAA Server shall provide PDG with the subscribed Charging Characteristics or W-APN Charging Characteristics.

3.4
During the tunnel establishment, the PDG and the WAG exchange information via the 3GPP AAA Server and 3GPP AAA Proxy in order to establish a filtering policy to allow the forwarding of tunnelled packets to the PDG. The 3GPP AAA Server requests to the WAG to apply filtering policy based on information obtained from the PDG. The 3GPP AAA Server decides which filtering policy could be applied by the WAG according to local information (e.g. based on number of user, WAG capabilities, roaming agreement policy, etc). The applied filtering policy is communicated to the Home-PDG.

7.9.1
Redirection
In the above procedures, the WLAN UE may not be authorised to access the requested W-APN through the selected PDG. This may occur for the following reasons:

(i)
The requested W-APN is not supported by the network

(ii)
The user is not subscribed to the requested W-APN

(iii)
The PDG is in the VPLMN and the user's subscription indicates that VPLMN access is not allowed for the requested W-APN

(iv)
The operator does not wish to include all PDG addresses in DNS and so (for example) all initial requests are handled by a default PDG which may not be the correct PDG for the requested W-APN

(v)
The user has not supplied an explicit requested W-APN. This is treated as a request for the first appropriate subscribed W-APN, or for a network default W-APN (if a wildcard W-APN is included in the subscription), as per 23.060 Annex A.

In cases (i), (ii) and (iii), the request is simply rejected. In case (iii), the WLAN UE may attempt tunnel establishment to the HPLMN as described in Section 7.8.

In cases (iv) and (v) above, the 3GPP AAA Server may determine that the user is authorised to access the W-APN through a different PDG. The 3GPP AAA Server then sends the IP address of the alternative PDG (i.e the authorized PDG) to the requested PDG. The IP address of the alternative PDG is then returned to the WLAN UE in the rejection message from PDG to WLAN UE. In this case the WLAN UE shall attempt a new tunnel establishment request to the provided PDG address.
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 Figure 7.11: Message flow of the tunnel establishment with redirection

During the step 2.3/3.3 in the procedure of clause 7.9, the 3GPP AAA Server authorizes the service to the WLAN UE, and sends the authorization information to the requested PDG. If requested PDG is not authorized to provide the service then the 3GPP AAA Server sends a new PDG (Authorized PDG) address and the authorized W-APN, then the following steps performed:

1.
The requested PDG sends tunnel redirection request to the UE with service authorization information (authorized PDG address and authorized W-APN.

2.
The WLAN UE sends an end-to-end tunnel establishment request to the Authorized PDG. Then end-to-end tunnel establishment begins between the Authorized PDG and the WLAN UE. A full or fast re-authentication method should be used during this tunnel establishment.

3.
The Authorized PDG provides filtering information to the WAG as it is specified in clause 7.9.

7.9.2
Subsequent authentication

In the case that the user attempts a subsequent tunnel establishment to a different PDG, it should be possible to avoid repeating the full authentication process and to perform fast re-authentication. .Fast re-authentication is an optional feature and its activation is performed in the home operator’s network.

7.9.3
Use of DNS

It shall be possible to restrict the propagation of DNS information used for the above mechanism to DNS servers controlled by the PLMNs and to DNS servers available only to authorised 3GPP WLAN UEs (i.e. those WLAN UEs which have successfully connected to a 3GPP Interworking WLAN.)

It shall be possible to configure multiple PDG addresses against a single FQDN in a manner which allows the load to be shared across these PDGs.
It shall be possible to configure IPv4 and IPv6 addresses against a single FQDN and to return these addresses together to the WLAN UE.
Note:
The above shall be achieved by standard DNS mechanisms. The usage of TLD and the DNS query performed by the WLAN UE to resolve the W-APN are left to stage 3. Further details are in [5].

7.9.4
Subsequent tunnel establishment

The subsequent tunnel establishment should follow the same procedure as in the first tunnel establishment.
7.10
Tunnel disconnection procedures

Tunnel disconnection can be either:

-
Initiated from the WLAN UE, as a result of an explicit deactivation/de-registration from the service.

-
Initiated from the PDG, e.g. due to timeout of the tunnel connection or request from the 3GPP AAA Server or other network entities.

Tunnel disconnection is specified for the following situations: 

-
Normal service termination resulting from an end user requesting termination of the end-to-end tunnel connection using tunnel control signalling or deletion of the IP bearers associated with a service,

-
Service termination resulting from network operator intervention,

-
Loss of radio connections which are used to transport the tunnel signalling.

The tunnel disconnection message exchanges between the WLAN UE and the PDG are performed basing on the specific tunnel control signalling protocol. The WLAN UE and the PDG release the control information associated with the tunnel during the exchange, and the PDG should send a tunnel release report to the 3GPP AAA Server to update the corresponding subscriber's service connection information and status in the 3GPP AAA Server, e.g. the service/tunnel connection activation info, the allocated IP address, etc. The filtering policy information applied on the WAG should also be removed. if necessary.
7.10.1
WLAN UE initiated tunnel disconnection
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Figure 7.12: WLAN UE initiated tunnel disconnection

1.
The WLAN UE determine to release the tunnel, e.g. due to the normal service termination operation.
2.
The WLAN UE send a Release tunnel request to the PDG.

3.
Upon receiving the Release tunnel request, the PDG sends a Release acknowledgement to the WLAN UE, releases the resources and the associated control information of the tunnel, and sends a Tunnel disconnection report to the 3GPP AAA Server.

4.
Upon receiving the Release acknowledgement, the WLAN UE releases the resources and the control information of the tunnel.
5.
Upon receiving the Tunnel disconnection report, the 3GPP AAA Server updates the related service information and/or status of the subscriber; and removes the filtering policy related to the disconnected tunnel from WAG if necessary.
7.10.2
The network initiated tunnel disconnection

1.
The PDG determines to release the tunnel, e.g. due to timeout of the tunnel connection or a request from the 3GPP AAA Server, or due to a network initiated normal service termination or a service termination resulting from network operator intervention.

2.
The PDG sends a Release tunnel request to the WLAN UE.

3.
Upon receiving the Release tunnel request, the WLAN UE releases the resources and the associated control information of the tunnel, and sends the Release acknowledgement to the PDG.
4.
Upon receiving the release acknowledgement, the PDG releases the resources, the associated control information of the tunnel, and the related service authorization information; and sends a Tunnel disconnection report to the 3GPP AAA Server.

5.
Upon receiving the Tunnel disconnection report, the 3GPP AAA Server updates the related service information and/or status of the subscriber; and removes the filtering policy related to the disconnected tunnel from WAG if necessary.
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Figure 7.13: The network initiated tunnel disconnection
7.10.3
Disconnection of the last tunnel for a WLAN UE
If the PDG detects that the disconnected tunnel is the last tunnel between the PDG and the WLAN UE, then all the WLAN UE related authorization and profile information could be removed from the PDG during the tunnel disconnection process.
In case the 3GPP AAA Server decides to disconnect the WLAN UE after the disconnection of the tunnel, a disconnection procedure will proceed as described in section 7.6 (step 3-4), 

After the WLAN UE disconnected, if the 3GPP AAA Server decides to remove the WLAN UE's information from the 3GPP AAA Server, the 3GPP AAA Server notifies HSS using Wx procedure "Purge" that the WLAN registration in the 3GPP AAA Server has been cancelled. The HSS removes the state related to that 3GPP AAA Server, e.g., the address of the serving 3GPP AAA Server for the identified subscriber.

**** Next changes ****
7.12
User identity to HSS resolution

7.12.1
General

This section describes the resolution mechanism, which enables the 3GPP AAA Server to find the address of the HSS, that holds the subscriber data for a given user identity when multiple and separately addressable HSSs have been deployed by the network operator. This resolution mechanism is not required in networks that utilise a single HSS. An example for a single HSS solution is a server farm architecture. The NAI will be used as user identifier towards the SLF.

The subscription locator is accessed via the Dw reference point. The Dw reference point is the standard interface between the 3GPP AAA Server and the SLF. The synchronisation between the SLF and the different HSSs is an O&M issue.

The subscription locator is already defined in 3GPP TS 23.228 [24] for Cx and Sh interfaces.

The Dw interface provides:

-
an operation to query the subscription locator from 3GPP AAA Server

-
a response to provide the HSS name towards 3GPP AAA Server.

By sending the Dw-operation DW_SLF_QUERY the 3GPP AAA Server indicates a user identity of which it is looking for an HSS. By the Dw-operation DW_SLF_RESP, the SLF responds with the HSS address. The 3GPP AAA Server may optionally store the HSS address for a given subscriber so subsequent queries to the SLF are not needed.

Subclause 7.12.2 presents an example of the session flow when the 3GPP AAA Server needs to query the SLF.

7.12.2
SLF query
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Figure 7.14: Query through SLF

1.
3GPP AAA Server detects that it requires the user profile, the registration or new authentication vectors for a given 3GPP subscriber, so has to query for the location of the user’s subscription data. The 3GPP AAA Server sends a DW_SLF_QUERY to the SLF and includes as parameter the user identity of the subscriber.

2.
The SLF looks up its database for the queried user identity.

3.
The SLF answers with the HSS address in which the user’s subscription data can be found. 

4.
The 3GPP AAA Server can proceed by querying the appropriate HSS by Wx protocol.
**** End of changes ****
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