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**** Start of changes ****
5
High-level Requirements and Principles
5.1
Access Control
Access Control is the capability to permit or deny a subscriber the use of a resource, in this case the WLAN and/or the interworking to the 3GPP system. The following functional requirements and principles have guided the development of this standard with regard to Access Control.

5.1.1
WLAN Impacts
The following requirements should be satisfied by the WLAN 3GPP Interworking function with regard to the WLAN itself: 
-
Legacy WLAN terminals should be supported. However software upgrades may be required for e.g. to access a (U)SIM.
-
Existing client hardware and software should be used where ever possible
.
-
Minimal impact on existing WLAN networks
-
The need for operators to administer and maintain WLAN UE software shall be minimized.
-
Methods for key distribution to the WLAN access network to allow secure tunnels to be established shall be supported. Note: This does not mean Wireless Equivalent Privacy (WEP) keys in the case of a 802.11 network. 

-
WLAN Access Authorization shall occur upon the success of the authentication procedure. It may take into account the user's subscription profile and optionally information about the WLAN AN, such as WLAN AN operator name, WLAN AN location information (e.g., country, telephone area code, city), WLAN AN throughput (e.g., maximum and minimum bandwidth guarantees for both ingress and egress traffic). 


-
Results of WLAN Access Authorization requests shall be indicated to the WLAN, so that the WLAN can take appropriate action.

-
It shall be possible to indicate to the user of the results of authorization requests.

-
The WLAN Access Authorization mechanism shall be able change service provisioning dynamically, and  inform the user and WLAN of any change.
-  Transporting Authentication signalling over WLAN Radio Interface: WLAN authentication signalling is carried between WLAN UE and WLAN AN by WLAN Access Technology specific protocols. To ensure multivendor interoperability these WLAN technology specific protocols shall conform to existing standards of the specific WLAN access technology. 

-  Transporting Authentication signalling between WLAN AN and 3GPP network: WLAN Authentication signalling shall be transported between any WLAN AN and 3GPP network by a standard protocol, which is independent of the specific WLAN technology utilised within the WLAN Access network.  
5.1.2
Existing 3GPP Element Impacts
The following requirements should be satisfied by the 3GPP-WLAN Interworking System function with regard to existing 3GPP network elements: 

-
Existing SIM and USIM shall be supported. 
Authentication shall rely on (U)SIM based authentication mechanisms.  
R6 USIM may include new functionality if necessary e.g. in order to improve privacy.

-
Changes in the HSS/HLR/AuC shall be minimized.

-
The Service Location Function (SLF) node shall be used in the same way as defined in 3GPP TS 23.228 [24] to find the address of a subscriber’s HSS, if necessary. . 



-
The WLAN connection established for a 3GPP subscriber shall have no impact to the capabilities of having simultaneous PS and CS connections for the same subscriber. (e.g. the HSS shall not deregister a PS subscriber when the UE registers on a WLAN).






-
This TS proposes solutions for operators who want to interwork their WLAN with an existing pre-R6 HLR/HSS. Please refer to Annex A.
5.1.3
Requirements for WLAN Direct IP Access

The following requirements should be satisfied by the 3GPP-WLAN Interworking function with regard to allowing direct access to the IP network to which the WLAN is connected (e.g. the Internet):
-
A WLAN supporting both WLAN Direct IP Access and WLAN 3GPP IP Access shall be able to support a WLAN UE operating in the WLAN Direct IP Access mode only, e.g. according to subscription.

5.1.4
Requirements for WLAN 3GPP IP Access

The following requirements should be satisfied by the 3GPP-WLAN Interworking function with regard to allowing access to a WLAN 3GPP IP network (e.g. the operator’s intranet which allows IMS access):

-
Service Authorization for 3GPP services shall occur after the WLAN Access Authentication/Authorization procedure.

-
It shall be possible to use Service Based Policy Control...

-
Access to 3GPP PS based services shall be provided via WLAN. The interworking architecture shall be able to support all 3GPP PS based services.

-
Quality of Service shall be supported when accessing these services via WLAN, although some limitations may exist because of the WLAN AN.


-
A combined access capable user with the subscription for both services should be able to choose between  “WLAN Direct IP Access only” or “WLAN 3GPP IP Access”.
- 
The WLAN UE shall be able to detect if a WLAN does not support access to 3GPP PS based services.
-
Data flows must be able to be routed to the HPLMN or the VPLMN, e.g. according to subscription. The enforcement of this routing shall not rely on the WLAN UE client.
Note:
This routing enforcement may require additional functionality in the WLAN AN
-  End to End Authentication: WLAN Authentication signaling is executed between WLAN UE and 3GPP AAA Server for the purpose of authenticating the end-user and authorizing the access to the WLAN and 3GPP network. Details of End-to-End Authentication is covered in 3GPP TS 33.234 [10]. 

-  Service Selection and Authorisation: The solution shall include means for securely delivering service selection information from the WLAN UE to the 3GPP AAA Server in the Home Network. If a user chooses to access the Internet directly using the local IP network, no service selection information is passed to the PLMN. In all other cases, where WLAN 3GPP IP Access is desired, the service selection information shall contain the name of the W-APN to which access is requested. The 3GPP AAA Server in the Home network shall verify the users subscription to the indicated W-APN against the subscriber profile retrieved from HSS. The 3GPP AAA Server selects a W-APN based on the requested W-APN and on the user's subscription/local policy.

-  The service request shall be indicated by a tunnel establishment request from the WLAN UE to the PDG. The PDG shall then seek authentication/authorisation from the 3GPP AAA Proxy or Server in the same network.

-  The results of the authorisation decision shall be communicated to the Visited Network. All subscription-based authorisation decisions are made in the Home network.

-  In the case of a request for access to services provided in the Visited Network, the 3GPP AAA Proxy shall also authorise access based on local policy.

5.1.5
WLAN Access Authorization







WLAN Access Authorization defines the process(es) in 3GPP AAA Server verifying whether WLAN Access should be allowed to a subscriber and deciding what access rules/policy should be applied to a subscriber. It is the stage after access authentication, but before service authorisation and WLAN UE's local IP address allocation.

After the authentication process succeeds, there could be additional conditions for the 3GPP AAA Server to decide whether the access is allowed and what access rules/policy should be applied. These conditions may be based on the subscriber's profile, the account status, O&M rules, local agreements or information about the WLAN AN.
The procedure for WLAN Access Authorization between the WLAN UE and the 3GPP AAA Server is combined with the WLAN Access Authentication.

Access rules/policy decided by the 3GPP AAA Server may be deployed in the 3GPP AAA Server, or/and in other entities such as the WAG or the WLAN AN. 

Access rules/policy may include access scope limitation, time limitation, bandwidth control values, and/or user priority. 

WLAN Access rules/policy should be specified by the home and/or visited operator based on the subscriber's profile, the account status, O&M rules (e.g. blacklist, access limitation list), and local agreements. Factors such as access time and access location could also be considered in these rules. 

The access scope limitation could be, for example, only/not/may "access through WAG"; only/not/may "access intranet X". 

Access scope limitation can be achieved using IP allocation scheme, VLAN allocation, Filtering, ACLs in the routers and switchers, or other methods.
Different access priority or the range of priorities may be authorized for different subscribers, and/or for one subscriber based on different access time or location, etc.
5.1.5
3GPP WLAN Attach
3GPP WLAN attach status indicates whether the WLAN UE is now being served by the 3GPP-WLAN Interworking System .
A WLAN UE is "WLAN-attached" after successful authentication and WLAN Access Authorization.
A WLAN UE is "WLAN-detached" in 3GPP network after its disconnection, or its authentication or WLAN Access Authorization being cancelled.
The WLAN-attach status is maintained by the 3GPP AAA Server. 
The WLAN UE's WLAN attach status should be obtained from the 3GPP AAA Server directly or through the HSS, by other entities in the 3GPP or 3GPP connected network. Other entities in the 3GPP network obtain the WLAN UE's WLAN-attach status directly from the 3GPP AAA Server or through the HSS. These entities and the corresponding reference points are not in the scope of this TS.

The description of the corresponding status in the WLAN UE is out of the scope of this TS.





**** End of changes ****
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