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1. Introduction

This contribution analyses a proposed solution for handling early IMS Security as captured in TR33.878v003 and identifies some issues such as the introduction of a new idle timer. Before such requirements are agreed Ericsson suggests that 3GPP analyses the consequences of these requirements further before final approval. 

In Annex A a draft reply LS to SA3, cf. S2-043043, is provided.

Further alternate solutions are highlighted that reduces the load on HSS as well as reducing the architectural impact on GPRS that would also solve the security issue with identity spoofing at SIP layer.

2. Discussion

2.1 Background

The Early IMS security assumes that a GGSN sends the MSISDN and the IP Address of a UE towards a Radius Server, which forwards the MSISDN, and IP address to the HSS. When the Mobile sends a SIP REGISTER towards the S-CSCF including the IM Private Identity the S-CSCF queries the HSS that based on the IMS identity can identify the matching MSISDN and IP address of the UE and return the IP Address to the S-CSCF. The S-CSCF checks with the stored IP Address in the S-CSCF that it matches the received IP Address from the HSS. If the matching is successful the S-CSCF can proceed with the REGISTRATION process and if the matching is unsuccessful the session is terminated. 

This framework alleviates certain attacks such as that an attacker is using a victims IMS identities, which could lead to that the victim pays the service for the attacker. Further an operator could even risk that the attacker does not pay for the bearer e.g. a conversational bearer due to that FBC is zero rating the bearer. Hence for certain use cases the attacker could use certain services for free.

2.2 Analysis

The TR assumes that “During PD context request towards the IMS, the GGSN shall send a RADIUS “ACCOUNTING-REQUEST-START message to a RADIUS server attached to the HSS”. This may lead to the assumption that an operator is forced to use a specific IMS APN or that the UE is utilizing a signalling PDP Context. However Ericsson believes that the assumption to use a specific IMS APN is too restrictive from an architectural point of view. Ericsson suggests that a solution for Early IMS Security shall consider different scenarios such as that an APN is used for both IMS and non-IMS based services. Further TS 23.228 stipulates that “When the UE uses GPRS-access for IMS services, it shall be able to establish a dedicated signalling PDP-Context for IM Subsystem related signalling or utilize a general-purpose PDP context for IM subsystem signalling traffic.” Hence there is no guarantee that the UE is using a signalling PDP context for IMS. This seems to lead to the conclusion that the GGSN should then send the IP address of a UE towards a RADIUS Server and the HSS for all services i.e. both non-IMS as well as IMS based services.

Since a UE may have several IP addresses towards the same GGSN it seems that in such a case the GGSN need to send all these IP addresses towards the RADIUS server and HSS. Further in the general case a UE may be attached to more than one GGSN complicating things even more. These architectural aspects do not appear to have been discussed and handled by the current version of TR 33.878. Ericsson believes that these aspects need to be further analysed before final approval of requirements.

The TR suggests that a new timer called “idle timer” shall be used by the GGSN. Ericsson understands that the reason why to introduce the timer is to reduce the load on the HSS. The timer is suggested to be in the order of hours working in such a way that when there is no PDP context available between the GGSN and the UE the GGSN stores (or reserves) the allocated IP address for a specific UE for a time which is equal to the idle timer. Hence this would then mean that the GGSN does not upon termination of all bearers send an ACCOUNTING-REQUEST Stop until the idle timer has passed. This new requirement is, as far as Ericsson understands, not defined for security reasons. Instead it is an optimization in order to reduce the communication towards the HSS. It should be noted that the HSS is responsible for the creation of Authentication Vectors so it seems sensible not to communicate with the HSS more than necessary to avoid that it is overloaded, potentially leading to that other services e.g. voice suffers. If such a requirement is needed Ericsson would suggest that this is further discussed in SA2 before it can be endorsed. Ericsson is of the opinion that such a concept should be avoided e.g. due that there might increase the risk with conflicts between dynamically allocated IP addresses. Further if the UE has had several IP Addresses it is not clear if the GGSN shall reserve all those IP address for a UE or if TR33.878 assumes that the GGSN selectively can choose one of them (how?). Ericsson suggests that SA2 encourages SA3 to remove the requirements related to idle timer until the consequences of the timer has been fully understood and analysed.

The figure below tries to give an overview of the current status in TR 33.878, with some assumptions made by Ericsson:
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2.3 Alternate solutions

In this paper two alternate solutions are highlighted that would minimize the impact on GPRS:

1. The HSS instead queries the Radius Server to get knowledge about the IP Address mapping instead of uploading the IP address to the HSS. The Radius Server would be aware of all IP Addresses of the UE.

2. In Annex B a solution based on FBC is described. This solution would make it possible for a certain AF to be configured in such a way that the CRF/PDF verify the user identities at different layers. This would work for operators that have FBC installed.

3. Proposal

Ericsson has reviewed the TR 33.878 and suggests that SA2 takes the proposed LS reply as suggested in the Annex A as the basis for a reply to SA3. Ericsson also suggests that the current solution in TR33.878 is further evolved in order to have a stable technical solution which consequences are fully understood before related CRs are approved in 3GPP.

Annex A

1. Overall Description:

SA2 would like to thank SA3 for sending the draft TR 33.878 on security aspects for early IMS.

SA2 has reviewed the TR and would like SA3 to take the following aspects into consideration.

· SA2 is not aware of a definition of an authenticated PDP context and that a mechanism to e.g. check the integrity of a PDP context is available in 3GPP specifications.

· It is mentioned that a GGSN shall send information to the HSS. SA2 understands that SA3 envision that the GGSN shall send information to a Radius Server over Gi interface. SA2 asks SA3 to make the specification specific and clear on this topic.

· SA2 notes that an attacker could avoid paying for IMS services as described in the TR but pay for GPRS level charges. It should be noted by SA3 that a GPRS bearer e.g. a conversational bearer may be zero rated for certain services. Hence for certain attacks an operator could risk that an attacker is using an IMS service as well as a conversational bearer for free.

· SA2 did not find any text related to whether SA3 assumes a single APN or not and/or whether the terminal is utilizing a signalling PDP context or not. The cases when a UE has established more than one IP Network Connection and/or is attached to more than one GGSN and implications do not seem to be considered. SA2 suggests that SA3 consider all these different cases before a final solution is endorsed.

· SA2 notes that SA3 introduces an idle timer in the GGSN. According to the understanding of SA2 and how this timer will be used it is not a security related requirement it is rather an architectural requirement if such a timer is needed. The consequences of introducing such an idle timer should be analyzed in more detail before final approval.

· SA2 asks SA3 to avoid a requirement that the GGSN under certain situations shall log certain events. Rather it should be possible to configure the GGSN in such a way that certain events can be logged.

· SA2 would also like to note that CN3 is assumed to develop Gi Stage-2 and stage-3 for Relase 6 including RADIUS parameters where no specific SA2 requirements have been defined.

2. Actions:

To CN3:

ACTION: 
SA2 kindly asks SA3 to take the comments above into account when further progressing the TR 33.878.

Annex B

An alternate solution would be to use the FBC architecture, which could solve the issue that SA3 aims to resolve. The problem is related to the fact that there need to be means or a mechanism that ensures that the network can verify that the IP address of a UE and IMS identity at SIP layer corresponds to the same user at bearer level. According to TS 23.003 the IMS private identity is derived from the IMSI, assuming that no ISIM application is used, 

Private User Identity = imsi@mnc.mcc."IMSI.3gppnetwork.org

From an FBC point of view the P-CSCF and/or the S-CSCF depending on the operator configuration could act as an AF operating Rx (or Gq even). Assuming that the S-CSCF acts as an AF it could before a REGISTRATION session is proceeded unsolicited forward the Private User Identity along the IP address of the UE over Rx towards the CRF.

At PDP context activation FBC assumes that the IP Address of the UE and IMSI (or MSIDN) is sent towards the CRF over the Gx interface. 

Hence since CRF based on the assumptions above is then aware of the IMSI both from the S-CSCF and the GGSN and the corresponding IP addresses able to check that the IP Addresses match. If there is no match the CRF/PDF should notify the S-CSCF in order to terminate the SIP session and the CRF should deactivate any corresponding rule at the TPF.

Note 1: If an ISIM is used then a CRF/PDF upon receiving the IMS identity over Rx/Gq may query the newly defined subscription Profile Repository, cf. S2-043314. Another alternative is that that the S-CSCF requests the IMSI from the HSS at REGISTRATION and then forwards this identity towards a CRF/PDF. However does the ISIM application include an identity, which is, based on the IMSI or MSISDN the S-CSCF (or any other CSCF acting as AF depending on operator configuration) forwards IMSI and/or MSISDN over Rx/Gq towards CRF/PDF. The ISIM application could for a general case also be resolved in Release 7 e.g. base a solution on the new interface now called Sp between PCCN and Subscription Profile Repository is utilized.

Note 2: The proposal work in a similar way for Public User identities. In particular TS 23.003 specifies that when no ISIM is used then “The temporary public user identity shall be of the form "user@domain" and shall therefore be equal to the private user identity”. Further it is possible to use a public user identity rather than the private identity at SIP layer. Then the S-CSCF either requests an IMSI or MSISDN from HSS based on the public user identity, or derives IMSI/MSISDN from the public user identity or sends the public user identity towards CRF/PDF that derives IMSI/MSISDN or CRF quires the Subscription Profile Repository for getting IMSI or MSISDN.

B.1
Comparison

The alternate solution described in Annex B makes use of FBC, which is optional. It should be noted that the impact on FBC would be minor. However it seems reasonable to assume that operators using FBC together with non-IMS based services would also like to use it for IMS when an IMS investment is made. Hence it seems reasonable from that perspective to allow the mechanism for Early IMS Security to be handled by FBC for those operators who so wishes. Note that FBC was originally not supposed to cover such a mechanism but on the other hand that also applies to the HSS based solution currently described in TR 33.878. Further the use of FBC has the advantage that there are no architectural impacts from a GGSN point of view as well as no impact on how IP Addresses are allocated and released i.e. all these issues are fully reused in an FBC based solution. If the CSCF shall query the HSS to get IMSI and/or MSISDN based on private/public identity the corresponding interface should be updated.

Although it should be recognized that the current proposal discussed in the TR 33.878 is reusing and upgrading existing nodes it assumes that the optional RADIUS server (AAA Server) is used. However this is probably not a problem since it seems that a Radius service is used in many cases. Note that the CRF/PDF is also a AAA server. However the major drawbacks with the current version of the proposal in TR 33.878 are the introduction of an idle timer and that it does not appear to consider a general architecture as discussed above.

































































































