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6
Interworking Architecture
6.1
Reference Model
Editor's note:
The term roaming is used here when referring to roaming between 3GPP networks. However, an intermediate aggregator or a chain of intermediate IP networks may possibly separate the user when accessing the WLAN from the 3GPP home network.

6.1.1
Non Roaming WLAN Inter-working Reference Model
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Note:
The shaded area refers to WLAN 3GPP IP Access functionality.


Figure 6.1: Non-roaming reference model

6.1.2
Roaming WLAN Inter-working Reference Model

The Home Network is responsible for access control to the rest of the 3GPP-WLAN Interworking System. Charging records can be generated in the visited and/or the home 3GPP networks based on where the processing takes place.  Both the WAG in the Visited Network and the PDGs in the Home and Visited Network are expected to generate charging records. . The Wx and Wo reference points are intra-operator. The Home Network interfaces to other 3GPP networks via the inter-operator Wd reference point.

The 3GPP AAA Proxy relays access control signalling and accounting information to the Home 3GPP AAA Server using the Wd reference point.
The 3GPP AAA Server can also issue charging records to the visited network CGw/CCF when required. The 3GPP network interfaces to WLAN Access Networks via the Wa reference point.
The following diagrams show the reference architecture when the interface to the External IP Network (i.e. the PDG) is in the Home Network and when the PDG is in the Visited Network.
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Figure 6.2a: Roaming reference model - 3GPP PS based services provided via the 3GPP Home Network
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Figure 6.2b: Roaming reference model - 3GPP PS based services provided via the 3GPP Visited Network

6.2
Network elements

6.2.1
WLAN UE

A WLAN UE is the User Equipment provided with a (U)SIM card to allow a 3GPP subscriber to access the WLAN-3GPP Interworking System. The WLAN UE may be capable of WLAN access only, or it may be capable of both WLAN and 3GPP radio access (e.g. GPRS). Some WLAN UE’s may be capable of simultaneous access to both WLAN and 3GPP radio access. A WLAN UE may include terminal types whose configuration (e.g. interface to a UICC), operation and software environment are not under the exclusive control of the 3GPP system operator, such as a laptop computer or PDA. A laptop or PDA will need with a WLAN card, UICC card reader and suitable software applications in these cases.
The WLAN UE functions include:

-
Associating to an I-WLAN.

-
Supporting WLAN access authentication based on EAP methods.

-
Selecting of a suitable VPLMN in the roaming case.

-
Building an appropriate NAI.

-
Obtaining a local IP address. If the WLAN UE is intended for use with WLAN ANs supporting IPv4 only as well as with WLAN ANs supporting IPv6 only, it shall be equipped with a dual IP stack.

For WLAN 3GPP IP Access enabled WLAN UE:
-
Building an appropriate W-APN to be used for External IP network selection.

-
Requesting the resolution of a W-APN to a PDG address.  
If IPv4 and IPv6 addresses are returned during the resolution process, the WLAN UE shall select the address that has the same format as its own local IP address (IPv4 or IPv6).

-
Establishing a secure tunnel to the selected PDG.

-
Obtaining a remote IP address.

-
Accessing services provided in the operators PS domain.

-
Allowing users to select the type of network access, i.e. WLAN 3GPP IP Access or WLAN Direct IP Access.
6.2.1.1
Void
6.2.2
3GPP AAA Proxy

The 3GPP AAA Proxy represents a proxying and filtering function that resides in the Visited 3GPP Network. The 3GPP AAA Proxy functions include:

-
Relaying the AAA information between WLAN and the 3GPP AAA Server 

-
Enforcing policies derived from roaming agreements between 3GPP operators and between WLAN operator and 3GPP operator

-
Providing access scope limitation information to the WLAN based on authorization information from the Home network

-
Reporting per-user charging/accounting information to the VPLMN CCF/CGw for roaming users

-
Terminating Service (O&M initiated termination from visited network operator)

-
Converting protocols when the Wa and Wd reference points do not use the same protocol

For WLAN 3GPP IP Access only:

-
Receiving per-tunnel charging information based on the tunnel identifier from the WAG and mapping of a user identifier and a tunnel identifier from the PDG; generating per user charging records for roaming users based on this information.

-
Receiving authorization information related to subscriber requests for W-APNs in the Visited network.
-
Authorizing access to Visited network W-APNs according to local policy.
-
Receiving the suitable policy enforcement information from AAA Server and providing it to the WAG in the VPLMN.

-
Providing suitable routing enforcement information to WLAN AN if necessary.
The 3GPP AAA Proxy functionality can reside in a separate physical network node, in the 3GPP AAA Server or any other physical network node.

6.2.3
3GPP AAA Server

The 3GPP AAA Server is located within the 3GPP Network. There should be only one 3GPP AAA Server for a WLAN attached subscriber. The 3GPP AAA Server:
-
Retrieves authentication information and subscriber profile (including subscriber's authorization information) from the HLR/HSS of the 3GPP subscriber's Home 3GPP Network.

-
Authenticates the 3GPP subscriber based on the authentication information retrieved from HLR/HSS. The authentication signaling may pass through AAA proxies.

-
Communicates authorization information to the WLAN potentially via AAA proxies.

-
Registers its own (the 3GPP AAA Server) address or name with the HLR/HSS for each authenticated and authorized 3GPP subscriber. 

-
Initiates the Purge procedure when the 3GPP AAA Server deletes the information of a subscriber. 

-
Acts as a AAA proxy, as an implementation option (see above).

-
Maintains the WLAN UE's WLAN-attach status.
-
Provides the WLAN UE's WLAN-attach status to other entities.  This function is out of the scope of this TS.
-
Generates and reports per-user charging/accounting information to the HPLMN CCF/CGw.
-
Transfers a subscriber’s authentication from an HSS/HLR.
For WLAN 3GPP IP Access:

-
Communicates service authorization information (e.g. authorized W-APN, necessary keying material for tunnel establishment and user data traffics) to the PDG. Uses a AAA proxy if the PDG is located in a VPLMN.
· Provides the PDG with the WLAN UE’s remote IP address (which may have been received from the HSS) when static remote IP address allocation is used.

-
Provides the 3GPP AAA Proxy with suitable policy enforcement information.

-
Provides suitable policy enforcement information to WAG in HPLMN.
-
Provide suitable routing enforcement information to WLAN AN as an option.
6.2.4
HLR/HSS

The HLR/HSS located within the 3GPP subscriber's Home Network is the entity containing authentication and subscription data required for the 3GPP subscriber to access the WLAN-3GPP Interworking Service.

The HSS also provides access to the WLAN UE's WLAN-attach status for other entities.  The HSS may provide an answer or relay the WLAN-attach status query to the 3GPP AAA Server.  The HSS shall store the IP address of the 3GPP AAA Server to which the WLAN UE is registered so it may relay this query, if necessary.

A 3GPP AAA Server other than the registered 3GPP AAA Server of a subscriber may request authentication information or other subscriber data from the HSS.  The HSS will send the address of the registered 3GPP AAA Server back so the other 3GPP AAA Sever may request information directly.
6.2.5
WLAN Access Gateway
The WLAN Access Gateway is part of the WLAN 3GPP IP Access Enabled system.  
The WLAN Access Gateway routes data to/from the WLAN Access Network to/from a PLMN to provide a WLAN UE with 3G PS based services.
The WLAN Access Gateway shall reside in the VPLMN in the roaming case, and in the HPLMN in the non-roaming case.

The WLAN Access Gateway:

-
Allows the VPLMN to generate charging information for users in the roaming case.

-
Enforces routing of packets to the PDG.

-
Performs collection of per tunnel accounting information, (e.g. volume count (byte count) and elapsed time) to be used for inter-operator settlements.

-
Filters out packets based on unencrypted information in the packets.  Packets should only be forwarded if they: 
1.
are part of an existing tunnel or 
2.
are expected messages from the WLAN UEs. This includes service requests, and tunnel establishment messages.
Since the WAG does not have a full trust relationship with the WLAN UE, it is not able to stop all messages. However, messages from an unknown IP address can easily be discarded. Other approaches may be used as well. Additional types of message screening are left to the operators' discretion. Furthermore, Network Address Translators within the network between the WAG and the WLAN may modify the source address of IP packets from the WLAN UEs. The modified source address can be reliably associated to a WLAN UE by the PDG during tunnel establishment and provided to the WAG via the 3GPP AAA Server/Proxy. Before this address is delivered, all tunnel establishment packets shall be routed by the WAG unless they are discarded due to firewall rules implemented on the WAG.
Note:
Per tunnel accounting generation in the WAG is not required when the WAG and PDG are in the same network, i.e. the non-roaming case.

The WAG may implement policy enforcement before tunnel establishment to enhance the firewall and reduce then number of unwanted packets going through the PLMN.  The WAG, for example, may forbid roaming WLAN UE from sending tunnel establishment to PLMNs other than its HPLMN or mayforbid packets from unauthorized WLAN UE.  How these policies are implemented is outside the scope of this TS.
The WAG shall also perform policy enforcement after tunnel establishment.

After tunnel establishment, the following procedures apply at the WAG:
-
If service is provided through a PDG in the HPLMN the WAG:

-
Ensures that all packets from the WLAN UE are routed to the HPLMN.

-
Ensures that packets from known WLAN UEs IP addresses are only routed to the appropriate PDG in the HPLMN.  Packets from sources other than appropriate PDGs shall not be routed to the WLAN UE.

-
If service is provided through a PDG in the VPLMN the WAG:

-
Ensures that all packets from the WLAN UE are routed to the VPLMN.

-
Ensures that packets from known WLAN UEs IP addresses are only routed to the appropriate PDG in the VPLMN.  Packets sources other than appropriate PDGs shall not be routed to the WLAN UE.

6.2.5.1
Policy Enforcement

Information regarding the selected PDG, including whether the PDG is in the HPLMN or the VPLMN is provided by the HPLMN to the VPLMN.  
In the roaming case, the PDG information is delivered from the 3GPP AAA Server to the 3GPP AAA Proxy.

Within the VPLMN, policy enforcement information is delivered to the WAG.

Note:
When the first policy information is delivered, it may indicate all the PDGs a subscriber may access.  This may speed up the establishment of additional tunnels, and allow invalid tunnel establishment requests to be rejected by the WAG.

The binding of the policy to a user's traffic allows the WAG to drop un-authorized packets sent to/from a user.

6.2.5.2
Per-tunnel Charging Generation

Editor's Note:
The details of per-tunnel charging generation in the WAG is FFS.

6.2.6
Packet Data Gateway

The Packet Data Gateway applies to a WLAN 3GPP IP Access Enabled System.
3GPP PS based services are accessed via a Packet Data Gateway. 3GPP PS based services may be accessed via a PDG in the subscriber’s Home Network or a PDG in the selected VPLMN. Authorisation and service selection (e.g. W-APN selection) and subscription checking determines whether a service shall be provided by the Home Network or by the Visited Network. The resolution of the IP address of the Packet Data Gateway providing access to the selected service will be performed in the PLMN where the PDG is located. If the PDG is intended to support connections from WLAN UEs using IPv4 and IPv6 local addresses, it shall be equipped with a dual IP stack.
Successful activation of a selected service results in:

-
Determination of the Packet Data Gateway IP address by the WLAN UE;
-  Establishment of a mutually authenticated tunnel between the WLAN UE and the PDG.
-
Allocation of a WLAN UE's remote IP address to the WLAN UE (if one is not already allocated);

-
Registration of the WLAN UE's local IP address with the Packet Data Gateway and binding of this address with the WLAN UE's remote IP address.

The Packet Data Gateway:

-
Contains routeing information for WLAN-3GPP Interworking System subscribers;
-
Routes data between the External Packet Data Network and the WLAN UE;

-
Performs address translation and mapping and 
de-capsulation and encapsulation as part of the tunnel processing;
-
Accepts or rejects the requested a tunnel establishment request according to the decision made by the 3GPP AAA Server;

-
Redirects the tunnel establishment request towards another PDG if this is indicated to be done by the 3GPP AAA Server  Note: Tunnel redirection is FFS.
-
Allocates the WLAN UE's remote IP address or 
relays the WLAN UE's remote IP address allocated by an External IP network to the WLAN UE, if External IP network address allocation is used.
-
Registers the WLAN UE's local IP address and binds this address with the WLAN UE's remote IP address;

-
Unbinds a WLAN UE's local IP address with the WLAN UE's remote IP address when a tunnel is released;

-
Authenticates the WLAN UE and prevents hijacking of the tunnel by another WLAN user;
-
May filter out unauthorised or unsolicited traffic via packet filtering functions. The types of message screened and the method are left to the operators' control, e.g. by use of Internet firewalls connected to the PDG.

-
Generates per user charging information.
-
Delivers the mapping of a user identifier and a tunnel identifier to the AAA Proxy.
-
Generates charging information related to user data traffic for offline and online charging purposes.

-
May apply IP flow based bearer level charging [13], [15], e.g. in order to differentiate or suppress WLAN bearer charging for 3GPP PS based services.

Annex F describes how PDG functionality can be provided by re-using existing unmodified GGSN functionality.
6.2.7
Subscription Locator Function (SLF)

The SLF is located within the 3GPP subscriber's home network and enables the 3GPP AAA Server to find the address of the HSS which holds the subscriber data for a given user identity.  This is necessary in a configuration with multiple separately addressable HSS’es. The SLF should be used in the same way for WLAN as for IMS, which is specified in 3GPP TS 23.228 [24].
6.3
Reference Points

6.3.1
Wa reference point
6.3.1.1
General description

The Wa reference point connects the WLAN Access Network, possibly via intermediate networks, to the 3GPP Network, specifically the 3GPP AAA Proxy in the roaming case and the 3GPP AAA Server in the non-roaming case. The prime purpose of the protocols crossing this reference point is to transport authentication, authorization and charging-related information in a secure manner. The reference point has to also accommodate legacy WLAN Access Networks.

3GPP AAA Proxies or Servers connected to legacy logical nodes outside of 3GPP scope that do not support 3GPP AAA protocol shall require signalling conversion between the legacy AAA protocol and the 3GPP AAA protocol.
EAP authentication shall be transported over the Wa reference point.

6.3.1.2
Functionality

The functionality of the reference point is to transport AAA frames which:

-
Carry data for authentication signalling between WLAN UE and 3GPP Network.

-
Carry data for authorization signalling between WLAN AN and 3GPP Network. This data may include a well-defined identification of the WLAN AN.

-
Carry charging signalling per WLAN user to enable offline and/or online charging. To minimize the requirements put on the WLAN Access Network, the use of online charging over Wa is optional and depends on the agreement between the operators of the WLAN AN and the 3GPP PLMN.

· Enable the identification of the operator networks where roaming occurs.

-
Carry keying data for the purpose of radio interface integrity protection and encryption as part of the WLAN UE to PDG tunnel. 
-
May carry Routing Enforcement information from the PLMN to ensure that all packets sent to/from the WLAN UE for PS based services are routed to the interworking VPLMN (roaming case) or HPLMN (no roaming case) appropriately.
-
purge a user from the WLAN access for immediate service termination if such functionality is supported by the WLAN AN,
-
Provide access scope limitation information to the WLAN based on the authorised services for each user (for example, IP address filters).
6.3.2
Wx reference point

This reference point is located between 3GPP AAA Server and HSS. The prime purpose of the protocol(s) crossing this reference point is to allow communication between the WLAN AAA infrastructure and HSS.
The functionality of the reference point is to enable:

-
Retrieval of authentication vectors, e.g. for USIM authentication, from HSS.

-
Retrieval of WLAN access-related subscriber information (profile) from HSS

-
Registration of the 3GPP AAA Server of an authorised (for WLAN Access) WLAN user in the HSS.
-
Indication of change of subscriber profile within HSS (e.g. indication for the purpose of service termination).

-
A purge procedure between the 3GPP AAA Server and the HSS.
-
Retrieval of Online Charging / Offline Charging Function addresses from HSS.
-
Fault recovery between the HSS and the 3GPP AAA Server.

-
Retrieval of service related information (e.g. W-APNs that may be selected by the WLAN UE and the data defined for the W-APNs in the WLAN UE’s profile) including an indication of whether a specificVPLMN is allowed to provide this service.

6.3.3
D'/Gr' reference point

This optional reference point is located between 3GPP AAA Server and pre-R6 HLR/HSS. The prime purpose of the protocol(s) crossing this reference point is communication between WLAN AAA infrastructure and HLR.  The protocol crossing this reference point is based upon the D/Gr reference points defined in 3GPP TS 29.002 [10]. Support of the D'/Gr' reference points requires no modifications to the MAP protocol at the HLR.

When the HLR and the associated network design make it possible, the functionality of the reference point is to enable:

-
Retrieval of authentication vectors, e.g. for USIM authentication, from HLR.

-
Registration of the 3GPP AAA Server of an authorised WLAN user in the HLR as the serving network element (e.g. an SGSN or VLR).
-
Indication of change of subscriber profile within HLR (e.g. indication of service termination).

-
A purge procedure between the 3GPP AAA Server and the HLR.
-
Fault recovery between the HLR and the 3GPP AAA Server.

-
Retrieval of service related information (e.g. W-APNs that may be selected by the WLAN UE) including indications of whether the service is to be supported by the HPLMN or by an identified VPLMN.

-
Retrieval of online/offline charging function addresses from HLR.

The functions provided on the D'/Gr' reference points are a subset of the functions provided on the D/Gr reference points described in 3GPP TS 29.002 [10].
If a 3GPP AAA Server supports the D' reference point, it will appear to the HLR/HSS as a VLR and shall behave according to the description of the behaviour of a VLR supporting the D reference point as described in 3GPP TS 29.002 [10].

If a 3GPP AAA Server supports the Gr' reference point, it will appear to the HLR/HSS as an SGSN and shall behave according to the description of the behaviour of an SGSN supporting the Gr reference point as described in 3GPP TS 29.002 [10].

Each of these scenarios has limitations which may make it unsuitable in a particular network. Please refer to Annex A for further details of how this may work for different network scenarios.

6.3.4
Wo reference point

The Wo reference point is used by a 3GPP AAA Server to communicate with 3GPP Online Charging System (OCS).  The prime purpose of the protocol(s) crossing this reference point is to transport online charging related information so as to perform credit control for the online charged subscriber.
The functionality of the reference point is to transport
 online charging data.

Wo reference point should be similar to the Ro interface currently used in the 3GPP OCS.

6.3.5
Wf reference point

The Wf reference point is located between 3GPP AAA Server and 3GPP Charging Gateway Function (CGF)/Charging Collection Function (CCF). The prime purpose of the protocol(s) crossing this reference point is to transport/forward charging information towards 3GPP operator's Charging Gateway/Charging collection function located in the Visited Network or Home Network of the subscriber.
The information forwarded to Charging Gateway/Charging collection function is typically used for:

-
Generating bills for offline charged subscribers by the subscribers' home operator.

-
Calculation of inter-operator accounting for roaming users as a group. This inter operator accounting is used to settle the payments between the visited and home network operator and/or between home/visited network and the WLAN.

The functionality of the reference point is to transport
 WLAN access-related charging data per WLAN user.

6.3.6
Wg reference point
The Wg reference point applies to WLAN 3GPP IP Access.

This is an AAA interface between the 3GPP AAA Server/Proxy and the WAG. It is used to 
-
Provide information needed by the WAG to perform policy enforcement functions..
-
Transport per-tunnel based charging information from the WAG to the AAA Proxy in the roaming scenario.
6.3.7
Wn reference point

The Wn reference point applies to WLAN 3GPP IP Access.

This is the reference point between the WLAN Access Network and the WAG. This interface forces traffic on a WLAN UE initiated tunnel to travel via the WAG. There are several different ways to implement this interface as shown in Annex C. The specific method to implement this interface is subject to local agreement between the WLAN AN and the PLMN.
6.3.8
Wp reference point

The Wp reference point applies to WLAN 3GPP IP Access.

This is the reference point between the WAG and PDG.

6.3.9
Wi reference point

The Wi reference point applies to WLAN 3GPP IP Access.

This is the reference point between the Packet Data Gateway and an External Packet Data Network. The External Packet Data Network may be a public or private packet data network or an intra operator packet data network, e.g. the entry point of IMS, RADIUS Accounting or Authentication, or DHCP.

Wi reference point is similar to the Gi reference point provided by the PS domain. Interworking with External Packet Data Networks is provided via the Wi reference point based on IP. Mobile terminals offered services via the Wi reference point may be globally addressable through the operators public addressing scheme or through the use of a private addressing scheme.
6.3.10
Wm reference point

The Wm reference point applies to WLAN 3GPP IP Access.
This reference point is located between the 3GPP AAA Server and Packet Data Gateway or between the 3GPP AAA Proxy and Packet Data Gateway. The functionality of this reference point is to enable:

-
The 3GPP AAA Server/Proxy to retrieve tunneling attributes and WLAN UE's IP configuration parameters from/via Packet Data Gateway.

-
The 3GPP AAA Server to provide the PDG with the WLAN UE’s remote IP address,received from the HSS when static remote IP address allocation is used.
-
The 3GPP AAA Server to provide the PDG with charging data (subscribed Charging Characteristics or W-APN Charging Characteristics) for 3GPP PS based services charging
-
Carrying messages between PDG and AAA Server in support of authentication between WLAN UE and 3GPP AAA Server/Proxy.

-
Carrying messages for user authorization between PDG and 3GPP AAA Server/Proxy.

-
Carrying authentication data for the purpose of tunnel establishment, tunnel data authentication and encryption.
-
Carrying the mapping of a user identifier and a tunnel identifier sent from the PDG via the AAA Sever to the AAA Proxy.
6.3.11
Wd reference point

6.3.11.1
General description

The Wd reference point connects the 3GPP AAA Proxy (possibly via intermediate networks) to the 3GPP AAA Server.  The prime purpose of the protocols crossing this reference point is to transport authentication, authorization and related information in a secure manner.
EAP authentication shall be transported over the Wd reference point.

6.3.11.2
Functionality

The functionality of the reference point is to transport AAA messages:

-
Carrying data for authentication signalling between 3GPP AAA Proxy and 3GPP AAA Server

-
Carrying data for authorization signalling between 3GPP AAA Proxy and 3GPP AAA Server

· Carrying charging signalling per WLAN user
· Carrying keying data for the purpose of radio interface integrity protection and encryption (MAM: Same comment as before… sounds like WEP… clarify or delete?)
-
Carrying authentication data for the purpose of tunnel establishment, tunnel data authentication and encryption, for the case in which the PDG is in the VPLMN.

-
Carrying the mapping of a user identifier and a tunnel identifier sent from the PDG to the 3GPP AAA Proxy via the 3GPP AAA Server.

-
Purging a user from the WLAN access for immediate service termination
-
Enabling the identification of the operator networks when roaming occurs
6.3.12
Wu reference point

The Wu reference point applies to WLAN 3GPP IP Access.

The Wu reference point is located between the WLAN UE and the Packet Data Gateway. It represents the WLAN UE-initiated tunnel between the WLAN UE and the Packet Data Gateway. Transport for the Wu reference point protocol is provided by the Ww, Wn and Wp reference points, which ensure that the data is routed via the WAG.
The functionality of the Wu reference point is to enable:

-
WLAN UE-initiated tunnel establishment 

-
User data packet transmission within the WLAN UE-initiated tunnel

-
Tear down of the WLAN UE initiated tunnel

6.3.13
Ww reference point

6.3.13.1
General Description

The reference point Ww connects the WLAN UE to the WLAN Access Network per IEEE 802.1x [19] specifications.

6.3.13.2
Functionality

The functionality of the reference point is per IEEE 802.1x specifications [19].

Note:
Ww is defined by IEEE 802 and provided here for information only. Any modification to the interface is outside the scope of this specification.
6.3.14
Dw reference point

This reference point is between the 3GPP AAA Server and the SLF. The prime purpose of the protocol(s) crossing this reference point is to enable the 3GPP AAA Server to find the address of the HSS which holds subscriber data in a networks with multiple separately addressable HSS’es.
6.4
Protocols

The protocol stack between the WLAN UE and the PDG is shown on figure 6.3
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Figure 6.3: Protocol stack between the WLAN UE and the Packet Data Gateway

6.4.1
Remote IP Layer

The remote IP layer is used by the WLAN UE to be addressed in the External Packet Data Network (i.e. on the Wi reference point).

On this layer, the WLAN UE is addressed by its Remote IP address and the packets are exchanged between the WLAN UE and an external entity. The PDG routes the Remote IP packets without modifying them.

6.4.2
Tunneling layer

The tunneling layer consists of a tunneling header, which allows end-to-end tunneling between a WLAN UE and a PDG. It is used to encapsulate IP packets with the remote IP layer.

When encapsulated IP packets are encrypted, the tunneling header contains a field which is used to identify the peer and decrypt the packets.

6.4.3
Transport IP Layer

The transport IP layer is used by the intermediate entities/networks and WLAN AN in order to transport the remote IP layer packets.

Between the WLAN UE and the WAG, the transport IP layer is used by the WLAN UE to be addressed within the WLAN AN, the intermediate networks (if any) and 3G networks.

On this layer, the WLAN UE is addressed by its local IP address.

For example this local IP address can be:

-
a private IPv4 address allocated by the WLAN AN; in this case a NAT is required in the WLAN AN and used to make the WLAN UE's local IP address routable in the intermediate networks (if any), the VPLMN and the HPLMN;

-
a public (either IPv4 or IPv6) address allocated by the WLAN AN; in this case no NAT is needed;

-
an IP address allocated by the WAG in an address space that is routable in the WLAN AN as well as in the intermediate networks (if any) and the 3G network; in this case no NAT is needed.

6.5
WLAN user profile
The WLAN user profile shall reside in HSS (if the operator is using a legacy HLR, the WLAN user profile may reside in the 3GPP AAA Server) and be retrieved from 3GPP AAA Server via Wx reference point. Detailed work on these parameters is expected in stage 3 work. The profile shall contain the following data items: 
1.
IMSI


User identification.

2.
MSISDN 


User identification, for example used for charging purposes

3.
Operator determined barring of 3GPP-WLAN interworking subscription 

4.
Operator determined barring of 3GPP WLAN tunneling 


This allows operator to disable all W-APNs at one time. If there is a conflict between this item and the "operator determined barring" of any W-APN, the most restrictive will prevail.

5.
Maximum session duration (optional)

Used for re-authentication purposes. If this field is not used, the WLAN AN will apply default time intervals. 

6.
Subscribed Charging Characteristics and accounting server identifier(s) 

The Subscribed Charging Characteristics will implicitly define the charging mode to be applied and, for every case, the charging node where the accounting information is to be reported.
7.
List of authorized W-APNs (optional)


List of W-APNs for which the user will have services available. These W-APNs may correspond to services in the home network or in the visited network. 
For each W-APN it shall be possible to define:

· W-APN Charging Characteristics and Accounting Server Identifier (optional)

If these parameters are not present, the W-APN Charging Characteristics and accounting server identifier defined in item 6 must be considered.

· W-APN Remote IP address (optional)
Indicates the static Remote IP address. If this parameter is present, the 3GPP AAA Server shall download it to the PDG in the W-APN authorization procedure, so the PDG shall use this static IP address. Otherwise, the remote IP address shall be allocated dynamically.
· W-APN Subscribed Remote IP address 

· Operator determined barring for W-APN. As the service requirements defined in TS 22.234 

NOTE:
Those W-APNs which have a complete barring, shall not be sent to the 3GPP AAA Server
8.
Local access allowed

Indicates the local services that the user is allowed to have direct access to from the WLAN Access Network., e.g. Internet,corporate Intranets. This is indicated in the form of a list of Local Service Identifiers

NOTE:
Local Service Identifiers are not passed outside the 3GPP system – access to services within the WLAN is restricted by means of access scope limitations applied on the Wa reference point.

NOTE:
In the roaming case, Local Service Identifiers must be agreed between Home and Visited operators. A Local Service Identifier for Internet access should be specified at Stage 3. A Local Service Identifier for each corporate network should be specified at Stage 3.

9.
Roaming allowed

Indicates if the user is allowed to use the 3GPP-WLAN Interworking System in an WLAN AN that have no direct connection to the home PLMN.
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