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1. Overall Description:
This discussion paper analyses the response LS from CN4 in (N4-041201/S2-043016) on the AAA protocol requirements. The original SA2 LS originated from discussions on a Vodafone CR in S2-042475. 

The existing requirement in TS 23.234 are detailed below:

1. A common AAA protocol shall be used for Authentication, Authorization and Accounting purposes in the WLAN Interworking Architecture within the 3GPP network.

2. The protocol used for Accounting purpose in the WLAN Interworking Architecture in the 3GPP network shall be the same as used by the 3GPP Charging Architecture eg. the AAA protocol used by the 3GPP IMS charging architecture,

3. If interworking with a legacy AAA protocol is needed, then it shall be performed at the entry and exit point of the 3GPP network. In the case of roaming, such interworking shall be performed in the visited network. The legacy AAA protocol may not support all features of 3GPP AAA protocol.  Therefore, this interworking might limit the usage of features existent in 3GPP AAA protocol but not existent in legacy AAA protocol(e.g. filtering rules).

2. Detailed Analysis:

The detailed analysis can be found in separate paragraphs beginning with "VF Analysis:" and in blue.
Is the use of RADIUS on the Wd interface technically feasible?

CN4 has analysed a CR to 3GPP TS 29.234 (WLAN stage 3) and finds that the support of RADIUS on the Wd interface is indeed feasible.
VF Analysis: TS 29.234 was approved at CN#25 including support of RADIUS and Diameter on the Wd reference point (section 5.2). This decision could be argued that it is in direct conflict with requirements 1 and 2 as stated above. But then, what is really meant by protocol here i.e. Diameter as a base or also different implementations of Diameter in the form of applications (e.g. Credit Control, NASREQ)? Also, should SA2 be making such requirements on the protocol, given that CN4 have been tasked with defining the protocol for WLAN interworking?
It is Vodafone's opinion that the stage 3 work for WLAN Interworking be left to CN4. The stage 3 is now stable (it is at version 6.0.0) so hints and pointers provided by SA2 for CN4 to develop the stage 3 should now be removed from the stage 2.

What is the opinon of the group on the proposed change to the architecture and its complexity compared to the current architecture.

CN4 debated the issue of supporting RADIUS on the Wd interface taking into account enhancements needed to current architecture. After analysis and debate it was found that architectural impacts would be very minimal (the 3GPP AAA Proxy would now have to have the capability to proxy RADIUS messages; a process that is much simpler and therefore faster than protocol conversion) and in the end CN4 decided in favour of enhancing the Wd reference point to include RADIUS.
The Wd reference point, compared to other reference points (such as Wf, Wg, Wo etc) was considered a special case for the following reasons.

The only purpose of the Wd reference point is to proxy information from the VPLMN to the HPLMN and vice versa.

Further, it was noted that the current protocol conversion from RADIUS messages on the Wa reference point to Diameter, does not produce the same flow as when Diameter is used on the Wa interface. Instead a constrained or "watered down" version of the Diameter flow is produced. This is because the 3GPP AAA Proxy cannot insert missing information that would normally be present had Diameter been used on the Wa interface.
Therefore, in light of this, it was felt that allowing RADIUS on the Wd interface should be allowed.
VF Analysis: CN4 have provided some good examples of why support of RADIUS on Wd is beneficial to an operator and hence why they have decided to ignore the existing stage 2 requirements. Therefore, the above requirements 1 and 2 should be removed from the TS.
CN4 also noted that allowing RADIUS on the Wd interface may "open the door" for proposals on the use of RADIUS on other interfaces. CN4 reccomends against this because, as far as possible, one protocol per reference point is still the preferred way. However, Wd in its role is an exception to this (due to RADIUS and Diameter having to be supported in connecting to the non‑3GPP controlled entity of the WLAN AN).
VF Analysis: SA2 generally do not make decisions on what protocols should be utilised over particular reference points/interfaces and WLAN should not be an exception. As stated earlier, the protocol experts in CN4 should be tasked with making stage 3 decisions.
In the transition from current WLAN ANs that use RADIUS to future WLAN ANs that are predicted to use Diameter, co‑existence of both protocols is an unfortunate necessity for the foreseeable future.
Are any probems foreseen to arise with the interaction of the online/offline charging messages in Diameter with the user authentication and authorisation messages still in RADIUS?

CN4 believe that if there is such an issue, then this actually exists with the current architecture.
In the current architecture for the non‑roaming case where the WLAN AN is using RADIUS, such an issue would be prevalent as currently it is expected that the 3GPP AAA Server (HPLMN) will have to convert the RADIUS messages received on the Wa interface to Diameter as used on the Wo and Wf reference points. CN4 notes that this is not currently explicitely stated in the WLAN stage 3 (3GPP TS 29.234).
In the current architecture for the roaming case where the WLAN AN is using RADIUS and the 3GPP AAA Proxy is translating the RADIUS messages to Diameter, these translated Diameter messages dervied from the RADIUS messages are actually a constrained version of the Diameter messages that would be conveyed from the WLAN AN when it is using Diameter. Further, when the WLAN AN network is using RADIUS and the 3GPP AAA Proxy is translating the RADIUS messages to Diameter, the 3GPP AAA Proxy conveys to the 3GPP AAA Server that the WLAN AN is using RADIUS and therefore the 3GPP AAA Server should not send any Diameter messages and/or AVPs that cannot be translated to a RADIUS message/AVP.
VF Analysis: CN4 analysis points towards a divergence between real-world implementation and 3GPP standards. Also CN4 is correct given that requirement 2 for the same Accounting protocol to be used as for IMS (i.e. Diameter, a decision which was made in Rel-5) cannot be met with Wa using a "legacy" protocol of RADIUS. The specification of which protocol to use on the Wa interface (i.e. RADIUS or Diameter), is unfortunately outside the control of 3GPP as the WLAN AN lay outside of the 3GPP domain.
In the proposed new architecture for the roaming case where the WLAN AN is using RADIUS and the 3GPP AAA Proxy is simply proxying on the RADIUS messages to/from the 3GPP AAA Server from/to the WLAN AN, such functionality is analogous to the current architecture for the non‑roaming case i.e. it is expected that the 3GPP AAA Server will have to convert the RADIUS messages received on the Wa interface to Diameter as used on the Wo and Wf reference points.
VF Analysis: The interworking requirement 3 remains valid to ensure proper support of RADIUS on Wa. But, this is also described in the stage 3 and goes into explicit detail. Do SA2 want to have duplication of specification in both the stage 2 and stage 3?
Given the above, CN4 believe that should such an issue exist, it will be prevalent whether or not the newly proposed architecture is approved.
When debating whether or not the issue does actually exist, CN4 concluded that it does not. This is because there are already standardised network nodes in the 3GPP architecture which have more than one protocol stack on them and convert the information received from one interface with one protocol stack, to be sent out on another interface with a different protocol stack. A good example of this is the GGSN where information is received on the Gn/Gp interface, which uses GTP, and which is then sent out on the Gi interface, which is RADIUS. Information such as user authentication, authorisation, and accounting/billing is already implemented in this node and is also live in operator's networks.
VF Analysis: It appears that CN4 can see no reason for the restriction imposed by the requirements already in TS 23.234. Therefore Vodafone suggest that the requirements that directly contradict decisions made in CN4 be removed.
Are the proposed changes consistent with the IETF Diameter/RADIUS usage model?

CN4 had difficulty in understanding this question; in particular the term "IETF Diameter/RADIUS usage model".

However, CN4 can see no reason why the proposed changes would not be consistent with the IETF's intended use of the Diameter and RADIUS protocols; both are currently being, and will continue to be, used for AAA procedures in WLAN interworking.
If CN4 has mis‑understood the question, then CN4 invites 3GPP member companies in SA2 with these concerns to raise these with CN4 directly.
VF Analysis: No issues are believed to arise from mixing and matching Diameter and RADIUS protocols and therefore again suggest that the protocol requirements are more restrictive than necessary.
3. Proposal:

Vodafone proposes that the associated CR in S2-043057 is discussed and approved along the lines of the analysis in this document.
