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1. Overall Description:

SA3 have discussed a solution that might be usable to combat SMS-Spoofing (see attached document S3-040581). Introducing a TCAP-handshake by mandating the implementation and use of MAPv2 for mt-forwardSM with an extended dialogue, allows providing the MSC with an implicit authentication of the SMSC-address, and so is able to check whether the SMSC address that is carried in the upper-layer protocol payload (i.e. MAP) was not spoofed. Note that this mechanism by no means is able to detect fraudulent SMS-content, but other mechanisms like MAPsec would neither do.

SA3 would like to gather more information on the feasibility of the approach from CN4 and T2. 

2. Actions:

To CN4 and T2 groups.

ACTION: 
SA3 ask to comment on the feasibility of the approach.
3. Date of Next TSG SA WG 3 Meetings:

TSG-SA3 Meeting #35
5-8 October 2004
Malta

TSG-SA3 Meeting #36
23-26 November 2004
Shenzhen, China

