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Figure 7.2: Authentication and authorisation procedure

1.
WLAN connection is established with a WLAN technology specific procedure (out of scope for 3GPP). 
2.
The EAP authentication procedure is initiated in WLAN technology specific way.
All EAP packets are transported over the WLAN interface encapsulated within a WLAN technology specific protocol.
All EAP packets are transported over the Wa reference point.
A number of EAP Request and EAP Response message exchanges is executed between 3GPP AAA Server and WLAN UE. The amount of round trips depends e.g. on the utilised EAP type. Information stored in and retrieved from HSS may be needed to execute certain EAP message exchanges. 

3
Information to execute the authentication with the accessed user is retrieved from HSS. This information retrieval is needed only if necessary information to execute the EAP authentication is not already available in 3GPP AAA Server. To identify the user the username part of the provided NAI identity is utilised.
During the information retrieval the HSS/HLR checks if there is a 3GPP AAA server already registered to serve for the user. In case the HSS/HLR detects that another 3GPP AAA server has already registered for this user, it shall provide the current 3GPP AAA server with the previously registered AAA server address. The authentication signalling is then routed to the previously registered 3GPP AAA server.
4
Subscribers WLAN related profile is retrieved from HSS. This profile includes e.g. the authorisation information and permanent identity of the user. Retrieval is needed only if subscriber profile information is not already available in 3GPP AAA Server.

5.
Optionally, the 3GPP AAA server (or the 3GPP AAA proxy in roaming case) may send the policy enforcement information to the WAG in the PLMN that the WLAN UE selected in case VPLMN is to allocate the local IP Address for the WLAN UE.
Note:
Additional process, such as allocating the IP address, may be necessary during or before this step to be performed.

6
If the EAP authentication and authorisation was successful, then 3GPP AAA Server sends Access Accept message to WLAN. In this message 3GPP AAA Server includes EAP Success message, keying material derived from the EAP authentication as well as connection authorisation information (e.g. NAS Filter Rule or Tunnelling attributes) to the WLAN.
WLAN stores the keying material and authorisation information to be used in communication with the authenticated WLAN UE.
NOTE:
In the roaming case, authorisation information is passed from 3GPP AAA Server to 3GPP AAA Proxy in the form of Local service identifiers (see Section 6.5)
7
WLAN informs the WLAN UE about the successful authentication and authorisation with the EAP Success message.
8
The 3GPP AAA Server checks if there is a different previously established authentication session of the WLAN user, e.g., a session that uses a different WLAN UE or roaming in a different WLAN AN or in a different VPLMN. If yes then AAA server shall close the previously established session ("Session abort procedure" over Wa) to avoid multiple WLAN direct IP access sessions.

9
3GPP AAA server registers the WLAN users 3GPP AAA Server to the HSS. In registration messages the subscriber is identified by his permanent identity. This registration is needed only if the subscriber is not already registered to this 3GPP AAA Server.
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