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1. Overall Description:

Within the “Interworking aspects and migration scenarios for IPv4 based IMS implementations” work item, it was discussed both in SA2 and SA3 that, where IPv4 is used for an "early" IMS deployment, there is a possibility that the security mechanisms described in TS 33.203 are not fully supported.

In these "early" implementations, it is likely that terminals do not support both USIM authentication and IMS security. Therefore a simple mechanism may need to be created to prevent some of the more basic security threats e.g. IP address spoofing, IMS public user identity theft. Any resulting mechanism needs to minimise the impacts on existing entities such that it can be quickly implemented. SA2#40 has discussed several different possible solutions, but no decision on selecting a favourable one has been achieved yet.

SA2 are looking for guidance from TSG-SA whether such interim security solutions are preferable to be documented in 3GPP specifications. One possibility is to provide a recommendation for a solution in TR 23.981, but not impact any normative specifications. 

Also, it has been raised whether SA1 would need to be involved in this work to ensure consistency with service requirements.

2. Actions:

To TSG-SA 

ACTION: 
SA2 kindly asks TSG-SA for guidance whether and how interim IMS security solutions are to be taken into account in 3GPP specifications. Also, guidance is sought regarding possible involvement of SA1 in this matter to clarify the requirements.

3. Date of Next TSG-SA2 Meetings:

TSG-SA2 Meeting #41
16th – 20th August 2004
Montreal, Canada
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