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1. Introduction 

There have been some discussions in SA2 and SA3 about the need for an interim access security solution in early IMS deployments. In these discussions it has been assumed that full-blown IMS AKA might not necessarily be available in these early IMS deployments, hence there may be a need for some other solution to provide at least some degree of application-level security for IMS.

This contribution tries to identify and briefly describe the possible solutions in order to facilitate SA2’s discussions in this regard.

2. Considerations

As standardized in Release 5, IMS AKA uses security keys from either the USIM or the ISIM to establish an IMS level security association between the UE and the P-CSCF. This standard mechanism may not be available, in case any of the following is to be allowed:

· UICC with a USIM and/or an ISIM is not yet available for all users to whom the operators want to provide access to IMS. The operator would hence like to allow access to IMS for users who only have a SIM.

· The operator wants to allow IMS access for non-cellular terminals that don’t have SIM/UICC.

· The operator wants to allow IMS access for terminals that don’t support IMS-level AKA negotiation, and establishment of an IPSec security association for IMS.

· The operator deploys early non-compliant P-CSCFs that don’t support standard IMS AKA and IPSec-based security association for IMS.

Based on the above scenarios, we see the following interim access security possibilities for IMS. Note that these solutions are not necessarily applicable to all the above scenarios. Hence, the selection of a particular solution might depend on which of the above scenarios the operator would like to cater for:

1) RADIUS-authentication based 

This solution has been described in S2-41399. 

The basic idea is to provide a secure binding in the HSS between the public/private user identity and the IP address allocated to the user at the GPRS level. To do this, the GGSN provides the user’s IP address / MSISDN pair to the HSS via RADIUS when a PDP context is activated towards the IMS system. 

The HSS is then assumed to have a binding between the MSISDN and the private user identity, and is assumed to be able to store the IP address from the GGSN against the user’s private user identity. The GGSN informs the HSS when the PDP context is deactivated/modified so that the stored IP address can be deleted/changed. When the S-CSCF receives a SIP registration request or any subsequent requests for a given IMS identity, it checks that the IP address in the SIP header is the same as the IP address that was stored against that subscriber’s private user identity in the HSS.

This solution requires the HSS to support RADIUS towards the GGSN. Also, it requires the HSS to provide binding between the MSISDN and the IMS IMPI of the user. These are additional requirements for the HSS. 

Also, this solution only works for cellular access.

2) HTTP digest authentication

This solution would use HTTP-digest authentication to IMS using username and password given out by the operator. OTA-based provisioning can be used to provide the user name and password to the terminal, and would not be visible to the user. The user name/password may be stored in the terminal but the user may protect the IMS registration e.g. with a PIN code (i.e. the subscriber may set a PIN code that will be requestes by the terminal before executing IMS registration). 

This assures that user name and password cannot be shared among multiple users and only the user who set the PIN code is able to register to IMS.

The P-CSCF records the IP address (from the IP header of the REGISTER packet) from which it received the REGISTER message while the authentication procedure is executed. Once the user is successfully authenticated with HTTP digest, the P-CSCF creates a binding between the IP address and the list of URIs received in the P-Associated-URI header of the 200 OK response to the REGISTER.

Upon receiving requests (e.g. INVITE) the P-CSCF checks whether the IP address/IMS identity pair (the IP address in the IP header of the packet) in that request corresponds to the stored binding. If there is no match the request is rejected.

Regarding HTTP-digest in general, as it is one of the authentication solutions endorsed for PoC, it is likely going to be available in many terminals. 

This solution works for all types of accesses (not only cellular), however, it provides lower level of security than SIM/UICC-based security solutions.

3) SIM-based IMS access security

IMS access security using SIM has been discussed in 3GPP before. At that time it was concluded that it is not to be included to specifications mainly due to the lower level of security compared to USIM/ISIM-based security.

However, SIM-based IMS AKA can be deployed in an operators network without changes to the standardized interfaces. However, it requires support from the terminal and the HSS.

3. Summary

From the considerations above it can be seen that there are multiple possibilities for an interim IMS access security solution before full-blown IMS-AKA becomes available. 

It is also apparent, that it is difficult to conclude on one single interim solution, as the different solutions provide support for different early deployment and migration scenarios. 

The contributors would welcome SA2 to further discuss the topic to understand if there is any need to describe interim security solutions in TR 23.981.
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