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**** Next modified section ****

3.2
Symbols

For the purposes of the present document the following symbols apply:

D'
Reference point between a pre-R6 HSS/HLR and a 3GPP AAA Server
Dw
Reference point between a 3GPP AAA Server and an SLF
Gr'
Reference point between a pre-R6 HSS/HLR and a 3GPP AAA Server

Wa

Reference point between a WLAN Access Network and a 3GPP AAA Server/Proxy (charging and control signalling)

Wd
Reference point between a 3GPP AAA Proxy and a 3GPP AAA Server (charging and control signalling)

Wf
Reference point between a CGw/CCF and a 3GPP AAA Server/Proxy

Wg
Reference point between a 3GPP AAA Proxy and WAG

Wi
Reference point between a Packet Data Gateway and an external IP Network

Wm
Reference point between a Packet Data Gateway and a 3GPP AAA Server

Wn
Reference point between a WLAN Access Network and a WLAN Access Gateway

Wp
Reference point between a WLAN Access Gateway and a Packet Data Gateway

Wo
Reference point between a 3GPP AAA Server and an OCS

Wu
Reference point between a WLAN UE and a Packet Data Gateway

Wx
Reference point between an HSS and a 3GPP AAA Server

**** Next modified section ****

5
High-level Requirements and Principles

5.1
Access Control Requirements

The following functional requirements have been identified:

-
Legacy WLAN terminals should be supported. However software upgrades may be required for e.g. security reasons.

-
Minimal impact on the user equipment, i.e. client software.

-
Minimal impact on existing WLAN networks.

-
The need for operators to administer and maintain end user software shall be minimized.

-
Existing SIM and USIM shall be supported. 

-
Authentication shall rely on (U)SIM based authentication mechanisms.  

-
R6 USIM may include new functionality if necessary e.g. in order to improve privacy.

-
Changes in the HSS/HLR/AuC shall be minimized.

-
SLF node shall be used in the same way as defined in 3GPP TS 23.228 [24] to find the address of the HSS that holds the subscriber data for a given user identity when multiple and separately addressable HSSs have been deployed by the network operator. 
-
Methods for key distribution to the WLAN access network shall be supported.

-
The WLAN connection established for a 3GPP subscriber shall have no impact to the capabilities of having simultaneous PS and CS connections for the same subscriber.

-
WLAN Access Authorization shall occur upon the success of the authentication procedure. It shall take into account the user’s subscription profile and optionally information about the WLAN AN, such as WLAN AN operator name, WLAN AN location information (e.g., country, telephone area code, city), WLAN AN throughput (e.g., maximum and minimum bandwidth guarantees for both ingress and egress traffic).  This information is used to enable use-case scenarios like location based authentication/authorization, location based billing / customer care, and location based service offerings. 

-
It shall be possible to indicate to the user of the results of authorization requests.

-
Results of WLAN Access Authorization requests shall be indicated to the WLAN, so that the WLAN can take appropriate action. 

-
The WLAN Access Authorization mechanism shall be able to inform the user and WLAN immediately of any change in service provision.

-
This TS proposes solutions for operators who want to interwork their WLAN with an existing pre-R6 HLR/HSS.

Additional access control requirements for scenario 3:

-
Service Authorization shall occur after the WLAN Access Authentication/Authorization procedure.

-
Service based policy control shall be possible for the services authorized for the user.

-
Access to 3GPP PS based services shall be provided via WLAN. The interworking architecture shall be able to support all 3GPP PS based services.

-
Access to PS based services normally provided by the 3GPP PS Core Network shall be provided via WLAN. WLAN access to these services shall support the same features as those supported via the 3GPP PS Core Network according to operator choice, e.g. private addressing schemes, external address allocation, secure tunneling to private external network. Quality of Service shall be supported when accessing these services via WLAN, although some limitations may exist because of the WLAN AN.

-
A scenario 3 WLAN inter-working system shall be able to support WLAN UEs operating in scenario 2, e.g. according to subscription.

-
A Scenario3 capable user should be able to choose between a scenario2 type of internet access (direct access through local network) or a scenario3 type of access to internet (through the PLMN), when the network allows it.

- 
When the WLAN inter-working system does not support access to 3GPP PS based services, the WLAN UE shall be able to detect it.

-
A scenario 3 WLAN inter-working system shall be able to mandate all flows for 3G PS based services to be routed to the HPLMN or the VPLMN, e.g. according to subscription. This routing enforcement shall not rely on the WLAN UE client.

Note: This may mandate additional functionality existing in the WLAN AN

The technical solution for access control to External IP networks from WLAN shall be decoupled from WLAN Access Control.
**** Next modified section ****
6.1.1
Non Roaming WLAN Inter-working Reference Model
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Figure 6.1 Non Roaming Reference Model. The shaded area refers to scenario 3 functionality

6.1.2 
Roaming WLAN Inter-working Reference Model

The home network is responsible for access control. Charging records can be generated in the visited and/or the home 3GPP networks.  The Wx and Wo reference points are intra-operator. The home 3GPP network interfaces to other 3GPP networks via the inter-operator Wd reference point.

The 3GPP AAA proxy relays access control signalling and accounting information to the home 3GPP AAA Server using the Wd reference point.     

It can also issue charging records to the visited network CGw/CCF when required. The 3GPP network interfaces to WLAN Access Networks via the Wa reference point.
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Figure 6.2a.  Roaming Reference Model- 3GPP PS based services provided via the 3GPP Home Network (the shaded area refers to scenario 3 functionality)
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Figure 6.2b.  Roaming Reference Model- 3GPP PS based services provided via the 3GPP Visited Network (the shaded area refers to scenario 3 functionality)

**** Next modified section ****
6.2.x
Subscription Locator Function (SLF)
The SLF is located within the 3GPP subscriber's home network and enables the 3GPP AAA Server to find the address of the HSS which holds the subscriber data for a given user identity in a configuration with multiple separately addressable HSS’es. The SLF should be used in the same way for WLAN as for IMS, which is specified in 3GPP TS 23.228 [24].
**** Next modified section ****
6.3.x
Dw reference point

This reference point is between the 3GPP AAA Server and the SLF. The prime purpose of the protocol(s) crossing this reference point is to enable the 3GPP AAA Server to find the address of the HSS which holds the subscriber data for a given user identity in a configuration with multiple separately addressable HSS’es.


**** Next modified section ****
7.x
User identity to HSS resolution

7.x.1
General

This section describes the resolution mechanism, which enables the 3GPP AAA Server to find the address of the HSS, that holds the subscriber data for a given user identity when multiple and separately addressable HSSs have been deployed by the network operator. This resolution mechanism is not required in networks that utilise a single HSS. An example for a single HSS solution is a server farm architecture. The NAI will be used as user identifier towards the SLF.
The subscription locator is accessed via the Dw reference point. The Dw reference point is the standard interface between the 3GPP AAA Server and the SLF. The synchronisation between the SLF and the different HSSs is an O&M issue.

The subscription locator is already defined in 3GPP TS 23.228 [24] for Cx and Sh interfaces.

The Dw interface provides:

-
an operation to query the subscription locator from 3GPP AAA Server

-
a response to provide the HSS name towards 3GPP AAA Server.

By sending the Dw-operation DW_SLF_QUERY the 3GPP AAA Server indicates a user identity of which it is looking for an HSS. By the Dw-operation DW_SLF_RESP, the SLF responds with the HSS address. The 3GPP AAA Server may optionally store the HSS address for a given subscriber so subsequent queries to the SLF are not needed.

Subclause 7.x.2 presents an example of the session flow when the 3GPP AAA Server needs to query the SLF.

7.x.2
SLF query
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Figure x.x: Query through SLF

1.
3GPP AAA Server detects that it requires the user profile, the registration or new authentication vectors for a given 3GPP subscriber, so has to query for the location of the user’s subscription data. The 3GPP AAA Server sends a DW_SLF_QUERY to the SLF and includes as parameter the user identity of the subscriber.

2.
The SLF looks up its database for the queried user identity.

3.
The SLF answers with the HSS address in which the user’s subscription data can be found. 

4.
The 3GPP AAA Server can proceed by querying the appropriate HSS by Wx protocol.
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