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1 Introduction

In the last meeting, it was concluded the policy enforcement in the WAG before tunnel establishment is ffs.

It is a consensus of most operators that some rule/policy information is necessary to be sent to WAG from 3GPP AAA server during the course of WLAN access authentication/authorisation procedure; this can help the PLMN prevent the unwanted packets as much as possible, as earlier as possible. 

Although the WLAN AN can help with this, it is concluded that the PLMN still need necessary firewall policy to prevent unwanted packets whenever possible, it should not depend only on WLAN AN for this. 

2 Discussion

The main argument against this is the doubts whether it can be deployed in feasible way, how the firewall policy on the WAG can be bind to the user’s traffic.
Feasibility:

The fact is there are various feasible ways for the WAG to bind the firewall policy to the user’s traffic, without new requirements added to the current architecture, a simple example is:
-- allocate the transport IP by the VPLMN, then the  transport IP is bound with the IP address of the user in the VPLMN, the WAG can filter the traffic base on the IP address of the user. 

This case is similar with the PDG initiated policy after tunneling: the main identifier to the user is the unencrypted information including the transport IP address.
NAT and IP spoofing:

NAT and IP spoofing is the possible practice problem relevant to both above policy enforcement before or after the tunnelling: NATs may make difficulty for the deployment, and malicious IP spoofing may by pass the filtering. However, they are not a factual baffle to the policy enforcement itself, and not only specific for this situation, they are general problem for the IP based network; IETF have done a lot of the work for NAT transversal and anti-IP-spoofing, proper solutions could be found there for different deployment environments. The detail countermeasures are out scope of our concern.
Conclusion:
--It is feasible to be deployed with proper deployment arrangement of the network to enable the binding of policy and user’s transport IP address.

--Neither “Policy enforcement in the WAG before tunnel establishment”, nor “Allocating the transport IP address by the VPLMN” need to be mandatory. They are under the choice of the deployment situation or the operator.
--It is not a proper way to ignore the operators’ concern or persuade them give up their concern, just because there may be some deployment situations that the policy can not be bind to the user’s traffic.
Base on above facts, the proper way out is to clarify clearly the fact of this issue in the TS: 

Keep the “Policy enforcement in the WAG before tunnel establishment” as a optional process step in the TS and remind that: for operators hope to prevent the unwanted packets out of their PLMN in earlier stage, they need to arrange the network to enable the WAG to bind the policy information to a user's traffic, for example, to allocate the transport IP in the VPLMN.

3 Proposal

3.1 It is proposed to
1. revise corresponding CR: CR028rev3(S2-041651), remove the note2 in clause 6.2.5
“Note 2:
Policy enforcement in the WAG before tunnel establishment is ffs.” 
2. accept the new CR adding process for policy enforcement information delivery between AAA Server and WAG before tunnel establishment as an optional step.

























































