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7.9
W-APN resolution and Tunnel establishment

This information flow presents the generic message exchange necessary in order to resolve the selected W-APN and establish a WLAN UE-Initiated tunnel for Scenario 3 purposes.

As a prerequisite of these procedures it is necessary to perform the following:

1.
WLAN Access Authentication and Authorisation and provisioning of the WLAN UE's local IP address
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Figure 7.10: Example message flow to WLAN UE-Initiated tunnel establishment

When the user decides that he wants to access a service, the WLAN UE selects the W-APN network ID associated to the service requested by the user.
A detailed description of the W-APN resolution and the WLAN UE-Initiated Tunnel Establishment is given below.

2.
Depending on internal configuration, the WLAN UE initiates W-APN resolution and tunnel establishment with a PDG in VPLMN.

Note:
The configuration of the WLAN UE regarding W-APNs can be controlled by e.g. USIM Application Toolkit-based mechanisms.

2.1
UE constructs an FQDN using the W-APN Network Identifier and VPLMN ID as the Operator Identifier and performs a DNS query to resolve it. The DNS response will contain one or more IP addresses of equivalent PDGs that support the requested W-APN in the VPLMN according to standard DNS procedures.
If the VPLMN does not support the W-APN, then the DNS query returns a negative response. In this case, the WLAN UE continues with step 3. 

2.2
The WLAN UE selects a PDG from the list received in step 2.1, and the establishment of an end-to-end tunnel is performed between the WLAN UE and this PDGs. The WLAN UE shall include the W-APN and the user identity in the initial tunnel establishment request.

2.3
During the tunnel establishment, the PDG contacts the 3GPP AAA Server in the HPLMN via the 3GPP AAA proxy for authorization of the WLAN UE and to retrieve the information required for the mutual authentication part of the tunnel establishment.
The 3GPP AAA Server verifies that the user requesting the tunnel establishment has been already successfully WLAN Access Authorized. If not, the tunnel establishment request is rejected. 
If the WLAN UE is not allowed to use a visited-PDG to access the given W-APN, then the tunnel establishment shall be rejected by the PDG. 


If it is not possible to establish the tunnel with any of the PDG recieved from step2.1, or the tunnel establishment failure reason is that the WLAN UE is not allowed to use a visited-PDG to access the given W-APN, then the WLAN UE continues with step 3. 
2.4
During the tunnel establishment procedure, the PDG and the WAG exchange information via the 3GPP AAA Proxy in order to establish a filtering policy to allow the forwarding of tunnelled packets to the PDG. The 3GPP AAA Proxy requests the WAG to apply filtering policy based on information obtained from the PDG. The 3GPP AAA Proxy decides which filtering policy could be applied by the WAG according to local information (e.g. based on number of users, WAG capabilities, roaming agreement policy, etc).

3.
Depending on internal configuration, or due to the failure of step 2.1 or 2.3, the WLAN UE initiates W-APN resolution and tunnel establishment with a PDG in HPLMN. 

3.1
UE constructs an FQDN using W-APN Network Identifier and the HPLMN ID as the Operator Identifier, and performs a DNS query to resolve it. The DNS response will contain one or more IP addresses of equivalent PDGs that support the requested W-APN in the HPLMN according to standard DNS procedures.
3.2
The WLAN UE selects a PDG from the list received in step 3.1, and the establishment of an end-to-end tunnel is performed between the WLAN UE and this PDGs. The WLAN UE shall include the W-APN and the user identity in the initial tunnel establishment request.

3.3
During the tunnel establishment, the PDG contacts the 3GPP AAA Server in the HPLMN for authorization of the WLAN UE and to retrieve the information required for the mutual authentication part of tunnel establishment. The 3GPP AAA Server verifies that the user requesting the tunnel establishment has been already WLAN Access Authorized. If not, the tunnel establishment request is rejected. 
If the WLAN UE is not allowed to use a Home PDG to access the given W-APN according to his subscription, then the tunnel establishment shall be rejected by the Home PDG.

3.4
During the tunnel establishment, the PDG and the WAG exchange information via the 3GPP AAA Server and 3GPP AAA Proxy in order to establish a filtering policy to allow the forwarding of tunnelled packets to the PDG. The 3GPP AAA server requests to the WAG to apply filtering policy based on information obtained from the PDG. The 3GPP AAA server decides which filtering policy could be applied by the WAG according to local information (e.g. based on number of user, WAG capabilities, roaming agreement policy, etc). The applied filtering policy is communicated to the Home-PDG.

7.9.1
Redirection
In the above procedures, the WLAN UE may not be authorised to access the requested W-APN through the selected PDG. This may occur for the following reasons:

(i)
The requested W-APN is not supported by the network

(ii)
The user is not subscribed to the requested W-APN

(iii)
The PDG is in the VPLMN and the user's subscription indicates that VPLMN access is not allowed for the requested W-APN

(iv)
The operator does not wish to include all PDG addresses in DNS and so (for example) all initial requests are handled by a default PDG which may not be the correct PDG for the requested W-APN

(v)
The user has not supplied an explicit requested W-APN. This is treated as a request for the first appropriate subscribed W-APN, or for a network default W-APN (if a wildcard W-APN is included in the subscription), as per 23.060 Annex A.

In cases (i), (ii)), the request is simply rejected. 
In case (iii), two options are possible:

· The request is rejected. In this case the WLAN UE may attempt tunnel establishment to the HPLMN as described in Section 7.8.
· The AAA Server determines that the user is authorised to access the W-APN through a Home PDG. The IP address of the alternative PDG is then returned to the WLAN UE in the rejection message from PDG to WLAN UE. In this case the WLAN UE must attempt a new tunnel establishment request to the provided PDG address. In case the WLAN UE includes the Operator Identifier in the new tunnel establishment request, it must be set  to  the HPLMN ID.

 In cases (iv) and (v) above, the AAA Server may determine that the user is authorised to access the W-APN through a different PDG. The IP address of the alternative PDG is then returned to the WLAN UE in the rejection message from PDG to WLAN UE. In this case the WLAN UE shall attempt a new tunnel establishment request to the provided PDG address.
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 Figure 7.11: Message flow of the tunnel establishment with redirection

During the step 2.3/3.3 in the procedure of clause 7.9, the 3GPP AAA Server authorizes the service to the WLAN UE, and sends the authorization information to the requested PDG. If requested PDG is not authorized to provide the service then the AAA server sends a new PDG (Authorized PDG) address and the authorized W-APN, then the following steps performed:

1.
The requested PDG sends tunnel redirection request to the UE with service authorization information (authorized PDG address, authorized W-APN and the re-authentication parameters provided by the AAA server).

2.
The WLAN UE sends an end-to-end tunnel establishment request to the Authorized PDG. Then end-to-end tunnel establishment begins between the Authorized PDG and the WLAN UE. A re-authentication method should be used during this tunnel establishment.

3.
The Authorized PDG provides filtering information to the WAG as it is specified in clause 7.9.

7.9.2
Subsequent authentication

In the case that the user attempts a subsequent tunnel establishment to a different PDG, it should be possible to avoid repeating the full authentication process (for example, a shorter re-authentication process should be used). This is ffs in Stage 3 work.
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