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First modified section
6.2.2
3GPP AAA Proxy

The 3GPP AAA Proxy represents a proxying and filtering function that  resides in the Visited 3GPP Network.  The 3GPP AAA Proxy functions include:

-
Relaying the AAA information between WLAN and the 3GPP AAA Server. 

-
Enforcing policies derived from roaming agreements between 3GPP operators and between WLAN operator and 3GPP operator

-
Reporting per-user charging/accounting information to the VPLMN CCF/CGw for roaming users

-
Service termination (O&M initiated termination from visited network operator)

-
Protocol conversion when the Wa and Wd reference points do not use the same protocol

For Scenario 3 only:

· Receives per-tunnel byte counts and tunnel-user association to generate per user charging records for roaming users.

· Receiving authorization information related to subscriber requests for W-APNs in the Home or Visited network
-
Authorization of access to Visited network W-APNs according to local policy
The 3GPP AAA Proxy functionality can reside in a separate physical network node, it may reside in the 3GPP AAA Server or any other physical network node.

Second modified section
6.2.6
Packet Data Gateway

The Packet Data Gateway applies to scenario-3.
3GPP PS based services (Scenario 3) are accessed via a Packet Data Gateway. 3GPP PS based services may be accessed via a Packet Data Gateway in the user's Home Network or a PDG in the selected VPLMN. The process of authorisation and service selection (e.g. W-APN selection) and subscription checking determines whether a service shall be provided by the home network or by the visited network. The resolution of the IP address of the Packet Data Gateway providing access to the selected service will be performed in the PLMN functioning as the home network (in the VPLMN or HPLMN).
Successful activation of a selected service results in:

-
Determination of the Packet Data Gateway IP address used by the WLAN UE;

-
Allocation of a WLAN UE's remote IP address to the WLAN UE (if one is not already allocated);

-
Registration of the WLAN UE's local IP address with the Packet Data Gateway and binding of this address with the WLAN UE's remote IP address.

The Packet Data Gateway:

-
Contains routeing information for WLAN-3G connected users;

-
Routes the packet data received from/sent to the PDN to/from the WLAN-3G connected user;

-
Performs address translation and mapping;

-
Performs de-capsulation and encapsulation;

-
accepts or rejects the requested W-APN according to the decision made by the 3GPP AAA Server;

-
redirects the tunnel establishment request towards another PDG if this is indicated to be done by the 3GPP AAA Server

Allows allocation of the WLAN UE's remote IP address;

-
Relays the WLAN UE's remote IP address allocated by an external IP network to the WLAN UE, when external IP network address allocation is used.
-
Performs registration of the WLAN UE's local IP address and binding of this address with the WLAN UE's remote IP address;

-
Provides procedures for unbinding a WLAN UE's local IP address with the WLAN UE's remote IP address;

-
Provides procedures for authentication and prevention of hijacking (i.e. ensuring the validity of the WLAN UE initiating any binding of the WLAN UE's local IP address with the WLAN UE's remote IP address, unbinding etc.)

-
May filter out unauthorised or unsolicited traffic with packet filtering functions. All types of message screening are left to the operators' control, e.g. by use of Internet firewalls.

-
Generates per user charging information.
· Identifies the association between tunnel and user and delivers this information to the AAA Server/Proxy.
-
Generates charging information related to user data traffic for offline and online charging purposes.

-
May apply IP flow based bearer level charging [13], e.g. in order to differentiate or suppress WLAN bearer charging for 3GPP PS based services.

-
Performs the functions of Service-based Local Policy Enforcement Point (controls the quality of service that is provided to a set of IP flow as defined by a packet classifier, control admission based on policy that is applied to the IP bearers associated with the flow, and configuration of the packet handling and "gating" functionality in the user plane.)

-
Communicates with Policy Decision Function (PDF) to allow service-based local policy and QoS inter-working information to be "pushed" by the PDF or to be requested by the PDG. This communication also provides information to support the following functions in the PDG:

-
Control of Diffserv inter-working;

-
Control of RSVP admission control and inter-working;

-
Control of "gating" function in PDG;

-
WLAN bearer authorization;
-
QoS charging related function;
Third modified section
6.3.6
Wg reference point
The Wg reference point applies to scenario-3.

This is an AAA interface between the 3GPP AAA Server/Proxy and the WAG. It is used to 
· Provide information needed by the WAG to perform policy enforcement functions for authorised users.
· Transport per-tunnel based charging information from the WAG to the AAA Proxy.
Fourth modified section
6.3.10
Wm reference point

The Wm reference point applies to scenario-3.
This reference point is located between 3GPP AAA Server and Packet Data Gateway. The functionality of this reference point is to enable:

-
The 3GPP AAA Server to retrieve tunneling attributes and WLAN UE's IP configuration parameters from/via Packet Data Gateway.

-
Carrying messages for service authentication between WLAN UE and 3GPP AAA server.

-
Carrying messages for service authorization between PDG and 3GPP AAA server.

-
Carrying authentication data for the purpose of tunnel establishment, tunnel data authentication and encryption.
-
Carrying tunnel and user identifier sent from the PDG to the AAA Proxy.
6.3.11
Wd reference point

6.3.11.1
General description

The Wd reference point connects the 3GPP AAA Proxy, possibly via intermediate networks, to the 3GPP AAA Server.  The prime purpose of the protocols crossing this reference point is to transport authentication, authorization and related information in a secure manner.
EAP authentication shall be transported over the Wd reference point.

6.3.11.2
Functionality

The functionality of the reference point is to transport AAA messages including:

-
Carrying data for authentication signalling between 3GPP AAA Proxy and 3GPP AAA Server

-
Carrying data for authorization signalling between 3GPP AAA Proxy and 3GPP AAA Server

-
Carrying charging signalling per WLAN user

· Carrying keying data for the purpose of radio interface integrity protection and encryption

-
Carrying authentication data for the purpose of tunnel establishment, tunnel data authentication and encryption.

-
Carrying tunnel and user identifier sent from the PDG to the AAA Proxy.

-
Used for purging a user from the WLAN access for immediate service termination
-
Enabling the identification of the operator networks amongst which the roaming occurs
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