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_____________________________________________________________________

1. Introduction

The current 23.234 states that the WAG in VPLMN generates accounting information in the roaming case. While the WAG is required to collect accounting information based on a user and/or a tunnel, it cannot always identify the user correctly. This document addresses to reconsider the policy enforcement in the WAG from the charging aspects.
_____________________________________________________________________

2. Discussion 
TS 23.234 subclause 6.2.5 states the WAG functionality as follows:


-
Performs collection of per tunnel accounting information, e.g. volume count (byte count) and elapsed time, to be used for inter-operator settlements.
Also, GSMA requests that it shall be possible to generate per user charging within VPLMN elements in S2-041112 which was noted in SA2#39.
While we do need the charging functionalities in the WAG in VPLMN, it is concerned that volume count (byte count) accounting information is not always reliable because of the following reason. 

According to the discussion in the recent meetings, it is assumed that in the tunnel establishment procedure the following information is sent from the PDG to the WAG via the AAA proxy in order to establish policy enforcement: 

· The destination IP address and destination port number towards that PDG

· The source IP address and source port number from the WLAN UE

The WAG establishes policy enforcement based on the above information, however, the WAG cannot detect the fraud packets which source IP addresses are faked since it does not decrypt the user data packets which are encrypted in IPSec security associations. 

That is, we should not take volume count in the VPLMN without verifying the user data packets.

_____________________________________________________________________

3. Conclusion

It is proposed to allow the WAG to decrypt the user data packets for security and charging reasons, or to clarify that the collection of accounting information in the WAG does not include volume count basis but elapsed time.

We are happy to provide a CR in future meetings according to the consequence of this clarification.

