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1. Introduction

Current access control is applied irrespective of CN domains i.e. it is applied equally to CS and PS CN domains. This may lead to situationswhere, for example, PS domain traffic is restricted based on congestion of the CS domain and spare resource within the PS domain is wasted. This kind of situation is especially likely during large-scale natural disasters such as earthquakes, or heavily crowded events. In these situations demand on resources is over a wide area and resources within the Core Network e.g. CS domain, becomes congested before those of the Access Network. The current access control functionality would result in access control to be applied to both CS and PS domain equally whilst spare resources exist within one of the CN domains. For example, if only the CS domain were to be congested then it would be beneficial for the PS domain to be available so users are able to make use of alternative means of communication e.g. messaging. The requirement for domain specific access control was acknowledged in S1 and RAN2 have been investigating into UTRAN mechanisms for domain specific access control while SA2 are working on the architectural issues. RAN2 has recently sent an LS (S2-041137) to SA2. It requests SA2 for the guidance in:

1) If the following solutions RAN2 have considered is sufficient or not in order to provide CN domain specific access control in UTRAN level

A) In the UTRAN broadcast information, “Domain-Specific Access Class Restriction” information is included. This will enable the UTRAN to inform all RRC_Idle mode UEs about the domain specific access class restriction. When informed about a Domain Specific Access Class Restriction, all RRC_Idle mode UEs will apply the access restrictions while initiating an RRC connection for access to the restricted domain.
B) In addition, when CN Domain Specific Access Class restriction is indicated and a UE establishes an RRC connection for the non-restricted domain, the UE will continue to apply the access restriction towards the restricted domain for the duration of this RRC connection.
2) If more advanced mechanism would be beneficial, how the UE NAS is required to handle the case when the UE is informed about a CN domain specific access class barring condition for a domain to which the UE already has a signalling connection and possibly some RABs.
This document discusses the issues shown above and proposes principles concerning notiticaiton of changes in Domain Specific Access Class Restriction (DSACR) to UEs in RRC connected state.
2. Discussion

· Need for informing UEs of DSACR status changes

In the solutions shown above, the UE saves DSACR broadcast in the system information when it goes from IDLE state to RRC connected state and it uses the information to decide if it should set up the signalling connection to a domain to which the access is requested by the upper layer. This means that during RRC connection, the UE will not be able to recognise the changes in DSACR. As long as the UE is in RRC connected state, even when the access control to the domain is lifted, UE still believes that the domain is still restricted. The situation described above should be avoided. Changes in DSACR should, therefore, be informed to the UE in RRC connected state.

· Notification mechanisms

Release of RRC connection is one solution as proposed in R2-040440. When the RNC detects the UE attempting to access the domain whose status has changed to restricted, it releases the RRC connection with the UE. The UE is forced to go back to IDLE state and it will read the system information and obtain updated DSACR status. When access restriction to the domain is cancelled, the RNC releases the RRC connection with the UE so that the UE can obtain updated DSACR status. The RNC chooses UEs whose RRC connections to be released with criterion that disruption to on-going services should be minimized, e.g. UEs in CELL/URA_PCH first. This is a simple mechanism, however it is difficult to avoid disruption to on-going services to satisfactory level even with the criterion mentioned above. Suppose, for example, access to the PS domain is restricted during a CS call. If the user starts web access, then the RRC connection will be released by RNC and the user will experience the sudden termination of the CS call. Service disruption should be avoided as much as possible from operator point of view. 
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The other solution (proposed in R2-040544) is for the RNC to instruct the UE to read the system information when DSACR status is changed by use of existing UTRAN procedures such as Paging and System Information Change Indication. The UTRAN procedures can indicate changes of system information to the UE. The UE then read the system information and update the DSACR status saved in its variable. A typical scenario is shown in the figure with brief explanation of each step.

Figure 1: Notification of CS domain access restriction to UEs engaging in packet access.

1. The RNC detects MSC/VLR is overloaded, and it starts domain specific access control toward CS domain.

2. The RNC broadcasts DSACR information, i.e. access control barring list for CS domain in the system information. 

3. The UE user starts web access application on his or her mobile and the UE establishes the RRC connection with the RNC to access PS domain, moving its status to RRC connected. The UE saves the DSACR information to CS domain in its memory.
4. The UE requests a PDP context and RB is setup for web access application. The request is transmitted to UTRAN since PS access is allowed according to the saved DSACR information.

5. The traffic on the RB is down to null and the RNC decides to put the UE in CELL_PCH state by UTRAN reconfiguration procedure.

6. The RNC detects that the MSC/VLR is not overloaded anymore and cancels domain specific access control toward CS domain by removing the DSACR information from the system information.

7. The RNC informs the UE of the change in DSACR information by the paging procedure to indicate system information change.

8. The UE reads the updated part of system information (no access control barring list for CS domain) and updates its DSACR status (no more access restriction to CS domain)

9. The UE user can now originate a CS call and the UE establishes the signalling connection to CS domain.

The UE in RRC connected state can be notified of DSACR status change as shown above. The only exception is the case of UE using a dedicated channel. In order to inform the UE using a dedicated channel of DSACR status change, it is required to extend existing RRC procedures.  We believe that handling of UEs with dedicated channels is not necessary based on the analysis shown below.

1) Handling of UEs engaging in CS calls when CS domain becomes restricted.
According to the year 2002 statistics published by Japanese Ministry of Public Management, Home Affairs, Posts and Telecommunications, the average duration of mobile originating CS calls is 122 seconds and CS calls less than 30 and 60 seconds account for 40% and 60% of all calls, respectively. Based on the statistics, if new call setup from idle mode UEs is prevented, it can be seen that congested situation would be mitigated quickly.

2) Handling of UEs using dedicated channels for PS services when PS domain becomes restricted
Most of PS services provisioned have interactive nature. It is, therefore, expected that duration of staying dedicated mode is usually short. If there is not enough traffic, the RNC will switch the dedicated channels to common channels for the UE. Once the UE is put in the common channel state, then it can be notified of DSACR changes by the proposed method shown above. RNC may be able to prohibit the UE from going back to dedicated state to avoid increasing traffic to the congested the SGSN. It is also considered not likely the UE generates severe signalling load increase by requesting secondary PDP contexts or other PDP contexts.

3) Handling of UEs using dedicated channels for not restricted domain.
The proportion of UEs using a dedicated channel over all UEs in MSC or SGSN area is, normally , considered to be low, particularly less than 5 %. Moreover the duration staying dedicated mode is considered as short based on the description 1) and 2) above. Therefore it is not likely that those UEs generate severe signalling load to the restricted domain. 

Another limitation of the solution is that there is a case where the UE may be misinformed on the availability of a domain when the DRNC and SRNC are connected to different CN nodes. For example, when the DRNC is connected to a congested node and the SRNC is connected to a CN node with normal condition, then the UE will be unnecessarily put under access restriction toward the domain. The issue can be solved by relocating UEs on boundary between RA and LA containing congested serving CN nodes. Such SRNC relocation strategy should not cause any problems since the case is limited.

R2-040544 also proposes to extend Cell Update or Initial Direct Transfer procedure in order to indicate changes in system information to the UE that missed DSACR status changes by Paging or System Information Change Indication procedures. By setting appropriate repetition parameter in the procedures, probability of UEs missing the notification can be kept sufficiently low.  We, therefore, propose that extension to the existing RRC procedures is not necessary. Moreover, impact to the existing implementation should be kept minimum since one of the primary application of DSAC is used in natural disasters and the sooner the availability is the better.

Based on the discussion above, it is proposed to agree that notification mechanism can be sufficiently realized by using existing RRC procedures such as Paging and System Information Change Indication. The advantage of the solution is that current access control mechanism can be utilized in both IDLE and connected mode and impact to the current specification can be minimised.

· Handling of existing signalling connections to a domain to be restricted

The solutions explained in section 2 for UEs in RRC connected state, is based on a very small extension to the RRC layer, that is, usage of saved DSACR status to decide if the signalling connection to a domain can be established. The extension does not cover the case where there has been already signalling connection to the domain to be restricted.

We propose that the handling such case is not necessary because:

1) Generating additional signalling load to the restricted domain using existing signalling connection such as requesting secondary PDP context is considered as infrequent.
2) The UE may generate user traffic using existing signalling connections. However, this is not as serious as signalling processing load in CN nodes, and 

3) It is preferred to keeping impact to NAS as small as possible since introduction of DSAC functionality is wanted by operators as early as possible.

3. Proposal

Based on the discussion in section 2, we propose to agree on the following principles.

1) Change in domain specific access class restriction (DSACR) status shall be informed to the UE in connected mode.

2) Existing UTRAN procedures such as paging is sufficient for notification of DSACR status change.

3) Existing signalling connections to the domain to be restricted can be safely left as is, and

4) Objectives are to limit accesses from UEs to the specific domain sufficiently. Impact to the current specification should be kept as small as possible.

If SA2 agree on those, NTT DoCoMo is more than happy to draft a LS response to inform the principles to RAN2.

We also propose to add the following text in section 5.2 of the TR23.898.

5.2


Domain Specific Access Control architecture aspects
To control or restrict access from UEs to a specific domain, it is natural to extend the existing access control mechanism specified in TS22.011 and TS25.331. The current mechanism limits the access from UEs in idle mode to the network regardless of a domain if the access class of the UE is barred according to the system information.  Therefore, a solution is to extend the system information so that access class baring list can be specified for each domain (see 5.2.1).

Introduction of domain specific access control restriction means that UEs in idle mode may establish RRC connection if its access is toward the domain not restricted. It is therefore necessary to specify access control for UEs in RRC connected state so that its access to the restricted domain can be limited (See 5.2.2). 
The principles for access control of UEs in connected mode are derived from the discussion in 5.2.2: 

1) Change in domain specific access class restriction (DSACR) status shall be informed to the UE in connected mode.

2) Existing UTRAN procedures such as paging is sufficient for notification of DSACR status change.

3) Existing signalling connections to the domain to be restricted can be safely left as is, and

4) Objectives are to limit accesses from UEs to the specific domain sufficiently. Completeness should not be required.

Note: Provision of similar DSACR mechanism for GSM/GPRS is for further study.
5.2.1 DSAC solutions for UEs in idle mode

Taking advantage of currently available procedures, the system information broadcast by RNC is extended so that access class barring list can be specified for each domain. The example is shown in the Figure 5.2.1 where the part highlighted in green is the extension. When received such system information, possible UE behaviour is: 

UE that does not support the feature:  Act as “Access Class Barred list” is “0x0011”
UE that supports the feature that is initiating/terminating PS session: Act as “Access Class Barred list” is “0x0011”
UE that supports the feature that is initiating/terminating CS call:  Act as “Not Barred”
	Access Class Barred list
	0x0011

	CN domain identity
	PS

	Access Class Barred list-2nd Domain
	Default

	CN domain identity-2nd Domain
	CS


Figure 5.2.1: Domain Specific Access Control in System Information (SIB3)
5.2.2 DSAC solutions for UEs in connected mode

On establishment of RRC connection, the UE saves DSACR status in its memory if the status is broadcast in the system information as shown in 5.3.1. The information is used within the UE to decide if setting up a signalling connection to a domain is allowed. Existing UTRAN procedures for paging and indication of system information change is utilized to inform the UE of changes in DSACR status. When receiving such notification, UE will read the system information and update the DSACR status saved in the UE.

The Figure 5.2.2 depicts a sequence example.

Figure 5.2.2: Example sequence for handling UEs in RRC connected state

1. The RNC detects MSC/VLR is overloaded, and it starts domain specific access control toward CS domain.
2. The RNC broadcasts DSACR information, i.e. access control barring list for CS domain in the system information. 
3. The UE user starts web access application on his or her mobile and the UE establishes the RRC connection with the RNC to access PS domain, moving its status to RRC connected. The UE saves the DSACR information to CS domain in its memory.
4. The UE requests a PDP context and RB is setup for web access application. The request is transmitted to UTRAN since PS access is allowed according to the saved DSACR information.
5. The traffic on the RB is down to null and the RNC decides to put the UE in CELL_PCH state by UTRAN reconfiguration procedure.
6. The RNC detects that the MSC/VLR is not overloaded anymore and cancels domain specific access control toward CS domain by removing the DSACR information from the system information.
7. The RNC informs the UE of the change in DSACR information by the paging procedure to indicate system information change.
8. The UE reads the updated part of system information (no access control barring list for CS domain) and updates its DSACR status (no more access restriction to CS domain)
9. The UE user can now originate a CS call and the UE establishes the signalling connection to CS domain.
The solution does not cover the following cases. As discussed in the following subsections, the limitations do not cause severe problems. It can be concluded that special handling is not required.
1) UEs using dedicated channels 

2) UEs with existing signalling connections to a domain to be restricted

3) UEs may be misinformed on availability of domain if the DRNC and SRNC are connected to different CN nodes
4) UEs missed Paging or System Information Change Indication will access the restricted domain
5.2.2.1 Handling of UEs with dedicated channels
Handling of UEs with dedicated channels is not necessary based on the analysis shown below.

1) Handling of UEs engaging in CS calls when CS domain becomes restricted.
According to the year 2002 statistics published by Japanese Ministry of Public Management, Home Affairs, Posts and Telecommunications, the average duration of mobile originating CS calls is 122 seconds and CS calls less than 30 and 60 seconds account for 40% and 60% of all calls, respectively. Based on the statistics, if new call setup from idle mode UEs is prevented, it can be seen that congested situation would be mitigated quickly.

2) Handling of UEs using dedicated channels for PS services when PS domain becomes restricted
Most of PS services provisioned have interactive nature. It is, therefore, expected that duration of staying dedicated mode is usually short. If there is not enough traffic, the RNC will switch the dedicated channels to common channels for the UE. Once the UE is put in the common channel state, then it can be notified of DSACR changes by the proposed method shown above. RNC may be able to prohibit the UE from going back to dedicated state to avoid increasing traffic to the congested the SGSN. It is also considered not likely the UE generates severe signalling load increase by requesting secondary PDP contexts or other PDP contexts.

3) Handling of UEs using dedicated channels for not restricted domain.
The proportion of UEs using a dedicated channel over all UEs in MSC or SGSN area is, normally, considered to be low, particularly less than 5 %. Moreover the duration staying dedicated mode is considered as short based on the description 1) and 2) above. Therefore it is not likely that those UEs generate severe signalling load to the restricted domain.
5.2.2.2 Handling of existing signalling connections to a domain to be restricted

Handling such case is not necessary because:

1) Generating additional signalling load to the restricted domain using existing signalling connection such as requesting secondary PDP context is considered as infrequent.
2) The UE may generate user traffic using existing signalling connections. However, this is not as serious as signalling processing load in CN nodes, and 

3) It is preferred to keeping impact to NAS as small as possible since introduction of DSAC functionality is wanted by operators as early as possible.

5.2.2.3 Handling of cases where DRNC and SRNC are connected to different CN nodes

There is a case where the UE may be misinformed on the availability of a domain when the DRNC and SRNC are connected to different CN nodes. For example, when the DRNC is connected to a congested node and the SRNC is connected to a CN node with normal condition, then the UE will be unnecessarily put under access restriction toward the domain. The issue can be solved by relocating UEs on boundary between RA and LA containing congested serving CN nodes.  
It is for further study to check if SRNC relocation applied to UEs on the boundary of RA/LA  may cause any problems to the congested CN node.
5.2.2.4 Handling UEs that missed DSACR information changes
If Paging or System Information Change Indication is not received, the UE may initiate Cell/URA update procedure or Initial Direct Transfer procedure for the access to the restricted domain. To handle such UE, the UTRAN procedures may be extended to indicate changes in system information. By setting appropriate repetition parameter in the procedures, however, probability of UEs missing the notification can be kept sufficiently low.  We, therefore, propose that extension to the existing RRC procedures is not necessary. Moreover, impact to the existing implementation should be kept minimum since one of the primary application of DSAC is used in natural disasters. The sooner the availability is, the better.

Another possibility is for RNC to reject signalling connection request from the UE to the restricted domain.  There is, however,  no mechanism to prevent the UE to repeat the requests.
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