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1. Introduction

In the last SA2 meeting in Atlanta, Telecom Italia and Nortel Networks offered Contribution S2-040630, which added the following requirement:
“The 3GPP AAA Server verifies that the user requesting the tunnel establishment has been already successfully WLAN Access Authorized. If not, the tunnel establishment request is rejected.” 

HP would like to point out that there is no benefit to this restriction, and that it should be removed.
2. Analysis
Paragraph 5.7.2 (Tunneling Requirements) of TS 23.234 notes that the UE-Initiated tunneling protocol should allow “Establishment of trusted relationships (e.g. mutual authentication for both tunnel end-points)” and for “secure tunnels between the WLAN UE and remote tunnel endpoint”.  Note that the tunnel does not depend in any way on the authentication process and can happen independently.  A hacker attempting to set up a tunnel will be rejected because they do not have the shared data needed to encrypt/decrypt the data.   The tunnel is neither more or less secure because authentication took place in the WLAN.  
The use of VPN illustrates this concept.  Many delegates share the conference WLAN, which is unencrypted and totally unsecured.  Yet many delegates use the WLAN to access sensitive corporate networks via this insecure WLAN mechanism.  VPN uses an encrypted tunnel which allows the corporate network to authenticate the delegate, and allows the delegate to know that they are indeed talking to their own corporate network.  The security (or lack of it) at the WLAN level has little impact on VPN operation.

This requirement is also difficult to implement.  There is no requirement a tunnel be set up by the UE within any specific time period.  There is no indication, either, that the UE has “left” the WLAN (e.g. moved to another spot or powered down).   Given this situation, what counts as a “successful WLAN Access Authorized”?  An authorization in the last 10 minutes?  An authorization earlier that day?  Last week?  Implementing this requirement would mean setting such a time limit, requiring a mandatory tunnel any time the UE is attached, or taking some other action to determine that the UE is still “WLAN Access Authorized”.
A requirement to only use I-WLAN restricts several classes of WLAN which would be otherwise perfectly acceptable systems for subscribers to use for access to 3G systems.  Most hotels, for instance, have existing systems for charging for access to a WLAN.  These systems exist to support business travelers who are often good sources of revenue.  These hotel systems have no incentive to switch to a new WLAN authentication system, and, indeed, may be under a contractual obligation to use a specific, existing authentication service.  Requiring the use of 3GPP Authentication in such a situation would prevent business travelers from receiving service in their hotel, excludes a fairly large source of subscriber traffic for with no apparent gain.  Subscriber experience is also poor, since the business traveler would note the “lack of coverage” at many hotels.
I-WLAN authentication also tends to exclude home and small business WLAN systems.  A subscriber in a single family dwelling may not have a need to implement security beyond Wired Equivalent Privacy (WEP) since the only people within range of the system are inside the house and will be either family or guests.  WLAN is also being used by many devices in a home or business which can include desktop and laptop computers, PDA, printers, scanners, security systems, and home theater equipment.  “Smart homes” are even envisioned where the appliances may access the WLAN.  A subscriber should not have to buy individual 3GPP subscriptions for all the devices in their home, and instead would opt for a system like WEP.  However, a 3GPP subscriber would have be faced with two bad choices: either buy subscriptions for all the WLAN equipment in their home/business, or do without 3G services on their own WLAN system.   Most would probably forgo the 3G access, again shrinking the market for WLAN-3G Interworking.

This requirement also prevents solutions developed for WLAN to be applied for IP Interworking.   IP Interworking has not received much attention as of late, but is an important capability to consider.  This is not to imply that IP Interworking is within the scope of TS 23.234, but to artificially restrict a solution to just WLAN has no benefit.  A laptop, for instance, generally has both WLAN and wired IP access.  Until this requirement was added, a laptop could simply switch between the two IP systems and allowed a user seamless access to 3G services.   The same software could be used with just different IP address.  This requirement, however, raises the possibility that entirely different software would be needed to access the same 3GPP services because the IP bearer changed from WLAN to Ethernet. 
3. Summary and Recommendations:
TS 23.234 clearly does not need a restriction to only allow tunnels from WLAN Authorized UEs to be placed in the standard.   Such a restriction:

1. Does not add to the security of the network

2. Add complexity to the implementation of the standard

3. Precludes the use of existing WLAN systems in important markets (e.g. hotels) 
4. Adds unnecessary complexity to the home and business WLAN environment.  
5. Prevents the use WLAN-3GPP solutions from solving IP Connectivity problems in other domains.
Contribution S2-041223 is a Change Request to strike this requirement from the TS.  Approval of the CR is recommended.  


































































