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1. Introduction

The current 23.234 states that the PDG and the WAG exchange information via the 3GPP AAA Proxy during the tunnel establishment procedure, in order to establish a filtering policy. However, the current description seems to be premature to design the interfaces in stage 3. This documents addresses the details of what information is exchanged and how the procedures are.

2. Discussion 
TS 23.234 subclause 6.2.5 states the WAG functionality as follows:

-
Filters out packets based on unencrypted information in the packets.  Packets should only be forwarded if they: 
1. are part of an existing tunnel or 
2. are expected messages from the WLAN UEs. This includes service requests, and tunnel establishment messages.
At the stage when the e2e tunnel has not been established, the WAG must not filter out messages from the WLAN UEs according to the bullet 2 above. How does the WAG know that the messages are from WLAN UEs ?  As a possible solution, the WAG behaves as follows:

· inspects the tunnelling layer and identifies the signalling for WLAN-interworking, and 

· retrieves the user identifier from AAA proxy or server and verifies whether the subscriber is registered to the Scenario 3 or not.

At the second stage when the e2e tunnel has been established the WAG shall establish policy enforcement, which enables to verify the bullet 1 above. TS 23.234 subclause 6.2.5 states about this policy:

-
Ensures that all packets from the WLAN UE are routed to the HPLMN.

-
Ensures that packets from the authorised WLAN UEs are only routed to the appropriate PDG in the HPLMN and that packets from other sources than that PDG are not routed to the WLAN UE.

Policy establishment is performed by exchanging information between the PDG and the WAG via the AAA proxy or AAA server. For this procedure, the clause 7.9 describes the filter exchange when using the PDG in VPLMN as follows:

2.4
During the tunnel establishment procedure, the PDG and the WAG exchange information via the 3GPP AAA Proxy in order to establish a filtering policy to allow the forwarding of tunnelled packets to the PDG. The 3GPP AAA Proxy requests the WAG to apply filtering policy based on information obtained from the PDG. The 3GPP AAA Proxy decides which filtering policy could be applied by the WAG according to local information (e.g. based on number of users, WAG capabilities, roaming agreement policy, etc).
It is assumed that all of the following information is sent from the PDG to the AAA proxy: 

a) The destination IP address (e.g. transport IP address) and destination port number towards that PDG

This information is useful to exclude all packets other than the packets destined to the PDG. 

b) An unique identification of the e2e tunnel which is being established

This information is needed as a tunnel identification to which the information a) attributes  

c) A encryption key (e.g. secret or public key) for the security association between the WLANUE and the PDG in order to let the WAG inspect the user data packets 

Since it is possible the source IP address is faked, a) or b) is inadequate to filter out the all fraud packets. However, it would be beneficial if the WAG could inspect the user data packets which are encrypted in IPSec security associations and discard the fraud packets by verifying the authentication header at the earlier stage.

Is this above assumption correct? 

Subsequently, the AAA proxy decides which filtering policy could be applied by the WAG according to local information (e.g. based on number of users, WAG capabilities, roaming agreement policy, etc) according to the clause 2.4 as quoted above.

What is local information? It cannot be accepted for operators if the filtering policy depends on number of users who are being served simultaneously via WLAN or the WAG capabilities because the serviceability differs. For roaming agreement policy, it is useful if the VPLMN could determine which policy should be applied according to the roaming agreement.

In summary, the procedure of exchanging the filtering policy is assumed as follows:
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3. Conclusion

We are asking for clarification of our assumptions marked in blue and the signalling flow in the section 2. We are happy to provide a CR in future meetings according to the consequence of clarification.
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