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1. Introduction

One of the last areas to be covered in the WLAN specification is the topic of registration.  This contribution provides some analysis on this subject, and suggested text for the TS.
2. Actions

It is suggested to add the new text provided below into Section 5 (High Level Principles) of the TS, and to make modifications to procedures in Section 7 (as shown) to add notes where maintenance data should be collected.
Added Section:
5.xx
Registration 

Registration in the existing GSM and GPRS systems is the process by which services are authorized.  Authentication is an optional (but commonly used) part of this process.  GSM systems were designed to have the MSC provide all the services and GPRS was designed with several services (such as a configurable transport layer) in mind.  At the end of registration, the serving network elements such as the MSC or SGSN are aware of all the features the UE is allowed to access. 
Registration, as such, is does not exist in WLAN Interworking as a single process.  Unlike GSM and GPRS systems, the WLAN Interworking system is not expected to provide any service to the UE beyond transport related services.  Authentication is expected before service is provided, but authorization, per se, may not be needed.  Subscriber services are provided at the IMS level, or via Internet enabled applications.
An example of this is the difference between PDP context activation, and W-APN activation.  The SGSN knows the allowed PDP contexts from registration, and does not need a transaction to the HLR to determine if the request from the UE is valid.  The PDG, on the other hand, does not know ahead of time if the UE is authorized for this service.  The UE attempts to set up a tunnel and the PDG then contacts the 3G AAA Server for authentication and authorization information.  It is easy to see that registration as defined for a GSM system just doesn’t occur in the WLAN Interworking system. 
This does raise important maintenance issues.  One of the first checks a Customer Care representatives will make is to see if a UE is registered in the network.  If the phone is registered, then the Customer Care representative is able to determine the subscriber’s location, status the network in the area of the subscriber, and help determine if the problem is with the subscriber’s UE or the network.  This has to change when the UE is using WLAN Interworking, since there is no such thing as a registered state.  The 3G AAA server should collect information useful for maintenance, however, from all the different interactions, and be ready to present this to Customer Care.  Such information should include, for instance, the last time the UE authenticated on a WLAN, the address of this WLAN, the UE’s IP address (if known), and the time each PDG tunnel was successfully set up.
First Changed Section:

7.2
WLAN Access Authentication and Authorisation
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Figure 7.1
Authentication and authorisation procedure

1.
WLAN connection is established with a WLAN technology specific procedure (out of scope for 3GPP). 
2.
The EAP authentication procedure is initiated in WLAN technology specific way. 

All EAP packets are transported over the WLAN interface encapsulated within a WLAN technology specific protocol.

All EAP packets are transported over the Wr reference point.

A number of EAP Request and EAP Response message exchanges is executed between 3GPP AAA Server and WLAN UE. The amount of round trips depends e.g. on the utilised EAP type. Information stored in and retrieved from HSS may be needed to execute certain EAP message exchanges. 

3
Information to execute the authentication with the accessed user is retrieved from HSS. This information retrieval is needed only if necessary information to execute the EAP authentication is not already available in 3GPP AAA Server. To identify the user the username part of the provided NAI identity is utilised.

4
Subscribers WLAN related profile is retrieved from HSS. This profile includes e.g. the authorisation information and permanent identity of the user. Retrieval is needed only if subscriber profile information is not already available in 3GPP AAA Server.

5
If the EAP authentication was successful, then 3GPP AAA Server sends Access Accept message to WLAN. In this message 3GPP AAA Server includes EAP Success message, keying material derived from the EAP authentication as well as connection authorisation information (e.g. NAS Filter Rule or Tunnelling attributes) to the WLAN. Information indicating the time and date WLAN Service has been authorized is also stored.

WLAN stores the keying material and authorisation information to be used in communication with the authenticated WLAN UE.

6
WLAN informs the WLAN UE about the successful authentication with the EAP Success message. 

7
3GPP AAA server registers the WLAN users 3GPP AAA Server to the HSS. In registration messages the subscriber is identified by his permanent identity.  This registration is needed only if the subscriber is not already registered to this 3GPP AAA Server.

Second Changed Section

7.5
Disconnecting a Subscriber by WLAN


[image: image2.wmf] 

UE

 

WLAN

 

3GPP AAA

 

Server 

 

HSS

 

2. 

 

Wr 

 

“Diameter Session

 

Termination” procedure

 

3.

 

Wx 

 

“Purge”

 

UE

 

WLAN

 

3

GPP AAA

 

Server 

 

HSS

 

 

 

Wr 

 

“Session

 

Termination” procedure

 

 

Wx 

 

“Purge”

 

2. 3GPP AAA

 server decides 

to remove the state for the 

UE

 

1. Session termination 

Disconnection of WLAN

 

event triggered 

 


Figure 7.4
 WLAN initiated disconnection procedure

1.
WLAN detects that a Session related to a WLAN UE should be terminated towards the 3GPP AAA Server, e.g. when the WLAN UE has disappeared from WLAN coverage.

 


WLAN initiates Wr Session Termination procedure towards 3GPP AAA server.  

2.
In case when the 3GPP AAA server decides to remove the WLAN UEs state from the 3GPP AAA server, the 3GPP AAA server notifies HSS using Wx procedure “Purge” that the WLAN registration in the 3GPP AAA Server has been cancelled.  HSS removes the state related to that 3GPP AAA server, e.g., the address of the serving 3GPP AAA server for the identified subscriber.  The time and date information of this event will also be stored  in the 3GPP AAA Server .
Third Changed Section

7.9
W-APN resolution and Tunnel establishment

This information flow presents the generic message exchange necessary in order to resolve the selected W-APN and establish a WLAN UE-Initiated tunnel for Scenario 3 purposes.

As a prerequisite of these procedures it is necessary to perform the following:

1.
WLAN Access Authentication and Authorisation and provisioning of the WLAN UE's local IP address

[image: image3.wmf]2) W

-

APN resolution and tunnel establishment to PDG in VPLMN

3) W

-

APN resolution and tunnel establishment to PDG in HPLMN

UE

WLAN AN

WAG

3GPP AAA 

proxy/server

PDG 

inVPLMN

1) WLAN Access Authentication and Authorization and WLAN UE loca

l IP address allocation

2.1) DNS Query:

PDG 

in HPLMN

2.4) Tunnel packet 

flow filter exchange

3.1) DNS Query:

3.4) Tunnel packet flow filter exchange

2.2) End

-

to

-

end tunnel establishment

3.2) End

-

to

-

end tunnel establishment

2.3) Retrieving 

authentication and 

authorization data

3.3) Retrieving 

authentication and 

authorization data


Figure 7.8. Example message flow to WLAN UE-Initiated tunnel establishment

When the user decides that he wants to access a service, the WLAN UE selects the W-APN network ID associated to the service requested by the user.  

A detailed description of the W-APN resolution and the WLAN UE-Initiated Tunnel Establishment is given below.

2. Depending on internal configuration, the UE initiates W-APN resolution and tunnel establishment with a PDG in VPLMN.

Note: The configuration of the UE regarding W-APNs can be controlled by e.g. USIM Application Toolkit-based mechanisms.

2.1. UE constructs an FQDN using the W-APN Network Identifier and VPLMN ID as the Operator Identifierand performs a DNS query to resolve it. The DNS response will contain one or more IP addresses of equivalent PDGs that support the requested W-APN in the VPLMN according to standard DNS procedures. 
If the VPLMN does not support the W-APN, then the DNS query returns a negative response. In this case, the UE continues with step 3. 

2.2. The UE selects a PDG from the list received in step 2.1, and the establishment of an end-to-end tunnel is performed between the UE and this PDGs. The UE shall include the W-APN and the user identity in the initial tunnel establishment request.

2.3. During the tunnel establishment, the PDG contacts the 3GPP AAA server (via the 3GPP AAA proxy) for authorization of the UE and to retrieve the information required for the mutual authentication part of the tunnel establishment. 
If the UE is not allowed to use a visited-PDG to access the given W-APN, then the tunnel establishment shall be rejected by the PDG. In this case, the UE continues with step 3 and the information for the subscriber is updated  and time stamped accordingly.
2.4. The PDG and WAG exchange information (via the AAA Server and Proxy) in order to establish a filtering policy to allow the forwarding of tunnelled packets to the PDG. The details of this procedure are ffs.

3. Depending on internal configuration, or due to the failure of step 2.1 or 2.3, the UE initiates W-APN resolution and tunnel establishment with a PDG in HPLMN. 

3.1. UE constructs an FQDN using W-APN Network Identifier and the HPLMN ID as the Operator Identifier, and performs a DNS query to resolve it. The DNS response will contain one or more IP addresses of equivalent PDGs that support the requested W-APN in the HPLMN according to standard DNS procedures. 

3.2. The UE selects a PDG from the list received in step 3.1, and the establishment of an end-to-end tunnel is performed between the UE and this PDGs. The UE shall include the W-APN and the user identity in the initial tunnel establishment request.

3.3. During the tunnel establishment, the PDG contacts the 3GPP AAA server for authorization of the UE and to retrieve the information required for the mutual authentication part of tunnel establishment. 

3.4. The PDG and WAG exchange information (via the AAA Server and Proxy) in order to establish a filtering policy to allow the forwarding of tunnelled packets to the PDG. This procedure is ffs.
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