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1. Discussion

The purpose of this contribution is to create a separate and specific definition of the user profile for WLAN interworking with 3GPP networks in TS 23.234. This profile, according to TS 23.234, will reside in the HSS and will be retrieved by the AAA server via Wx reference point.

The proposal of data to be contained in the WLAN user profile is:

1. IMSI
The IMSI is needed to identify the user, and to derive the pseudonym and re-authentication identities as well

2. MSISDN (optional)
Although it is not stated in TS 23.234, Ericsson proposal is to give the possibility to optionally send this user identifier, so that the charging nodes are able to create accounting information based on MSISDN

3. 3GPP-WLAN interworking subscription (yes/no)
Data record to indicate user’s ability to have 3GPP-WLAN interworking

4. 3GPP-WLAN tunneling allowed (yes/no)

This allows operator to disable all W-APNs at one time. This could be useful for maintenance purposes, when the operator temporarily wants to disable all tunneling.

This flag will indicate if the user is allowed to use services according to scenario 3. Although the W-APN can be allowed/disallowed separately, this item provides the home operator the possibility to block the access to all services. This data item is interesting in some situations, for example when users are charged only for accessing 3GPP network services. If the user runs out of credit, all W-APNs will be blocked and the user will still be able to access internet through WLAN

5. Maximum session duration (optional)
Used for re-authentication purposes

This counter sets the time interval between consecutive re-authentications. The following paragraph explains how this counter is handled. It has been extracted from TS 33.234, chapter 5.1.7 ‘Re-authentication in WLAN access’:

The 3GPP AAA server may initiate the 802.1x/AAA re-authentication process upon some event (for example the amount of data reported in accounting messages exceeds some limit), or periodically, alternatively to the usage of the Session Timeout/Authorization-Lifetime. The frequency of periodic 802.1x/AAA re-authentications is determined by a timer, which is normally set by O&M procedures in the 3GPP AAA server.

A more simple solution could be to have a unique counter applicable to all users, but this may reduce the flexibility of the solution. For example it could be interesting for an operator to give lower values to the counters of business users (users with a subscription provided by their companies), and then force more frequent re-authentications as they are supposed to access secure environments (like VPNs). The counter values for particular users could be higher, since they will use the WLAN interworking subscription for Internet access and other services, which a priori do not imply access to secure environments.

6. Charging mode (pre-paid, post-paid, both) and accounting server identifier(s) for every charging mode

The following requirement has been extracted from chapter 5.11 ‘Charging’ in TS 23.234:


-
It shall be possible to apply offline charging and online charging mechanisms for the WLAN interworking with 3GPP network.

This justifies the need to store an indication, per user, of the type of charging to be applied. Besides, the AAA server will have to know to which charging node it has to forward the accounting information.

7. List of authorized W-APNs (optional)

Service authorization principles explained in chapter 5.6.1 to access home network provided services. It specifies:

-
The Access Point Name (APN) concept defined in 3GPP TS 23.003 shall be used for WLAN interworking authorization (namely W-APN). In a service authorization procedure: 

-
W-APN selection and authorization is an end-to-end procedure between the WLAN UE and the HPLMN (the service authorization decision is made by the 3GPP AAA Server).

Editor’s note: the use of subscription information is FFS.

-
The WLAN UE shall use W-APN to indicate to the network the service or set of services it wants to access.

-
The PDG selection is under control of the 3GPP Home Network. The selection is based on the requested W-APN and user subscription information. The mechanism to select the PDG by the home network is for further study. 

-
The PDG needs to know the authorized W-APN to select the external network, i.e. Wi interface.

Editor’s note: The definition of W-APN is for further study

8. Local Access allowed (yes/no)

This parameter indicates whether direct access to for example the Internet is allowed from the WLAN Access Network. That means the traffic does not have to traverse any 3GPP PLMN. The parameter allows for the home operator to force all traffic via a 3GPP PLMN, or in other words disallow scenario 2 type of traffic.

2. Proposal

Ericsson proposes to create a new chapter for the WLAN user profile definition. This information will be especially useful when designing the protocol over Wx interface. Nevertheless, the addition of new data items in this profile is open to future additions/modifications. The proposed chapter is as follows:

6.5 WLAN user profile

The WLAN user profile shall reside in HSS (if the operator is using a legacy HLR, the WLAN user profile may reside in the 3GPP AAA Server) and be retrieved from AAA via Wx reference point. The profile shall contain the following data items: Detailed work on these parameters is expected in stage 3 work.
1. IMSI

User identification.

2. MSISDN (optional)
User identification, for example used for charging purposes

3. Operator determined barring of 3GPP-WLAN interworking subscription 
4. Operator determined barring of 3GPP WLAN tunneling 
This allows operator to disable all W-APNs at one time. If there is a conflict between this item and the “access allowed” flag of any W-APN, the most restrictive will prevail.

5. Maximum session duration (optional)
Used for re-authentication purposes. If this field is not used, the WLAN AN will apply default time intervals. 

6. Charging mode (pre-paid, post-paid, both) and accounting server identifier(s) for every charging mode
Charging mode to be applied and, for every case, the charging node where the accounting information is to be reported. 

7. List of authorized W-APNs (optional)

List of W-APNs for which the user will have services available. These W-APNs may correspond to services in the home network or in the visited network. Each W-APN shall have a flag indicating whether access is allowed in visited PLMNs or in the home PLMN. 

8. Local access allowed 
Indicates if the user is allowed to have direct access to external IP networks, e.g. Internet, from the WLAN Access Network.
If this parameter should be further split down to specific services that are allowed or not from the WLAN AN is FFS.

9. Roaming allowed 
Indicates if the user is allowed to use 3GPP-WLAN Services in an WLAN AN that have no direct connection to the home PLMN. 


