3

3GPP TSG-SA2#37
Tdoc S2-040269 
Innsbruck, Austria, 12-16 January  2004 
Source: 
Telecom Italia
Title: 
Clarification on Identities definition for WLAN
Agenda Item:
WLAN
Document for:
Discussion and approval

1. Introduction

During last meeting a LS coming from T3 request clarification about Identity definition. This contribution propose a revision of definitions.
1.1 User Identity

Present text of TS 23.234 define the user identity is defined in section 5.3 referring to authentication procedure. The User identity is defined  in NAI format where the format of username part of NAI  is left to stage 3 , while the real part of NAI shall be derived from a PLMN_ID derived from IMSI. Furthermore, TS states that the text will be removed when stage 3 process will be finished.

Section 5.3 also define that for re-authentication, WLAN UE shall use the previously allocated Reauthentication ID as specified in the IETF EAP-SIM and EAP-AKA specifications as its NAI user identity.

In practice the present definition is ambiguous since it is not clear if the User Identity is represented by the NAI or by the username part of the NAI. For Authentication purposes SA3 refers to generally to the IMSI as user identity, but in authentication procedure the subscriber identity is the NAI.

So in order to avoid misunderstanding a more clear definition is required and the following text is proposed:
“Permanent User Identity: the Permanent User Identity for user of WLAN interworking is the IMSI stored within the UICC. 

For any process which required authentication or authorisation of user the User Identity is carried in Network Access Identifier (NAI) format specified in RFC 2486 [12]. A NAI is composed of a username part and a realm part.

1.2 Pseudonym list

For user identity protection a Temporary Identity or a pseudonym can be used. The format and the methods for deriving such Id is defined by TS 33.234. 
Furthermore TS 23.234 define  As Working Assumption that the Temporary Identity shall be stored within the AAA Server, but no requirements are given for the UE side.

The point is still open
1.3  Re-authentication ID list
Present text is

“For re-authentication, WLAN UE shall use the previously allocated Reauthentication ID as specified in the IETF EAP-SIM and EAP-AKA specifications as its NAI user identity”

Hence, in practice,  no indication is given.
2     Proposed text revision
---------------  1st modification ---------------
3.1
Definitions

User Identity: For any process which required authentication or authorisation of user the User Identity is represented by the Network Access Identifier (NAI) format specified in RFC 2486 [12]. For user of WLAN interworking is the IMSI stored within the UICC. 

Temporary Identity: is the identity temporarily assigned to the User in order to be used instead of its Permanent User Identity for security purposes. The binding between the Permanent User Identity and the Temporary Identity is unique and limited to a fixed period of time.

Re-authentication Identity: is the identity used during WLAN AN re-authentication process in order to reduce time needed for the re-authentication process in respect to WLAN AN Authentication and authorisation process.. 
------------------2nd modification ----------
5.3 User Identity

5.3.1
General

For WLAN interworking the user shall be identified by a User Identity derived by the  IMSI stored within the UICC.
For any process which required authentication or authorisation of user the User Identity is carried in Network Access Identifier (NAI) format specified in RFC 2486 [12]. A NAI is composed of a username part and a realm part. 

5.3.2
NAI Username

The NAI username part represents the User Identity during any authentication process. 
For WLAN AN Authentication and authorisation process the NAI username part format shall be derived from the Permanent User Identity as  specified in TS 33.234. Details of these are covered in Stage 3 specifications.

For user identity protection a Temporary Identity username can be used. The use of a temporary identifier is necessary to replace the IMSI in radio transmissions as it protects the user against tracing from unauthorized access networks.  The format and the procedure for deriving the Temporary Identity is defined in TS 33.234.

The temporary identifiers for authenticated user  are allocated in the 3GPP AAA Server. The usage of  multiple Temporary identities is FFS.
For re-authentication, WLAN UE shall use the previously allocated Reauthentication ID as specified TS 33.234 as its NAI user identity. The usage of multiple identities is FFS.
5.3.3
NAI Realm Name

The NAI realm name shall be in the form of an Internet domain name as specified in RFC 1035.

On EAP-SIM and EAP-AKA full authentication, the WLAN UE shall by default derive the NAI realm from a PLMN_ID as described in the following steps:

1.
To retrieve the PLMN ID from the IMSI take the first 5 or 6 digits, depending on whether a 2 or 3 digit MNC is used (see 3GPP TS 31.102 [9]) and separate them into MCC and MNC with "."; and

2.
Reverse the order of the MCC and MNC. Append to the result: "WLAN.3gppnetwork.org" 

An example of a home network domain name is:

EXAMPLE:
IMSI in use: 234150999999999, Where:

· MCC: 234;

· MNC: 15;

· MSIN: 0999999999; and

· Home domain name: 15.234.WLAN.3gppnetwork.org.

Note: Other mechanisms to retrieve a realm e.g. by having a realm configured in a R6 USIM are FFS.

Editor’s Note: The steps and example described above will be removed once they have been documented in the appropriate Stage 3 specification.
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