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1. Introduction
This doc provides the procedure for W-APN resolution and the redirection of tunnel establishment mechanism. 
We propose the group consider the provided main procedures, basing on the discussion of W-APN resolution principles.

2. Proposal:

1. Add the procedure for redirection of tunnel establishment.
2. Remove the annex F: W-APN resolution comparison, considering current W-APN resolution mechanism is agreed in the TS.
================Begin of changes====================
7.9.1 Redirection
In the above procedures, the UE may not be authorised to access the requested W-APN through the selected PDG. This may occur for the following reasons:

(i) The requested W-APN is not supported by the network

(ii) The user is not subscribed to the requested W-APN

(iii) The PDG is in the VPLMN and the user's subscription indicates that VPLMN access is not allowed for the requested W-APN

(iv) The operator does not wish to include all PDG addresses in DNS and so (for example) all initial requests are handled by a default PDG which may not be the correct PDG for the requested W-APN

(v) The user has not supplied an explicit requested W-APN. This is treated as a request for the first appropriate subscribed W-APN, or for a network default W-APN (if a wildcard W-APN is included in the subscription), as per 23.060 Annex A.

In cases (i), (ii) and (iii), the request is simply rejected. In case (iii), the UE may attempt tunnel establishment to the HPLMN as described in Section 7.8.

In cases (iv) and (v) above, the AAA Server may determine that the user is authorised to access the W-APN through a different PDG. The IP address of the alternative PDG is then returned to the UE in the rejection message from PDG to UE. In this case the UE shall attempt a new tunnel establishment request to the provided PDG address.


[image: image1.wmf]UE

WLAN AN

WAG

AAA Proxy

AAA Server

R

-

PDG

8. e2e Tunnel Establishment Request

13. e2e Tunnel Establishment response

3. Tunnel establishment request

PDG

7. Tunnel establishment redirection

5. Service authorization

2.R

-

PDG discovery

1. WLAN  Access authentication and authorization and WLAN UE loc

al IP allocated

If the authorized PDG not collocated with R

-

PDG

6 Apply packet filter policy to the WAG (optional)

12 Apply packet filter policy to the WAG

4  authentication message exchanges 

11. Further tunnel establishment message exchanges

10. Service authorization

9  re

-

authentication exchanges 

 Figure 7.9. Example message flow of WLAN UE-Initiated tunnel establishment with redirection

1.
The user is authenticated and authorised for initial WLAN access. If the user has Scenario 3 access then the user will be given access to the VPLMN.

2. When the user decides to access a service, the WLAN UE builds the requested W-APN associated to the service requested by the user. The UE will have to find a requested PDG (R-PDG) that is allowed to access before the UE is authorized; this discovery can be based on public or private DNS. If the R-PDG address (es) is pre-configured in the WLAN UE or is cashed from pervious DNS interaction, the discovery is then skipped.
 3 The WLAN UE sends a tunnel establishment request to the R-PDG, including the requested W-APN.  

4. The R-PDG send service request to 3GPP AAA server, with the included W-APN and user identity from the tunnel establishment request. Further exchanges between the WLAN UE and the 3GPP AAA Server (via the R-PDG) are required to complete authentication of the user, and security materials for the tunnel should be derived as necessary.

5. The 3GPP AAA Server authorizes the service to the WLAN UE, including an authorized W-APN and a selected PDG for this service, 

If the R-PDG and the same PDG authorized by AAA server, the AAA server will then send necessary authorization information to the PDG, including the security materials for the tunnel. Then steps 7-9 are skipped.

Otherwise, the AAA server sends response to the R-PDG, including a new PDG address, and the authorized W-APN.

6. If it is requested  to implement filters on the WAG to control the traffic before the UE is authorized, then the AAA may need to send filters to WAG after the authorization, allow necessary packets (e.g. tunnel establishment) of UE to reach authorized PDG address. 
7. The R-PDG send tunnel redirection request to the UE with service authorization information (PDG address, authorized W-APN and the re-authentication info provided by the AAA server).

8. The UE sends an e2e tunnel establishment request to the authorized PDG

9-10.PDG send necessary information which from the tunnel establishment message, to the AAA server for service authentication and authorization, then initiate the re-authentication exchange between the UE and the AAA server
After success of the service re-authentication, the PDG gets the necessary authorization information from the AAA server, e.g. security materials and authorized W-APN.
11. With the necessary materials received from the 3GPP AAA server, the PDG communicates with the UE to establish the tunnel.

12. Basing on the allocated tunnel information, the PDG provides filters to the WAG (may thorough the AAA server). Packets matching the filters will not be admitted to the inter-PLMN backbone.
13. The PDG responses to the WLAN UE: the tunnel is ready. Then the user data can start to flow between the WLAN UE and the PDG to access Wi.
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