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Introduction

In the process of preparing TS 23.234 ready for approval, there is an apparent need for some editorial clean-up across the specification to improve readability and consistency. This contribution proposes a set of clean-ups of this nature.

Proposed changes

It is proposed to apply the following changes to TS 23.234:

****************** First change **********************
5.2
Access Control Principles

End to End Authentication:  WLAN Authentication signaling is executed between WLAN UE and 3GPP AAA Server for the purpose of authenticating the end-user and authorizing the access to the WLAN and 3GPP network.

Transporting Authentication signalling over WLAN Radio Interface:  WLAN authentication signalling is carried between WLAN UE and WLAN AN by WLAN Access Technology specific protocols. To ensure multivendor interoperability these WLAN technology specific protocols shall conform to existing standards of the specific WLAN access technology. 

Transporting Authentication signalling between WLAN AN and 3GPP network: WLAN Authentication signalling shall be transported between any WLAN AN and 3GPP network by a standard protocol, which is independent of the specific WLAN technology utilised within the WLAN Access network.  

Details of end to end authentication and transport of authentication signalling over the WLAN radio interface and between the 3GPP network and WLAN is covered in 3GPP TS 33.234 [10]

WLAN Access Authorization: This defines the process(es) in 3GPP AAA Server verifying whether WLAN Access should be allowed to a subscriber and deciding what access rules/policy should be applied to a subscriber. It is the access stage after the access authentication, but before service authorisation and WLAN UE's local IP address allocation.

After the authentication process succeeds, there could be additional conditions for the 3GPP AAA Server to decide whether the access is allowed and what access rules/policy should be applied. These conditions may be based on the subscriber’s profile, the account status, O&M rules or local agreements.
The procedure for WLAN Access Authorization between the WLAN UE and the 3GPP AAA Server is combined with the WLAN Access Authentication.

Access rules/policy decided by the 3GPP AAA Server may be deployed in the 3GPP AAA Server, or/and in other entities such as the WAG or the WLAN AN. 

Access rules/policy may include access scope limitation, time limitation, bandwidth control values, and/or user priority. 

WLAN Access rules/policy should be specified by the home and/or visited operator based on the subscriber’s profile, the account status, O&M rules (e.g. blacklist, access limitation list), and local agreements. Factors such as access time and access location could also be considered in these rules. 

The access scope limitation could be, for example, only/not/may “access through WAG”; only/not/may “access intranet X”. 

Access scope limitation can be achieved using IP allocation scheme, VLAN allocation, Filtering, ACLs in the routers and switchers, etc.

Different access priority or the range of priorities may be authorized for different subscribers, and/or for one subscriber based on different access time or location, etc.
3GPP WLAN attach: The WLAN-attach status indicates whether the WLAN UE is now being served by the 3GPP WLAN IW network.
A WLAN UE is “WLAN-attached” after successful authentication and WLAN Access Authorization.
A WLAN UE is “WLAN-detached” in 3GPP network after its disconnection, or its authentication or WLAN Access Authorization being cancelled.
The WLAN-attach status is maintained by the 3GPP AAA server. 
The WLAN UE’s WLAN attach status should be obtained from the AAA Server directly or through the HSS, by other entities in the 3GPP or 3GPP connected network. Other entities in the 3GPP network obtain the WLAN UE’s WLAN-attach status directly from the AAA Server or through the HSS. These entities and the corresponding reference points are not in the scope of this TS.

The description of the corresponding status in the WLAN UE is out of the scope of this TS.

Additional access control principle for scenario 3:

Service Selection and authorisation: The solution shall include means for securely delivering service selection information from the WLAN UE to the 3GPP AAA server in the Home Network. The service selection information shall contain an indication of the requested W-APN to which access is requested. The 3GPP AAA Server in the Home network shall verify the users subscription to the indicated W-APN against the subscriber profile retrieved from HSS. The 3GPP AAA Server selects a W-APN based on the requested W-APN and on the user’s subscription/local policy.

The service request shall be indicated by a tunnel establishment request from the WLAN UE to PDG. The PDG shall then seek authentication/authorisation from the 3GPP AAA Proxy or Server in the same network.



The results of the authorisation decision shall be communicated to the Visited Network. All subscription-based authorisation decisions are made in the Home network.

In the case of a request for access to services provided in the Visited Network, the 3GPP AAA Proxy shall also authorise access based on local policy.

****************** Next set of changes **********************

5.6
Service Authorization Principles for scenario 3

The home network decides whether visited service is allowed or not based on e.g. W-APN, the user subscription information, visited network capabilities and roaming agreement. 

5.6.1
Accessing Home Network provided services

The following functionality and requirements have been identified:

-
It shall be possible to support multiple service authorizations after a successful WLAN authentication/authorisation (i.e. EAP success).
-
The Service authorisation procedure should, as far as possible, be independent from WLAN Access authentication and authorisation.
-
The routing policy applied at WLAN Access Authentication and Authorisation may include policy determining whether the user has IP connectivity to the PDGs used for access to external IP networks.

-
It shall be possible to permit access to different services simultaneously.
-
Service authorization information shall be protected 

-
The Access Point Name (APN) concept defined in 3GPP TS 23.003 shall be used for WLAN interworking authorization (namely W-APN). In a service authorization procedure: 

-
W-APN selection and authorization is an end-to-end procedure between the WLAN UE and the HPLMN (the service authorization decision is made by the 3GPP AAA Server).



-
The WLAN UE shall use W-APN to indicate to the network the service or set of services it wants to access.

-
The H-PDG selection is under control of the 3GPP Home Network. The selection is based on the requested W-APN and user subscription information. The mechanism to select the H-PDG by the home network is out of scope of this specification
. 

-
The PDG needs to know the authorized W-APN to select the external network, i.e. Wi interface.

y

5.6.2
Accessing Visited Network provided services

When accessing visited network provided services, additional principles below apply:

-
In order for the UE to be able to use W-APNs in the VPLMN, the 3GPP AAA Server needs to pass to the 3GPP AAA Proxy the authorized W-APN and service related information which is required by the Visited Network to perform the service. 

-
The W-APN needs to be understood by both the Home and the Visited Networks. 

-
The V-PDG selection is under control of the 3GPP Visited Network. The selection is based on the authorized W-APN and service related information. The mechanism to select the V-PDG by the Visited Network is out of scope of this specification
. 

-
The selected PDG in the Visited Network needs to know the authorized W-APN to select the external network, i.e. Wi interface.

5.6.3
External IP Network selection

The WLAN UE can connect to different IP networks, including the Internet, an operator’s IP network or an external IP network such as a corporate IP network. The user may indicate a preferred IP network with a requested WLAN Access Point Name (W-APN). The Requested W-APN may also indicate a point of interconnection to the external IP network (i.e. PDG).

A W-APN is indicated by the WLAN UE in the tunnel establishment procedure between the WLAN UE and an initial PDG. It is then forwarded to the 3GPP AAA server (whether this request is routed via the 3GPP AAA Proxy is FFS). 

5.7
IP Connectivity for scenario 3



5.7.1
Principles

The WLAN UE initiates the establishment of tunnels and is involved in packet encapsulation/decapsulation. The tunnel shall reside between the WLAN UE and the PDG. In the non roaming case, the PDG shall reside in the Home PLMN; in the roaming case, the PDG may reside either in the Home or in the Visited PLMN (both cases shall be supported).

 The following steps are performed after WLAN access authentication/authorisation:

1. W-APN resolution and discovery of the tunnel endpoint (PDG) IP-address is performed using the procedures described in clause 7.9. 

2. Tunnel establishment, including mutual authentication, shall occur between the WLAN UE and the PDG.
Note 1: Filtering attributes may be needed in order to enable the WLAN to enforce that the WLAN UE tunnels all traffic as required. Filtering attributes may be transmitted from 3GPP AAA Server to WLAN over the Wr reference point. The WLAN access network sets up appropriate packet filters.

Note 2: The PDG is described in section 6.

The tunnel establishment is not coupled to WLAN access authentication/authorisation. The WLAN UE may establish several tunnels in order to access several external IP networks simultaneously. The external IP network selection is performed as part of the establishment of each tunnel. 



5.7.2
Tunnelling Requirements

The requirements that a WLAN UE-Initiated tunneling protocol should meet are:

-
Minimal requirements to the underlying IP connectivity network, i.e. WLAN UE initiated tunnelling and tunnel establishment signalling can be deployed on top of generic IP connectivity networks

-
Minimal impacts to the WLAN access network
-
Establishment of trusted relationships (e.g. mutual authentication for both tunnel end-points) shall be possible 
-
Tunnel IP configuration of the WLAN UE may be obtained from/through the remote tunnel endpoint
-
Set up secure tunnels between WLAN UE and remote tunnel endpoint. Especially support encryption and integrity protection during tunnel establishment and while transporting user data packets, if enabled.
-
Remote IP address (inner IP):
-
The transport of IPv4 packets shall be supported
-
The transport of IPv6 packets shall be supported (e.g. in order to support IPv6 services like IMS)
-
Local IP address (outer IP):

-
The tunnel protocol shall be able to support IPv4 and IPv6 transport addresses

-
The tunnel protocol shall support private WLAN UE's local IP addresses, which are non-routable in the public Internet..
-
The protocol should be fully specified and 3GPP should define its usage to enable multi-vendor inter-operability. 

5.8
Roaming requirements for scenario 3

For the delivery of 3GPP PS based services in a roaming scenario:

-
The roaming architecture shall ensure that CDRs can be generated e.g. volume and time based by the visited network.



-
The roaming architecture shall ensure that the bearer path from the WLAN to PDG conforms to QoS and roaming agreement(s).

-
The roaming architecture shall provide the ability to allow the user to access services provided by the visited network, e.g. local PS services
.

-
The roaming architecture shall allow the home network to limit the set of 3GPP services available for a given roaming user.

-
Scenario 3 requires that all packets sent to/from a WLAN UE are routed via a VPLMN in a 3GPP network.

****************** Next change **********************
5.9.3
Routing enforcement and policy Enforcement in the HPLMN

When operating in scenario 3 and access is via a tunnel endpoint (PDG) in the HPLMN, the HPLMN shall be able to provide the VPLMN with suitable policy enforcement information. The HPLMN may also provide suitable routing enforcement information to WLAN.

****************** Next set of changes **********************
5.10
IP address allocation for the WLAN UE
In Scenario 2, a WLAN UE needs to use its local IP address only. In Scenario 3, a WLAN UE shall use two IP addresses; its local IP address and remote IP address.

A WLAN UE’s local IP address identifies the WLAN UE in the WLAN AN. In scenario 2, the WLAN UE's local IP address is assigned by the WLAN AN; in scenario 3, it can be assigned by a WLAN or by a PLMN (a VPLMN in roaming case and a HPLMN in non-roaming case). For the WLAN-assigned local IP address, which belongs to the address space of WLAN AN, there is no additional requirement on the WLAN. WLAN UE's local IP address allocation by the PLMN is for further study.
In scenario 3, a WLAN UE’s remote IP address identifies the WLAN UE in the network that the UE is accessing for the 3G PS service. It shall be used for the inner packet of the UE-initiated tunnel. It can be assigned by HPLMN, VPLMN or an external IP network. The only case where VPLMN assigns the remote IP address for the WLAN UE is when the UE-initiated tunnel terminates at the VPLMN’s PDG. When the WLAN UE’s remote IP address is allocated by the external IP network, the PDG is required to have an interface with an address allocation server, such as AAA or DHCP, belonging to the external IP network. For the WLAN UE’s remote IP address, IPv4 addresses shall be supported. When the WLAN UE accesses 3G PS based services using an IPv6 network such as IMS services, IPv6 addresses shall be supported for the WLAN UE’s remote IP address.  

When a WLAN UE accesses several 3G PS based services with different W-APNs simultaneously, the WLAN UE can get several remote IP addresses. There may be several UE-initiated tunnels for the services.

5.11
Charging

The following functionality and requirements have been identified:

-
The WLAN Access Network shall be able to report the WLAN access usage to the appropriate 3GPP system (i.e. VPLMN in the roaming case and HPLMN in the non-roaming case).

-
It shall be possible for the 3GPP system to control a specific ongoing WLAN access session for online charging purposes. 

-
It shall be possible for an operator to maintain a single prepaid account for WLAN, PS, CS, and IMS for a user.

-
The 3GPP system shall be able to process the WLAN access resource usage information,and convert it into the format used in 3GPP networks (e.g. CDR).

-
It shall be possible to correlate charging and accounting records generated in WLAN Access related nodes and records generated in 3GPP nodes.
-
It shall be possible to apply offline charging and online charging mechanisms for the WLAN interworking with 3GPP network.
For Scenario 3:

-   It shall be possible to generate per user charging information in the HPLMN and in the VPLMN irrespective of whether the service is provided in the HPLMN or in the VPLMN.
5.12
AAA Protocol Requirements

· A common AAA protocol  shall be used for Authentication, Authorization and Accounting purposes in the WLAN Interworking Architecture within the 3GPP network.

· The protocol used for Accounting purpose in the WLAN Interworking Architecture in the 3GPP network shall be the same as used by the 3GPP Charging Architecture eg. the AAA protocol used by the 3GPP IMS charging architecture,

· If interworking with a legacy AAA protocol is needed, then it shall be performedat the entry and exit point of the 3GPP network. In the case of roaming, such interworking shall be performed in the visited network. The legacy AAA protocol may not support all features of 3GPP AAA protocol.  Therefore, this interworking might limit the usage of features existent in 3GPP AAA protocol  but not existent in legacy AAA protocol(e.g. filtering rules).

****************** Next change **********************
6.2.1
WLAN UE

The WLAN UE is the UE (equipped with UICC card including (U)SIM) utilized by a 3GPP subscriber to access the WLAN network for 3GPP interworking purposes. The WLAN UE may be capable of WLAN access only, or it may be capable of both WLAN and 3GPP cellular  accesses.  Some WLAN UE may be capable of simultaneous access to both WLAN and 3GPP cellular access.  The WLAN UE may include terminal types whose configuration (e.g. interface to a UICC), operation and software environment are not under the exclusive control of the 3GPP system operator, such as a laptop computer or PDA with a WLAN card, UICC card reader and suitable software applications.

****************** Next change **********************
6.2.3
3GPP AAA Server

The 3GPP AAA server is located within the 3GPP network. The 3GPP AAA Server: 

-
Retrieves authentication information and subscriber profile (including subscriber's authorization information) from the HLR/HSS of the 3GPP subscriber's home 3GPP network.

-
Authenticates the 3GPP subscriber based on the authentication information retrieved from HLR/HSS. The authentication signaling may pass through AAA proxies.

-

Communicates authorization information to the WLAN potentially via AAA proxies.

-
Registers its (the 3GPP AAA server) address or name with the HLR/HSS for each authenticated and authorized 3GPP subscriber. 

-
Initiates the Purge procedure when the 3GPP AAA server deletes the information of a subscriber. 

-
May act also as a AAA proxy (see above).

-
Maintains the WLAN UE’s WLAN-attach status.
-
Provides the WLAN UE’s WLAN-attach status to other entities (which are out of the scope of this TS).
-
Generates and reports per-user charging/accounting information to the HPLMN CCF/CGw.

For scenario 3:

-

 Communicates service authorization information (e.g. authorized W-APN, necessary keying material for tunnel establishment and user data traffics) to the PDG.  AAA proxies if  the PDG is located in VPLMN.


****************** Next set of changes **********************
6.2.5
WLAN Access Gateway (WAG)



Scenario 3 requires added functionality in the VPLMN on the user-plane, these fuctions are performed in the WAG
. The WLAN Access Gateway applies to scenario-3.

The WLAN Access Gateway is a gateway via which the data to/from the WLAN Access Network shall be routed via a PLMN to provide a WLAN UE with 3G PS based services in scenario 3. 

The WLAN Access Gateway shall reside in the VPLMN in the roaming case, and in the HPLMN in the non-roaming case.

The WLAN Access Gateway:

-
Allows VPLMN to generate charging information for users accessing via the WLAN AN in the roaming case.

-
Enforces routing of packets through the PDG.

-
Performs collection of per tunnel accounting information, e.g. volume count (byte count) and elapsed time, to be used for inter-operator settlements.
· Filters out packets based on unencrypted information in the packets.  Packets should only be forwarded if they: 
1. are part of an existing tunnel or 
2. are expected messages from the UEs.  This includes service requests, and tunnel establishment messages. 
Since the WAG does not have a full trust relationship with the UE, it is not able to stop all messages.  However, messages from an unknown IP address can easily be discarded.  Other approaches may be used as well.  Additional types of message screening are left to the operators' control.
Note: per tunnel accounting generation in the WAG is not required when the WAG and PDG are in the same network, i.e. the non-roaming case.

The WAG shall implement policy enforcement.

If service is provided through a PDG in the HPLMN the WAG:

-
Ensures that all packets from the WLAN UE are routed to the HPLMN.

-
Ensures that packets from the authorised WLAN UEs are only routed to the appropriate PDG in the HPLMN and that packets from other sources than that PDG are not routed to the WLAN UE.

If service is provided through a PDG in the VPLMN the WAG:

-
Ensures that all packets from the WLAN UE are routed to the VPLMN.

-
Ensures that packets from the authorised WLAN UEs are only routed to the appropriate PDG in the VPLMN and that packets from other sources than that PDG are not routed to the WLAN UE.

6.2.5.1
Routing Enforcement

Information regarding the selected PDG, including whether the PDG is in the HPLMN or the VPLMN is provided by the HPLMN to the VPLMN.

In the roaming case, the PDG information is delivered from the 3GPP AAA Server to the 3GPP AAA Proxy.

Within the VPLMN, policy enforcement information is delivered to the WAG.
Editor's note:The detailed definition of the policy enforcement information delivered to the WAG (including between HPLMN and VPLMN) is FFS
.
Note: Whether information regarding one or all PDGs is provided will likely impact the signalling which supports the activation of a further W-APN. Delivering information of all valid PDGs may limit impacts on signalling for further W-APN establishment.

The policy enforcement delivered during initial authentication will be bound to a user’s AAA signalling. The WAG requires functionality to be able to securely bind this information to a user’s traffic.

Editor's note: It is FFS how the binding of user traffic to the corresponding policy information is achieved.

The binding of the policy to a user's traffic allows the WAG to drop un-authorized packets sent to/from a user.

6.2.5.2
Per-user Charging Generation

If required, according to the above requirements for policy enforcement, the WAG has sufficient information to bind a user’s traffic to AAA signalling (and implicitly to a user’s 3GPP identity). The binding can allow an accounting client in the WAG to generate charging records and correlate these with AAA signalling. Hence, per-user charging information can be generated.




1. 
2. 


6.2.6
Packet Data Gateway

The Packet Data Gateway applies to scenario-3.
3GPP PS based services (Scenario 3) are accessed via a Packet Data Gateway. 3GPP PS based services may be accessed via a Packet Data Gateway in the user’s Home Network or a PDG in the selected VPLMN. The process of authorisation and service selection (e.g. W-APN selection) and subscription checking determines whether a service shall be provided by the home network or by the visited network. The resolution of the IP address of the Packet Data Gateway providing access to the selected service will be performed in the PLMN functioning as the home network (in the VPLMN or HPLMN). 

Successful activation of a selected service results in:

-
Determination of the Packet Data Gateway IP address used by the WLAN UE;

-
Allocation of a WLAN UE's remote IP address (the WLAN UE’s home address) to the WLAN UE 
(if one is not already allocated);

-
Registration of the WLAN UE's local IP address with the Packet Data Gateway and binding of this address with the WLAN UE's remote IP address.

The Packet Data Gateway:

-
Contains routeing information for WLAN-3G connected users;

-
Routes the packet data received from/sent to the PDN to/from the WLAN-3G connected user;

-
Performs address translation and mapping;

-
Performs de-capsulation and encapsulation;

-
Allows allocation of the WLAN UE's remote IP address;

-
Relays the WLAN UE’s remote IP address allocated by an external IP network to the WLAN UE, when external IP network address allocation is used.
-
Performs registration of the WLAN UE’s local IP address and binding of this address with the WLAN UE’s remote IP address;

-
Provides procedures for unbinding a WLAN UE's local IP address with the WLAN UE's remote IP address;

-
Provides procedures for authentication and prevention of hijacking (i.e. ensuring the validity of the WLAN UE initiating any binding of the WLAN UE's local IP address with the WLAN UE's remote IP address, unbinding etc.)

-
May filter out unauthorised or unsolicited traffic with packet filtering functions. All types of message screening are left to the operators' control, e.g. by use of Internet firewalls.

-
Generates per user charging information.
-
Generates charging information related to user data traffic for offline and online charging purposes.

-
May apply IP flow based bearer level charging [13], e.g. in order to differentiate or suppress WLAN bearer charging for 3GPP PS based services.

-
Performs the functions of Service-based Local Policy Enforcement Point (controls the quality of service that is provided to a set of IP flow as defined by a packet classifier, control admission based on policy that is applied to the IP bearers associated with the flow, and configuration of the packet handling and “gating” functionality in the user plane.)

-
Communicates with Policy Decision Function (PDF) to allow service-based local policy and QoS inter-working information to be “pushed” by the PDF or to be requested by the PDG.   This communication also provides information to support the following functions in the PDG:

 -
Control of Diffserv inter-working;

-
Control of RSVP admission control and inter-working;

-
Control of “gating” function in PDG;

-
WLAN bearer authorization;
-
QoS charging related function.

****************** Next and final change **********************
7
Procedures

Editor’s note: the following procedures are FFS:





-
Subscriber Reselects WLAN/HPLMN/VPLMN;



-
Tunnel deactivation procedure

-
Deragistration procedure(s)





















































































































































































































































































































































�PAGE \# "'Page: '#'�'"  �Page: 1��� It has been decided that the tunnel establishment request is sent to the PDG.
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