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1.
Introduction

This paper proposes the privacy text in section 9 based on the new version of TR 23.877 v1.0.0.

2. 
Stage 1 requirements on Privacy – 22.243

TS 22.243 contains the following section on Privacy (note that SRF = Speech Recognition framework):

“For SRF-based automated voice services, privacy requirements shall be at least as good as for IMS voice or data sessions [5]:

-
It shall be possible to encrypt speech and speech meta-data exchanges;

-
It shall be possible to prevent exchange of the user's true identity, location and other terminal or user related information when required.

SRF-based automated voice services, may imply that the service provider collects information about the user or usage. This information should be treated according to the policies in place for data and voice (e.g. human to operator or human to automated service) services. The SRF-based automated voice services shall not add additional privacy risks.”

3.
Impacts on Stage 2 – System Architecture

According to Stage 1 requirements, “It shall be possible to encrypt speech and speech meta-data exchanges” belongs to security aspect. The encrypted speech/speech meta-data should be done at air interface via existing mechanism and there is no additional privacy impact.

“It shall be possible to prevent exchange of the user’s true identity, location and other terminal or user related information when required.” belongs to privacy aspect which can be based on the existing privacy mechanism for location service such as Privacy Profile Register (PPR), i.e. the ASR can be connected to the PPR via Lpp interface which allows privacy information to be checked. 

The information about the user or usage should be treated as privacy aspect and the mechanism for protecting the information should be based on PPR as well. 
4.
Proposed Text in Section 9

9.
Privacy

Existing radio interface encryption mechanisms can be used to provide privacy for speech and speech meta-data exchanges.
Preventing exchange of the user’s true identity, location and other terminal or user related information belongs to privacy aspect which can be based on the existing privacy mechanism for location service such as Privacy Profile Register (PPR), i.e. the ASR can be connected to the PPR via Lpp interface which allows privacy information to be checked.
5. 
Conclusion

We would like the proposed text in Section 5 to get agreed and the actual text added to TR 23.877.

