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Discussion

The main scenario 2 functionality described in TS 23.234 is EAP based WLAN access authentication and authorization of the UE performed between WLAN UE and AAA server. However, access authorization needs some additional information from the WLAN NAS (network access server) hosted at the access point. Besides the subscription data stored in the HLR/HSS the AAA server in the user’s home network needs at least an indication that the UE uses actually an I-WLAN access at all. Otherwise the 3GPP/WLAN Interworking solution would be not future proof, if EAP is used to authenticate other access technologies. In addition, some information about the used I-WLAN itself (e.g. an I-WLAN identifier) would be helpful for a more sophisticated access authorization in the home network.
RADIUS and DIAMETER Access-Request messages contain the parameter NAS-Identifier, which is an 8-bit string identifying the NAS (besides the NAS-IP-Address). Exact usage of this parameter is not described in documents like draft-ietf-aaa-diameter-nasreq-11.txt or RFC 3588 on RADIUS.
It is clear that the WLAN NAS has to provide a useful and well-defined NAS-Identifier that can be parsed in the AAA server of the home network, enabling the AAA server to take appropriate decisions based on the user’s subscription information. In a roaming environment such a well-defined identifier is most probably subject to roaming agreements. Nevertheless, it is our understanding that TS 23.234 should mention the necessity of such an identifier for WLAN access authorization.
Proposal

We propose the following changes in TS 23.234 v2.3.0.
<<< Modified Section >>>
5.1 Access Control Requirements
The following functional requirements have been identified:

-
Legacy WLAN terminals should be supported. However software upgrades may be required for e.g. security reasons.

-
Minimal impact on the user equipment, i.e. client software.

-
Minimal impact on existing WLAN networks.

-
The need for operators to administer and maintain end user software shall be minimized.

-
Existing SIM and USIM shall be supported. 

-
Authentication shall rely on (U)SIM based authentication mechanisms.  

-
R6 USIM may include new functionality if necessary e.g. in order to improve privacy.

-
Changes in the HSS/HLR/AuC shall be minimized.

-
Methods for key distribution to the WLAN access network shall be supported.

-
The WLAN connection established for a 3GPP subscriber shall have no impact to the capabilities of having simultaneous PS and CS connections for the same subscriber.

-
WLAN Access Authorization shall occur upon the success of the authentication procedure. It shall take into account the user’s subscription data and optionally information about the used WLAN access.
-
It shall be possible to indicate to the user of the results of authorization requests.

-
Results of WLAN Access Authorization requests shall be indicated to the WLAN, so that the WLAN can take appropriate action. 

-
The WLAN Access Authorization mechanism shall be able to inform the user and WLAN immediately of any change in service provision.

-
This TS proposes solutions for operators who want to interwork their WLAN with an existing pre-R6 HLR/HSS.
<<< Modified Section >>>

5.2 Access Control Principles

End to End Authentication:  WLAN Authentication signaling is executed between WLAN UE and 3GPP AAA Server for the purpose of authenticating the end-user and authorizing the access to the WLAN and 3GPP network.
Transporting Authentication signalling over WLAN Radio Interface:  WLAN authentication signalling is carried between WLAN UE and WLAN AN by WLAN Access Technology specific protocols. To ensure multivendor interoperability these WLAN technology specific protocols shall conform to existing standards of the specific WLAN access technology. 
Transporting Authentication signalling between WLAN AN and 3GPP network: WLAN Authentication signalling shall be transported between any WLAN AN and 3GPP network by a standard protocol, which is independent of the specific WLAN technology utilised within the WLAN Access network.  

Details of end to end authentication and transport of authentication signalling over the WLAN radio interface and between the 3GPP network and WLAN is covered in 3GPP TS 33.234 [10]
WLAN Access Authorization: This defines the process(es) in 3GPP AAA Server verifying whether WLAN Access should be allowed to a subscriber and deciding what access rules/policy should be applied to a subscriber. It is the stage after access authentication, but before service authorisation and WLAN UE's local IP address allocation.
After the authentication process succeeds, there could be additional conditions for the 3GPP AAA Server to decide whether the access is allowed and what access rules/policy should be applied. These conditions may be based on the subscriber’s profile, the account status, O&M rules, local agreements or information about the used WLAN access..
The procedure for WLAN Access Authorization between the WLAN UE and the 3GPP AAA Server is combined with the WLAN Access Authentication.
Access rules/policy decided by the 3GPP AAA Server may be deployed in the 3GPP AAA Server, or/and in other entities such as the WAG or the WLAN AN. 
Access rules/policy may include access scope limitation, time limitation, bandwidth control values, and/or user priority. 
WLAN Access rules/policy should be specified by the home and/or visited operator based on the subscriber’s profile, the account status, O&M rules (e.g. blacklist, access limitation list), and local agreements. Factors such as access time and access location could also be considered in these rules.
<<< Modified Section >>>

6.3.1.2
Functionality

The functionality of the reference point is to transport AAA frames:
-
Carrying data for authentication signalling between WLAN UE and 3GPP Network.

-
Carrying data for authorization signalling between WLAN AN and 3GPP Network. These data may include a well-defined identification of the used WLAN AN.
-
Enabling the identification of the operator networks amongst which the roaming occurs.

-
Carrying keying data for the purpose of radio interface integrity protection and encryption.

-
When such functionality is supported by the WLAN AN, purging a user from the WLAN access for immediate service termination
<<< Modified Section >>>

7.2 WLAN Access Authentication and Authorisation
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Figure 7.1
Authentication and authorisation procedure

1.
WLAN connection is established with a WLAN technology specific procedure (out of scope for 3GPP). 
2.
The EAP authentication procedure is initiated in WLAN technology specific way. 

All EAP packets are transported over the WLAN interface encapsulated within a WLAN technology specific protocol.

All EAP packets are transported over the Wr reference point.

A number of EAP Request and EAP Response message exchanges is executed between 3GPP AAA Server and WLAN UE. The amount of round trips depends e.g. on the utilised EAP type. Information stored in and retrieved from HSS may be needed to execute certain EAP message exchanges. 

3
Information to execute the authentication with the accessed user is retrieved from HSS. This information retrieval is needed only if necessary information to execute the EAP authentication is not already available in 3GPP AAA Server. To identify the user the username part of the provided NAI identity is utilised.

4
Subscribers WLAN related profile is retrieved from HSS. This profile includes e.g. the authorisation information and permanent identity of the user. Retrieval is needed only if subscriber profile information is not already available in 3GPP AAA Server.

5
If the EAP authentication and authorisation was successful, then 3GPP AAA Server sends Access Accept message to WLAN. In this message 3GPP AAA Server includes EAP Success message, keying material derived from the EAP authentication as well as connection authorisation information (e.g. NAS Filter Rule or Tunnelling attributes) to the WLAN.

WLAN stores the keying material and authorisation information to be used in communication with the authenticated WLAN UE.

6
WLAN informs the WLAN UE about the successful authentication and authorisation with the EAP Success message. 

7
3GPP AAA server registers the WLAN users 3GPP AAA Server to the HSS. In registration messages the subscriber is identified by his permanent identity.  This registration is needed only if the subscriber is not already registered to this 3GPP AAA Server.
<<< Modified Section >>>

A.1.1
Authentication, Authorisation and Session Key delivery

The purpose of this signalling sequence is to carry WLAN UE - 3GPP AAA Server authentication and authorisation signalling over the Wr reference point. As a result of a successful authentication, authorisation information and session keying material for the autenticated session is delivered from the 3GPP AAA Server to the WLAN. 
This Wr signalling sequence is initiated by the WLAN when authentication and authorisation of a WLAN UE is needed. This can take place when a new WLAN UE accesses WLAN, when a WLAN UE switches between WLAN APs or when 
a periodic re-authentication is performed.
The signalling sequence shown is based on Diameter. For signalling to WLANs using RADIUS the conversion defined in Diameter specification shall be used. 
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Figure A.1.1 Signalling example on Wr Reference Point for Authentication and Authorisation

1. 
The WLAN initiates authentication procedure towards 3GPP network by sending Diameter_EAP_Request message to 3GPP AAA Server. This Diameter message carries encapsulated EAP Response/Identity message to 3GPP AAA Server. This message also carries a Session-ID used to identify the session within the WLAN and optionally a well-defined identification of the used WLAN AN (e.g. transported in the NAS-Identifier parameter).
2.
3GPP AAA Server performs the authentication procedure based on information retrieved from HSS/HLR. 3GPP AAA Server sends message Diameter_EAP_Answer to WLAN. This message carries encapsulated EAP Request message.  The content of the EAP Request message is dependent on the EAP type being used.  WLAN conveys the EAP Request message to the WLAN UE.
3.
WLAN UE responds to WLAN by a EAP Response message. WLAN encapsulates it into Diameter_EAP_Request message and sends it to 3GPP AAA Server. The contents of the EAP Response message is dependent on the EAP type being used.

The number of roundtrip Diameter signalling exchanges similar to the signal pair 2 and 3 is dependent e.g. on the EAP type being used.
2N. 
When 3GPP AAA server has successfully authenticated and authorised the 3GPP subscriber, the 3GPP AAA Server sends final Diameter_EAP_Answer message carrying encapsulated EAP Success message to WLAN. WLAN forwards the EAP Success message to the WLAN UE. 

This Diameter_EAP_Answer message also carries the authorisation information (e.g. NAS Filter Rule or Tunnelling attributes) for the authenticated session. Message also carries the keying material from 3GPP AAA Server to WLAN to be used for the authenticated session by WLAN.
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