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1. Discussion

The WAG is currently defined in TS 23.234 in a way that it is sometimes not clear to interpret. This paper tries to motivate a further clarification of some functionality, which is supposed to be performed by the WAG.

The discussion will be based in specific parts of the functionality described in TS 23.234, chapter 6.2.5

The WLAN Access Gateway:

· Allows VPLMN to generate charging information for users accessing via the WLAN AN in the roaming case.

· Enforces routing of packets through the PDG.

· Performs collection of per tunnel accounting information, e.g. volume count (byte count) and elapsed time, to be used for inter-operator settlements.

· Filters out packets based on unencrypted information in the packets.  Packets should only be forwarded if they: 
1. are part of an existing tunnel or 
2. are expected messages from the UEs.  This includes service requests, and tunnel establishment messages. 
· Since the WAG does not have a full trust relationship with the UE, it is not able to stop all messages.  However, messages from an unknown IP address can easily be discarded.  Other approaches may be used as well.  Additional types of message screening are left to the operators' control.

The unclear requirements to be discussed in this contribution are the fourth and fifth ones, which are closely related

It is clearly stated that the filtering is based on unencrypted information of the packets, and then our interpretation is that it means that the filtering in the WAG is based on the outer IP addresses of the packets. The outer IP addresses will consist of the Source IP address and the Destination IP address. The Destination IP address will be the PDG IP address, which has been described by SA3 that it is not possible to hide and that eventually will be easy to discover. So in the face of a possible attack to the PDG, the filtering of the WAG based on Destination IP address seems useless.

The filtering based on Source IP address seems more interesting since a priori only the authorized IP addresses will be allowed to send packets. This IP address is the local IP address assigned to the UE by the WLAN AN. So the question is how the WAG is aware of such IP address, i.e. which node sends the local IP address of the WLAN UE to the WAG. 

Here the following options are considered:

1. The WLAN UE itself sends the local IP address to the WAG.

2. The WLAN AN sends the local IP address to the WAG.

3. Some node in the 3GPP network sends the local IP address to the WAG.
Option 1 is ruled out, because according to the chosen tunnelling mechanism (end-to-end), the WLAN UE is not aware of the WAG.

Option 2, i.e. sending the local IP address from the WLAN AN implies: 1- impacts on the WLAN, which is against the principles of WLAN interworking, 2- the WLAN AN is not always trusted and hence the local IP address will not be trusted. Hence, this option is ruled out.

Option 3 means that the WAG receives the local IP address from a trusted node in the 3GPP network after a user has been authenticated and authorized to use the tunnel. The simplest way is to use the Wg interface (AAA server/proxy <-> WAG) for this purpose. Additionally, the user identity could be sent and then the WAG could generate accounting information based on user identity (the drawback is that user’s privacy is lost in the visited network).
The sending of the local IP address to the WAG means that the user is authorized to use the tunnel. The reason why the local IP address will be received from the AAA server/proxy (and not the PDG) is that this authorization may depend not only in a successful authentication, but in other rules or policies which influence in the decision of the tunnel authorization. These rules or policies will be part of the user profile, which is managed by the AAA server, who has to take the final decision to authorize the use of the tunnel, that is, to send the local IP address.

A fourth approach, where the WAG does not need to do any filtering, is that the WAG relies on the WLAN AN to send only ‘valid’ packets (from authorized users) to the WAG. The WAG then generates accounting information based on local IP address, which will be mapped to user identity by the charging nodes. The drawback is that the WLAN AN may not be trusted to do this filtering.

For both options three and four, the following work needs to be done:

· (for option 3) it is needed to define the process over Wg interface by which the WAG is informed of the valid local IP addresses, and possibly their corresponding user identities. If the user identity is not known by the WAG, it will generate accounting information based on local IP address

· (for option 4) the WAG does not need to be informed of anything; it will generate accounting information and the charging nodes will have to map the local IP address with user identity

2. Proposal

According to the previous analysis, and once one option has been chosen for the WAG, Ericsson proposes to further work on the issue and send corresponding LSs to other groups if needed.

The following change applies if option 3 is chosen:

**************** first proposed change **************************

6.3.7
Wg reference point
The Wg reference point applies to scenario-3.

This is an AAA interface between the 3GPP AAA server/proxy and the WAG. It is used to provide information needed by the WAG to perform policy enforcement functions for authorised users, where the authorized users are identified by the local IP address.
































































































