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Introduction

During SA2#36 meeting, a contribution from Nortel (s2-034016) removed the notion of I-WLAN SSID from TS 23.234. Although Orange objected to this decision, the chairman decided to approve this contribution but to leave the discussion open for Innsbruck meeting.

This contribution re-affirms the need to define a tool allowing the users to know, before associating to an Access Point, whether it belongs to an interworking WLAN or not.

The aim of this contribution is not necessarily to mandate the use of SSIDs to transport such an information, so we also show alternative solutions and analyze the pros and cons of each of them. The aim is not to push one particular solution but to initiate the discussion that will lead to a decision on the method to standardize. However we wish to underline the need for a unique standardized solution, as options would lead to unpredictable behaviours of the Access Points and clients, which is not satisfactory.

Requirement

We believe that it is not desireable to lose the possibility to inform a client whether a given WLAN AN provides 3G interworking or not. There is a need to find which WLAN to use in roaming situations, and authenticating to each WLAN AN before finding an interworking one does not seem to be an acceptable behavior from the user's point of view.

Hence we propose the following modification in section 5.4.2.1 of TS 23.234:

*** Start of change ***
5.4.2.1
Case of IEEE 802.11 WLANs

The following principles shall apply:

-
Require no modifications of existing legacy APs.

-
Have no impact on existing legacy clients (implies no modification of current broadcast SSIDs).

-
Have low latency and overhead.

In the case of IEEE 802.11 WLANs the principles described  imply two specific impacts: -

· Modification of current broadcast SSIDs shall not be required

· Multiple SSIDs may be supported  (i.e. only standard 802.11 capable APs are required)

A WLAN network name is provided in WLAN beacon signal in so-called SSID (Service Set ID) information element. There is also the possibility for a WLAN UE to actively solicit support for specific SSIDs by sending a probe request message and receive a reply if the access point does support the solicited SSID. [IEEE 802.11-01/659r0]

The WLAN UE shall store a list of Preferred SSIDs provided by the Home Network operator and shall also maintain a list of the user's Preferred SSIDs. The user's Preferred SSID list shall be used if none of the SSIDs specified in the operator's Preferred SSID list are available.

The Operator's preferred SSID list would be populated, for example, with the SSIDs commonly used by major hotspot operators with whom the Home Operator has a direct relationship.
It shall be possible for a WLAN AN to indicate before association that it provides 3G interworking.

It shall be possible for a WLAN UE to prioritize (before associating) WLAN ANs that indicate that they are I-WLANs.

Once the availability of one of the preferred SSIDs is confirmed either in the beacon or in a probe response message, the WLAN UE performs association with the particular access point using the selected preferred SSID. 

*** End of change ***
Technical alternatives to indicate 3G interworking to a client before association

Broadcasting the 3G interworking capability in beacons

. 

Use of SSID "in clear"

It was agreed that it is technically not possible to define one single SSID for that purpose. The reason is that it would result in different WLAN ANs using the same SSID in the same place, which would lead to major issues as the client would no longer be able to differentiate WLAN ANs based on the SSID information.

Hence, when we talk about using the SSID to carry the "I-WLAN" information, we only mean the use of a standardized flag within the SSID; for instance, the SSID could become 3g.mcdonalds, where "mcdonalds" indicates the name of the WLAN AN owner, and "3g" would indicate the possibility of this WLAN AN to interwork with at least a 3G operator.

It is understood that an independent WLAN access provider wants to be able to broadcast at least one SSID that does not contain the "3g" information. As such, the "mcdonalds" SSID will be the first one to be broadcast, and the "3g.mcdonalds" SSID will only be broadcast if multiple broadcast SSIDs are available.

Pros of this solution: a client is able by itself to understand which WLAN does or does not provide 3G interworking. This can be included in a smart client.

Cons of this solution: it requires the WLAN to implement the capacity to broadcast multiple SSIDs (see for example IEEE document 11-03-154). Though, there are (unfortunately) many ways to implement such a functionality that has not been yet standardized to the best of our knowledge, major vendors seem to have implemented the way referred to as " Single SSIDs/Beacon, Single Beacon, Single BSSID" in the IEEE document (this solution is quoted in the annex of this contribution). Therefore, it is even doubtful that this solution work with most multi-SSID access point, that would not be able to broadcast several SSIDs. This solution also increases the number of SSID that are broadcast and it consumes bandwidth.

Impact for 3GPP standards: This solution requires 3GPP to standardize the format of the I-WLAN SSID (i.e. standardize the "3g" flag and its position in the broadcast SSID), as well as the smart client behavior.

Impact for IEEE standards: this solution would be easily deployed if multiple SSIDs could be broadcast and could be explicitly allowed by the standards.

Use of a "hidden" SSID flag

The idea here is to still flag the SSID but to hide this flag to the client. In IEEE 802.11-1999, it is said that the SSID is a null-terminated ASCII string.

Since the length of this string is provided in the information element, the idea is here to provide the flag after the null-terminated character. The "normal" SSID would be broadcast before the null-character and the 3G flag afterwards.

Pros of this solution: it doesn't require multi-SSID capability and doesn't consume much additional bandwidth. It should be easy to tweak the existing implementations to comply to this solution.

Cons of this solution: it requires some modifications on the APs and some on the client (to avoid misbehaviors of his equipment such as rejecting the SSID as invalid or showing the whole SSID including the flag).

Impact for 3GPP standardization: This solution requires 3GPP to standardize the format of the I-WLAN SSID (i.e. standardize the "3g" flag and its position in the broadcast SSID).

Impact for IEEE: no impact is foreseen.

Use of another part of the beacon

SSID is not the only place in the beacon  to broadcast the information that a WLAN AN provides 3G interworking

3G interworking could be announced by a flag included in another fixed length management frame component or in a management frame information element.

The chosen fixed length management frame component or in a management frame information element could either already exist (in which case, it would be a tweak) or be created.

Pros of this solution: it avoids the associated SSID problems.

Cons of this solution: it requires some modifications on the APs and some on the client. These modifications, shouldn't there be tweaks, would rather be IEEE 802.11 business, which might very well not even consider studying them.

Impact on 3GPP: this solution requires coordination between 3GPP and IEEE so that IEEE takes into account the requirements from 3GPP and 3GPP can then include the support of IEEE solutions in 3GPP specifications.

Impact on IEEE standards: if it is necessary to create a new management frame IE, it is necessary to make amendment to the 802.11 MAC core specification.

Announcing the 3G interworking capability in probe responses

This solution consists in broadcasting a single beacon with a unique SSID without any 3G flag but responding to probe responses directed to a SSID constructed according to a 3GPP grammar rule form the unique SSID broadcast in the beacon.

For instance, the client detects SSID "mcdonalds". He probes "3g.mcdonalds". If he gets a probe response, then he knows that the detected WLAN has 3G interworking capabilities. Whether he should then associate to "mcdonalds" or "3g.mcdonalds" is still to be determined.

Pros of this solution: it should be easy to implement on most APs that support multi-SSID (see discussion of the section "Use of SSID "in clear"") and should not be too difficult to implement in APs not supporting multi-SSID. It should be easy to implement a user-friendly program in the clients (that would typically automatically send the adequate probe request upon detection of a WLAN beacon and present the result to the client)

Cons of this solution: it requires some though little modification to the APs and the client and it consumes a little bandwidth due to systematic probing.

Impacts on 3GPP: This solution requires 3GPP to standardize the format of the I-WLAN SSID (i.e. standardize the "3g" flag and its position in the broadcast SSID), as well the client behaviour.

Impact on IEEE standards:  no impact is foreseen.

Announcing the 3G interworking capability in static SSID phone-book

This is the "static" solution: the client is provisioned with an SSID phonebook that lists the WLANs that interwork with 3G.

Pros of this solution: it doesn't require any modification to the APs

Cons of this solution: it a priori doesn't scale well, it requires modification on the client to be user-friendly and it has to be further specified (e.g. how would the SSID phone-book be distributed?)

Impact on 3GPP: the provisioning of the SSID phone-book needs to be studied and standardized.

Impact on IEEE standards:  no impact is foreseen.

Informative: Technical alternatives to indicate 3G interworking to a client after association

Using EAP-network selection and discovery

Some work has started in the IETF EAP WG after IETF58 which took place November 2004 (please see draft-adrangi-eap-network-discovery-and-selection-00.txt and http://mail.frascone.com/pipermail/eap/ for the mailing list discussions).

It would be possible to use this work to announce 3G interworking.

Pros of this solution: It wouldn't require any modification to the APs and future clients are supposed to comply to the new RFC.

Cons of this solution: It takes place after association and work has just started (hence, there is no visibility so as whether it will complete and when).

Using EAP methods

It could be possible to use an EAP method during or after authentication (e.g. EAP-TLV) to inform the client that the WLAN it is authenticating or it has authenticated to has 3G interworking capabilities.

Pros of this solution: It wouldn't require any modification to the APs and future clients could implement these functionalities

Cons of this solution: It takes place after association, work has started but only on an individual submission basis (hence, there is no visibility so as whether it will complete and when, and whether all clients will implement such EAP methods).

Annex: Extract from IEEE 11-03-154 on the "Single SSID/Beacon, Single Beacon, Single BSSID solution"

(Bernard Aboba – Microsoft)

"In this approach, Beacons and Probe Responses contain only one SSID IE.  The AP includes a “primary” SSID in the Beacon, and responds to Probe Requests for the broadcast SSID only with a Probe Response for the “primary” SSID. However, the AP does respond to a Probe Request for a “secondary” SSID with a Probe Response for that SSID. With this approach, each Virtual AP may have a distinct SSID and set of capabilities, and the Beacon interval remains unchanged. 

The AP typically uses a single BSSID in all management frames, regardless of SSID, resulting in STAs receiving and then discarding traffic from broadcast domains they do not belong to. This traffic is subsequently discarded as a decrypt error, since the STA only obtains the default key corresponding to the associated SSID. 

Since only a single “primary” SSID is advertised in the Beacon, passive scanning cannot determine the supported SSIDs.  Even a STA listening for Probe Responses for a substantial period may not learn all the supported SSIDs, or even multiple capability sets available within the single “primary” SSID.   For example, using this method it is not possible for a WISP to simultaneously advertise Web Portal access as well as WPA support. To complete an active scan, the STA needs to send a Probe Request for each of the “secondary” SSIDs. Depending on the number of “secondary” SSIDs in the preference list, this can considerably increase the time and traffic required for an active scan – resulting in increased roaming times. Since an SSID and its associated capability set must be known before it can be queried in a Probe Request, this approach does not enable discovery of new SSIDs and capability sets, except by snooping of Probe Responses. 

While this approach is interoperable, it suffers from poor roaming times, and does not allow discovery of new networks or capability sets. This approach requires pre-configuration of each client, making it inappropriate for implementation of a GUEST network as described in Example 1 above.  In addition, it cannot address the needs of a WISP looking to offer multiple ways of accessing a single network.  Given the lack of flexibility of this approach, it is not recommended."
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