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1. Introduction
Clarify the service authentication and authorization process in the TS by updating related entity functionalities; notice they are independent with particular W-APN resolution mechanisms. 

We propose to include these updates in the TS to promote the progress of scenario 3.

2. Discussion

As current TS v2.2.0 states in section 5.7.2 (Tunneling Requirements) that:

-
Establishment of trusted relationships (e.g. mutual authentication for both tunnel end-points) shall be possible 
-
Set up secure tunnels between WLAN UE and remote tunnel endpoint. Especially support encryption and integrity protection during tunnel establishment and while transporting user data packets, if enabled.
To meet the requirements, the keys for tunnel is authentication and encryption are necessary. The Keys for tunnel establishment have to be obtained from authentication directly or other possibility is to utilize subscriber certificates.

The following process is according to the requirements and independent to the specific realization mechanisms:
1. After the UE initiates a service request, authentication between UE and AAA have to be performed before the service authorization and key deriving.
 Authentication traffics can be transported in the tunnel establishment or independently, 
It is end-to-end authentication between the UE and AAA server.

The authentication traffics will go through PDG if the traffics are transported in the tunneling establishment messages.  For example, L2TP/IPSEC can support all PPP legacy authentication methods .
The authentication traffics do not go through PDG if the subscriber certificates are used.(the UE will authenticate with the AAA before contact PDG for service with a transaction identifier, the PDG then with the transaction identifier, fetch the necessary material from the AAA)
2. With succeeded authentication &authorization, W-APN authorized and PDG selected and authorized, keys for tunnel are derived, then， the AAA communicates the authorization results to PDG.
3. Then, PDG use these keys for the tunnel establishment, tunnel data protection.
Illustration procedure figure for the service authentication &authorization : 
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3. Proposal
It is proposed to include the following changes to clarify the service authentication and authorization into the TS. 
*****************BEGINNING OF the First CHANGES***************

6.2.3
3GPP AAA Server

The 3GPP AAA server is located within the 3GPP network. The 3GPP AAA Server: 

-
Retrieves authentication information and subscriber profile (including subscriber's authorization information) from the HLR/HSS of the 3GPP subscriber's home 3GPP network.

-
Authenticates the 3GPP subscriber based on the authentication information retrieved from HLR/HSS. The authentication signaling may pass through AAA proxies.

-

Communicates authorization information to the WLAN potentially via AAA proxies.

-
Registers its (the 3GPP AAA server) address or name with the HLR/HSS for each authenticated and authorized 3GPP subscriber. 

-
Initiates the Purge procedure when the 3GPP AAA server deletes the information of a subscriber. 

-
May act also as a AAA proxy (see above).

-
Maintains the WLAN UE’s WLAN-attach status.
-
Provides the WLAN UE’s WLAN-attach status to other entities (which are out of the scope of this TS).
-

Generates and reports per-user charging/accounting information to the HPLMN CCF/CGw.
For scenario 3:

-

 Communicates service authorization information (e.g. authorized W-APN, necessary keying material for tunnel establishment and traffics) to the PDG (via AAA proxies when the PDG locates in VPLMN).

Editor’s note  : Clarification on the caching functionality is for further study.

*****************END OF the First CHANGES***************

*****************BEGINNING OF the Second CHANGES***************

6.3.11
Wm reference point

The Wm reference point applies to scenario-3.
This reference point is located between 3GPP AAA Server and Packet Data Gateway. The functionality of this reference point is to enable:

· The 3GPP AAA Server to retrieve tunneling attributes and WLAN UE’s IP configuration parameters from/via Packet Data Gateway.

-
Carrying messages for service authentication between WLAN UE and 3GPP AAA server.

-
Carrying messages for service authorization between PDG and 3GPP AAA server.

-
Carrying authentication data for the purpose of tunnel establishment, tunnel data authentication and encryption.
The protocol crossing this reference point is Diameter.

*****************END OF the Second CHANGES***************

*****************BEGINNING OF the Third CHANGES***************

6.3.12
Ws reference point

The Ws reference point applies to scenario-3.

6.3.12.1
General description

The Ws reference point connects the 3GPP AAA Proxy, possibly via intermediate networks, to the 3GPP AAA Server.  The prime purpose of the protocols crossing this reference point is to transport authentication, authorization and related information in a secure manner.  

6.3.12.2
Functionality

The functionality of the reference point is to transport AAA messages including:

-
Carrying data for authentication signalling between 3GPP AAA Proxy and 3GPP AAA Server

-
Carrying data for authorization signalling between 3GPP AAA Proxy and 3GPP AAA server

-
Carrying keying data for the purpose of radio interface integrity protection and encryption

-
Carrying authentication data for the purpose of tunnel establishment, tunnel data authentication and encryption.
-
Used for purging a user from the WLAN access for immediate service termination
-
Enabling the identification of the operator networks amongst which the roaming occurs
6.3.12.3
Protocols

The Ws reference point shall be based on a single AAA protocol. EAP authentication shall be transported over Ws reference point.

Editor’s note: the choice of RADIUS or Diameter is out of the scope of this TS
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