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Introduction and Discussion

At SA2#35 contribution S2-033618 discussed some issues related to IP versions in UE and P-CSCF. It mentioned three disadvantages, if there would be an intermediary node between P-CSCF changing the IP version:

1. Any intermediary node (SIP-ALG, NAT-PT etc) between the two, which changes the IP version, would significantly impact the security architecture. 

2. SIP compression: if SIP compression is used between P-CSCF and the UE, then SIP messages cannot be read or modified by intermediate nodes. 

3. Additional mechanisms for P-CSCF discovery would be needed if IP version interworking was applied between UE and P-CSCF.

As a consequence, S2-033618 proposed to consider such a scenario out-of-scope. The first disadvantage alone seemed sufficient as a justification and thus was the only disadvantage mentioned in the proposed text. However, S2-033618 was revised to S2-033753, as SA2#35 was not ready to decide on preferred scenarios at the early stage of work. Given that the scenario is not (yet) precluded in TR 23.881, TR23.881 should mention all three disadvantages.

Proposal

It is proposed to capture 2. and 3. above in TR23.881 as follows:

5.1.3
IP Versions in UE and P-CSCF

IMS security relies heavily on the security association between UE and P-CSCF: IPSec is used between P-CSCF and UE. Any intermediary node between UE and P-CSCF, which changes the IP messages exchanged, would create serious security problems and require significant changes to the IMS security architecture. Moreover, if SIP compression is used between P-CSCF and the UE, then SIP messages cannot be read or modified by intermediate nodes. In addition mechanisms for P-CSCF discovery would require modification if IP version interworking was applied between UE and P-CSCF.












