3GPP TSG-SA2 #36
Tdoc S2-034026
New York, USA, 24-28 November 2003                                  
Source: 
TeliaSonera

Title: 
Per user charging function allocations

Agenda:
10.2 
Document for:
Discussion and decision

1. Introduction

Per user charging in HPLMN and in VPLMN is a requirement for Scenario-3 WLAN Interworking. One ambiguity has been the level of per user charging generation inside the WAG. On the AAA side, TS 23.234 in Sec. 6.2.2 already states that AAA Server generates and reports per-user charging information and Sec. 6.2.3 states that AAA Proxy reports per-user charging information. 

At previous SA2 meeting, 5 companies proposed in S2-033442 that the WAG should generate charging information per tunnel (e.g. volume and elapsed time), in order to resolve current charging ambiguity for the WAG and in order to limit complexity for this network element. We repeat that proposal here. 

The subsequent proposal in S2-033448 was to somewhat clarify the role of AAA Server and AAA Proxy in the generation of per user charging information, yet in full accordance with the current statements in TS 23.234. Previous meeting felt however that such completion still relied somewhat on the outcome the APN resolution. We repeat our proposal for this meeting, i.e. that AAA Server and Proxy should receive charging information per tunnel and the tunnel-user associations, and generate per user charging information.

TSG SA has requested progress on charging for WLAN Interworking before TS approval. We also refer to the agreement with SA5 that SA2 needs to define the high-level charging architecture.

2. Proposal

The proposed clarifications for per user charging architecture can be summarized as

· WAG performs collection of per tunnel accounting information

· AAA Server and Proxy receive per tunnel accounting information and tunnel-user associations

· AAA Server and Proxy generate per user charging information

· Above relevant information carried over Wb and Wg

Sections 6.2.2 (AAA Proxy), 6.2.3 (AAA Server), and 6.2.6 (PDG), 6.3.4 (Wb) and Section 6.3.7 (Wg) are therefore affected by the following proposed additions. 

***************************  Beginning of 1st change *****************************************

6.2.2
3GPP AAA Proxy

The 3GPP AAA Proxy represents a proxying and filtering function that  resides in the Visited 3GPP Network.  The 3GPP AAA Proxy functions include:

-
Relaying the AAA information between WLAN and the 3GPP AAA Server. 

· Enforcing policies derived from roaming agreements between 3GPP operators and between WLAN operator and 3GPP operator
· Receives per-tunnel byte counts and tunnel-user association to perform per user charging information
-
Generating and reporting per-user charging/accounting information to the VPLMN CCF/CGw for roaming users

-
Service termination (O&M initiated termination from visited network operator)

-
Protocol conversion when the Wr and Ws or Wb and Wc interfaces do not use the same protocol

For Scenario 3 only:

-
Receiving authorization information related to subscriber requests for W-APNs in the Home or Visited network

-
Authorization of access to Visited network W-APNs according to local policy 

The 3GPP AAA Proxy functionality can reside in a separate physical network node, it may reside in the 3GPP AAA Server or any other physical network node.

6.2.3
3GPP AAA Server

The 3GPP AAA server is located within the 3GPP network. The 3GPP AAA Server: 

-
Retrieves authentication information and subscriber profile (including subscriber's authorization information) from the HLR/HSS of the 3GPP subscriber's home 3GPP network.

-
Authenticates the 3GPP subscriber based on the authentication information retrieved from HLR/HSS. The authentication signaling may pass through AAA proxies.

-

Communicates authorization information to the WLAN potentially via AAA proxies.

-
Registers its (the 3GPP AAA server) address or name with the HLR/HSS for each authenticated and authorized 3GPP subscriber. 

-
Initiates the Purge procedure when the 3GPP AAA server deletes the information of a subscriber. 

-
May act also as a AAA proxy (see above).

-
Maintains the WLAN UE’s WLAN-attach status.
-
Provides the WLAN UE’s WLAN-attach status to other entities (which are out of the scope of this TS).
-     Receives per-tunnel byte counts and tunnel-user associations to perform per user charging information.
-

Generates and reports per-user charging/accounting information to the HPLMN CCF/CGw.
Editor’s note  : Clarification on the caching functionality is for further study.
6.2.4
HLR/HSS

The HLR/HSS located within the 3GPP subscriber's home network is the entity containing authentication and subscription data required for the 3GPP subscriber to access the WLAN interworking service.

The HSS also provides access to the WLAN UE’s WLAN-attach status for other entities, e.g. answers or relays the WLAN-attach status query from other entities (which are out of the scope of this TS). 
6.2.5
WLAN Access Gateway 

The WLAN Access Gateway applies to scenario-3.

The WLAN Access Gateway is a gateway via which the data to/from the WLAN Access Network shall be routed via a PLMN to provide a WLAN UE with 3G PS based services in scenario 3. 

The WLAN Access Gateway shall be in the VPLMN in the roaming case, and in the HPLMN in the non-roaming case.

The WLAN Access Gateway:

-Allows VPLMN to generate charging information for users accessing via the WLAN AN in the roaming case.
-
Performs collection of per tunnel accounting information, e.g. volume count (byte count) and elapsed time, to be used for per user charging record generation and inter-operator settlements.
-
Enforces routing of packets through the PDG.



The WAG shall provide routing policy enforcement.

If service is provided through a PDG in the HPLMN the WAG:

-
Ensures that all packets from the WLAN UE are routed to the HPLMN.

-
Ensures that packets from the authorised WLAN UEs are only routed to the appropriate PDG in the HPLMN and that packets from other sources than that PDG are not routed to the WLAN UE.

If service is provided through a PDG in the VPLMN the WAG:

-
Ensures that all packets from the WLAN UE are routed to the VPLMN.

-
Ensures that packets from the authorised WLAN UEs are only routed to the appropriate PDG in the VPLMN and that packets from other sources than that PDG are not routed to the WLAN UE.

*************************** End of 1st change ********************************************

***************************  Beginning of 2nd change *************************************

6.2.6
Packet Data Gateway

The Packet Data Gateway applies to scenario-3.
3GPP PS based services (Scenario 3) are accessed via a Packet Data Gateway. 3GPP PS based services may be accessed via a Packet Data Gateway in the user’s Home Network or a PDG in the selected VPLMN. The process of authorisation and service selection (e.g. W-APN selection) and subscription checking determines whether a service shall be provided by the home network (Figure 6.2.a) or by the visited network (Figure 6.2.b). The resolution of the IP address of the Packet Data Gateway providing access to the selected service will be performed in the PLMN functioning as the home network (in the VPLMN or HPLMN). 

Successful activation of a selected service results in:

-
Determination of the Packet Data Gateway IP address used by the WLAN UE;

-
Allocation of a WLAN UE's remote IP address (the WLAN UE’s home address) to the WLAN UE by the HPLMN (if one is not already allocated);

-
Registration of the WLAN UE's local IP address with the Packet Data Gateway and binding of this address with the WLAN UE's remote IP address.

The Packet Data Gateway:

-
Contains routeing information for WLAN-3G connected users;

-
Routes the packet data received from/sent to the PDN to/from the WLAN-3G connected user;

-
Performs address translation and mapping;

-
Performs de-capsulation and encapsulation;

-
Allows allocation of the WLAN UE's remote IP address;

-
Relays the WLAN UE’s remote IP address allocated by an external IP network to the WLAN UE, when external IP network address allocation is used.
-
Performs registration of the WLAN UE’s local IP address and binding of this address with the WLAN UE’s remote IP address;

-
Provides procedures for unbinding a WLAN UE's local IP address with the WLAN UE's remote IP address;

-
Provides procedures for authentication and prevention of hijacking (i.e. ensuring the validity of the WLAN UE initiating any binding of the WLAN UE's local IP address with the WLAN UE's remote IP address, unbinding etc.)

-May filter out unauthorised or unsolicited traffic with packet filtering functions. All types of message screening are left to the operators' control, e.g. by use of Internet firewalls.
-
Delivers user-tunnel associations and per tunnel accounting information to AAA Server or AAA Proxy for per user charging purposes.
-
Generates charging information related to user data traffic for offline and online charging purposes.

-
Performs the functions of Service-based Local Policy Enforcement Point ( controls the quality of service that is provided to a set of IP flow as defined by a packet classifier, control admission based on policy that is applied to the IP bearers associated with the flow, and configuration of the packet handling and “gating” functionality in the user plane.)

-
Communicates with Policy Control Function (PCF) to allow service-based local policy and QoS inter-working information to be “pushed” by the PCF or to be requested by the PDG.   This communication also provides information to support the following functions in the PDG:

 -
Control of Diffserv inter-working;

-
Control of RSVP admission control and inter-working;

-
Control of “gating” function in PDG;

-
WLAN bearer authorization;

-
QoS charging related function.

*************************** End of 2nd change *********************************************

***************************  Beginning of 3rd change ***************************************

6.3.4 
Wb reference point 

The Wb reference point is located between WLAN Access Network and 3GPP Network.  The prime purpose of the protocols crossing this reference point is to transport charging-related information in a secure manner.  The reference point has to accommodate also legacy WLAN Access Networks and thus should be Diameter or RADIUS based.  

The functionality of the reference point is to transport RADIUS/Diameter frames with:

-Charging signalling per WLAN user
· Tunnel<->user identity associations needed for per user charging generation in AAA Proxy or AAA Server
To minimize the requirements put on the WLAN Access Network and to protect the confidentiality of the subscriber's charging status the fact whether a user is offline or online charged by his 3GPP subscription provider shall be transparent for the WLAN AN and thus for the Wb reference point.

*************************** End of 3rd change *********************************************

***************************  Beginning of 4th change ***************************************
6.3.7
Wg reference point
The Wg reference point applies to scenario-3.

This is an AAA interface between the 3GPP AAA proxy and the WAG. It is used to 
· Provide information needed by the WAG to perform routing enforcement functions for authorised users.
-
Transport per-tunnel based charging information 
*************************** End of 4th change *********************************************

