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1. Introduction
This doc discusses the R-GW based W-APN resolution (or more proper, service request) mechanism, including the analysis of the possible APN resolution mechanisms, and the proposed principles for the resolution mechanism.
11.
Introduction


12.
Main concerns analysis


12.1.
Authentication cost on PDGs


22.2.
Confidentiality of network configuration of PDGs


22.3.
Selects PDGs basing User profiles


23.
Main features of R-GW based mechanisms


23.1.
Enhanced Management and operation:


33.2.
Security:


33.3.
Location of the R-GW


44.
Summary analysis


44.1.
Main concern Summary


44.2.
Possible way forward


55.
Proposal


55.1.
Principles for the W-APN resolution (R-GW based mechanisms)




2. Main concerns analysis
2.1.  Authentication cost on PDGs

Tunnel establishment is much danger than the data: 
PDG can quickly detect whether a tunnel data is forgery or not, because it have the keys sharing with UE, and it does not need to check all the data, but some header security parameters. Then it cost very limited time and resource to do it, even the data volume can be very large.

If a tunnel establishment reach PDG before the UE is authenticated and authorized, the PDG have to interact with AAA for authentication and authorization, then AAA may need to contact with HSS for new security vectors, the AAA need to derive keys, interact with the UE for authentication, the PDG have to store the request and wait the result, thus consume more time and resource than tunnel data checking.  This can be used to exhaust PDG resource.
Of cause, PDGs can be make more strong to deal with this kind of attacks, but if authentication can be decomposed from it, as in GBA, the necessary key has already fetched the user profile and security vectors, and has derived in the AAA server during the authentication, PDG just need to query with a identifier for the user as specific in SA3 GBA (TS 33.220). it will be easy for detect and deal with such kind of attacks,  better for security management.

With a R-GW serve for the authentication, authorization and W-APN resolution, this threat to PDG will be mitigated by speed up the verification in PDG;
If the R-GW combining the tunnel establishment broker function help to establish the tunnel between the UE and the PDG, the tunnel establishment signal can be absolutely prevent from PDG, then PDG can be free from this threat.
2.2.  Confidentiality of network configuration of PDGs

The configuration of PDGs is the whole information of the arrangement that the services are deployed to PDGs and the address of the PDGs, it is taken as confidential business information by some operators, should not expose to public DNS which can be easily queried by any user from any device, mobile or fixed line, even from Internet.

We agree that it’s difficult to keep one PDG address confidential for very long. But this is not a good reason for operators to open the configuration of PDGs to public DNS. Why we open the PDGs’ address to those who do not need to know that?  If we can prevent it from exposing to significant larger extent, we should do that. We may be not able to absolutely keep it confidential; but we should not open the information for every one to access.
2.3. Selects PDGs basing User profiles
As stated in the TS (v2.2.0, section 5.6.1)

“-
The PDG selection is under control of the 3GPP Home Network. The selection is based on the requested W-APN and user subscription information.”

The user subscription is required to be considered in the selection of the PDGs.
If the user profile can be considered during the W-APN resolution, then Diff-serve is possible for different user or user group: for the same W-APN different profile will lead to different PDG authorization.
This will enhance operator’s diff-serve deployment. 
Additionally, it may help to keep the confidentiality of PDGs configuration: group-A users always be allocated to PDG-A, they can not easily know the PDGs serve for Group-B and also the changes.
3. Main features of R-GW based mechanisms 
3.1. Enhanced Management and operation:
· Enable the user profile to be used in the W-APN resolution. Diff-serve is possible for different user or user group: for the same W-APN different profile will lead to different PDG. 

· Ensure the UE is authenticated and authorized before it can get the address of PDG. Thus, operators can avoid the PDG related network configuration (privacy of operator) to be exposed to the public DNS that can be queried freely without reliable authentication.
· As R-GW can serve more than one PDGs, it is easy for operators to manage a R-GW than a lot of PDGs, either in the sense of normal maintenances or emergency security cases. Additionally, it avoids too much duplicated function and security enhancement on the PDGs, so help efficient deployment/investment.

3.2. Security:

·  R-GW performing authentication, authorization & WAPN resolution can mitigate the security threats to PDGs.  
· If R-GW combines tunnel broker function, it can ensure the UE is authenticated and authorized before UE can directly contact PDG.  
To optimize the tunnel establishment signaling, the R-GW act as a tunneling controller/proxy by establishing the tunnel security between the UE and PDG, transferring the tunnel security information to the authorized PDG, after the tunnel is established., It is not involved in the data route.
 The UE data is not allowed to reach any of the PDG before it was authenticated and authorized to access that PDG, so the PDGs will keep from the attack from unauthenticated or unauthorized UEs, the possibility and exposing extent is then limited.

3.3. Location of the R-GW

The basic R-GW based resolutions allow the R-GW in HPLMN or VPLMN, depending on the agreement between the operators. It is also possible for them to co-exist in the real deployment.

It is recommended that the R-GW is in the HPLMN basically, and the R-GW can be in VPLMN in case that the VPLMN is capable and allowed by the HPLMN to provide the R-GW. 

Features of HPLMN R-GW:

· The entity number is limited, easy for maintenance and management, basically, only one R-GW in the HPLMN is necessary, additionally, the UE can use preconfigured R-GW to avoid the R-GW discovery procedure.
·  No additional requirements on VPLMN.
· VPLMN provided services can also be supported, R-GW interact with AAA server, and AAA server find the service need to be provided from VPLMN then interact with AAA proxy/server in the VPLMN to resolve the V-PDG address.

Features of the VPLMN R-GW

Cons: 

· Depend on whether the VPLMN can provide the R-GW, and whether the R-GW can interact with AAA server, also with H-PDG in case the service is provided in HPLMN.

· Depend on the security level between the PLMNs

Pros: 

· Need less signaling (one round interaction) between HPLMN and VPLMN, in case the service is provided in the VPLMN PDGs.

Deployment: co-existence of HPLMN R-GW and VPLMN R-GW

HPLMN R-GW and VPLMN R-GW are easy to co-exist in network deployment.

In case the HPLMN R-GW exist, when the VPLMN want the UE only use the VPLMN R-GW, then it can forbid the route to HPLMN R-GW, and allocate a local DNS server for UE, the UE then discover the local R-GW through DNS query.

If the VPLMN can not provide the R-GW or was not allow interacting with HPLMN AAA or PDGs, it can open the route to HPLMN R-GW; provide a public DNS server for UE, the UE then discovery the HPLMN R-GW through DNS query. If reconfiguration is used for the UE the DNS interaction can be skipped.

4. Summary analysis
4.1. Main concern Summary 

	Architecture model
	Attacks by tunnel establishment messages
	Confidential of network configuration of PDGs 
	Feasibility from security related perspectives
	Enables Profile involve in APN resolution
	Acceptable?

	R-GW combine tunnel establishment
	Prevented(best)
	Access is limited to reasonable rang
	Need verify the availability of tunnel broker enabled tunnel protocols
	Yes
	Yes, 

	R-GW without tunnel establishment
	Mitigated(better)
	Same with above
	Reuse current VPN tunnel protocols
	Yes
	Yes， better

	Users obtain a PDG address through DNS and establish a tunnel with this PDG using standard IP VPN procedures
	Vulnerable
	Open to all DNS query
	Reuse current VPN tunnel protocols, easy to be implemented
	No
	May be also acceptable, with enhanced PDGs and ignoring the confidential of network configurations info


4.2. Possible way forward 

Consider the possible difficulty of tunnel broker, and the analysis above, it may be a compromise way to achieve the main advantages, by making the authentication and resolution centralized as much as possible, while reuse protocols and functions for the PDG as much as possible.

R-GW may not be a proper terminology, and not necessary to be a totally independent entity, it can be collocated with a PDG, and serve for other PDGs, it can be call as a R-PDG(service request/resolution PDG), and point out the additional requirement and advantage of the R-PDG.
The R-PDG: Responsible for: authentication, authorization, W-APN resolution for other PDGs, and may collocate with a PDG to act other functions to establish tunnels and provide services for UE.

The R-PDG allows access of unauthorized service requests (conveyed by tunnel establishment request), and enhanced to deal with them, then it also can share the essence advantages of the R-GW based mechanisms:

·  The unauthorized UEs can only know the R-PDG address, others PDG addresses can not be query before it is authorized. The confidential of network configuration is under reasonable control.

· The PDG is selected basing on both authorized W-APN and the user profile, fulfils the requirement in the TS. 

· even the UE have the PDG address, it can be deny by WAG to access the PDG before the authorization , and even some WAG can not prevent it, the PDG can quickly detect  it is not authorized and then discard the packets.  
5. Proposal

It is proposed to adopt the W-APN resolution gateway based solution and reach agreement on the principles in this section.
5.1. Principles for the W-APN resolution (R-GW based mechanisms)
-
3GPP AAA server is responsible for the service authentication, authorization and resolution of PDG address according to the received selected W-APN. 
-
The W-APN Resolution Gateway process the service request from the UE, interact with 3GPP AAA server to process authentication, authorization & W-APN resolution for the WLAN UE. 
-
It shall be possible to support R-GW functions in the operator’s home network

-
The architecture shall not preclude the support of R-GW function in the visited network, or possibly even in a third network.
-
To the extent possible, existing protocols and infrastructure should be reused.
-
The visited 3GPP AAA server/proxy is responsible for the resolution of PDG address according to the received authorized W-APN when the target PDG is in the Visited PLMN.
 -
The R-GW may act as tunnelling establishment broker between the UE and the authorized PDG.
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