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1. Overall Description:

SA3 thanks SA2 for their LS on security of the Diameter protocol for the Gq interface.

SA3 recommends the use of NDS/IP (TS 33.210) for providing the necessary security for the Gq interface. SA2 has been informed about this recommendation in S3-030444 (attached).

SA3 would like to note that NDS/IP by definition provides security within the 3GPP domain. For any interface to an external party outside of the 3GPP domain, the operator and the external party need to agree on sufficient security mechanisms.  Thus, if an operator allows its PDF to interface AF(s) outside its domain, security measures and agreed principles should be in place between the PDF and AF. In case of Diameter, these include the use of TLS or IPsec between the AF and the PDF. 

SA3 would also like to note that intermediate un-trusted proxies should not be used when applying NDS/IP for inter-domain security.

The Diameter CMS Security Application Internet Draft has not been identified as a dependency between 3GPP and IETF, and no work in SA3 is currently dependant of this draft. For progressing the draft (which appears to be expired), interested parties should provide contributions within the appropriate groups in IETF.  

2. Actions:

None.
3. Dates of Next SA3 Meetings:

SA3 Meeting #32
09-13 February 2004
Edinburgh (TBC)

SA3 Meeting #33
11-14 May 2004
Beijing (TBC)

SA3 Meeting #34
06-09 July 2004 (TBC)
USA (TBC)

