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1. Introduction

At last SA2 meeting, it was agreed the working assumption which introduces a independent functional box for the W-APN resolution (the W-APN Resolution Gateway- WRG) but there was no agreement on its location: only in H-PLMN, or possibly in V-PLMN in the roaming case.

The contribution aims at presenting arguments to demonstrate the interest to locate the WRG in the V-PLMN.

2. Discussion

Firstly as described in an Alcatel’s previous contribution S2-033439, some drawbacks for the UE DNS client solution for  W-APN resolution are:

· any authenticated UE will be able to send data to PDGs and over GRX (UE WLAN IP address is unknown by the WAG at the first tunnel establishment request)
· A WLAN authenticated UE with a hacking behaviour may DoS attack all the PDGs corresponding to the services it has subscribed 
· Tunnel establishment in HPMLN if services in VPLMN will generate billing charges for the operators (if GRX billing model is a data load billing). 
· A hacking UE (IP address spoofing) would be able to generate billing charges over the GRX and in the V-PLMN.
The remaining drawbacks are due to the fact that locating only the WRG in the H-PLMN can not solve the drawbacks in roaming case in V-PLMN.

So with the WRG solution only in the H-PLMN, some drawbacks are:

· In roaming case, any authenticated UE will be able to send data to WRG and so over GRX (UE WLAN IP address is unknown by the WAG at the first tunnel establishment request, WAG can not filter authorized UE IP address at this step)
· A hacking UE (IP address spoofing) would be able to generate billing charges over the GRX and in the V-PLMN with some tunnel establishment to HPMLN WRG.
· some WLAN authenticated UEs with a hacking behaviour may DoS attack all the WRGs in HPLMN as in V-PLMN (with WRG in V-PLMN and WLAN AN routing enforcement it is possible to force an UE to communicate with only one WRG)
· if the services are in VPLMN, the tunnel establishment to HPMLN WRG will generate GRX billing charges for the operators 

Locating the WRG in the V-PLMN allows to remove those drawbacks.

Secondly, an other argument to locate the WRG in the V-PLMN is it solves one open point raised at last SA: lawful interception architecture solution.

Example: when the police wants to intercept an UE with an Orange UK subscription in France, Orange UK and UK lawful entities must not know the UE is intercepted when communicating in France.

This is a requirement for lawful interception which means the V-PLMN must be able to decrypt Scenario 3 data packets. Data to decrypt, are crypt between the UE and the PDG thanks to a security association between these two entities. To enable the V-PLMN to decrypt this data flow, V-PLMN must know those security association parameters. 

If the WRG is in V-PLMN, it will also have a security association UE-WRG to process the tunnel establishment security functions. So to fulfil the interception requirements in roaming case, the WRG in V-PLMN which already has the security association mechanisms for W-APN resolution, will be able to eventually reuse them for interception topic. The mandatory point is the H-PLMN will give to the V-PLMN, preferably to the WRG, the UE-PDG security association.

































































































