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1. Introduction
In the current version of TS23.234, several similar terms are being used, such as ‘routing enforcement’, ‘policy enforcement’, ‘routing enforcement policy’ and ‘routing policy enforcement’. These terms seem to be used interchangeably in a lot of part of the TS and causes confusion. However, it was recognized that we should distinguish between the routing enforcement and the policy enforcement.
Also, in the section 5.9.2 ‘Routing Enforcement in the WLAN AN’, there are sentences which can be misleading.
2. Discussion

In scenario 3, there are two different kinds of enforcements. 

The Routing Enforcement ensures that all packets sent to/from the WLAN UE for 3G PS based services are routed to the interworking VPLMN (roaming case) or HPLMN (no roaming case). The Routing Enforcement is implemented between a WLAN AN and a WAG. 

The Policy Enforcement is implemented in a WAG to allow only authorized packets to/from a WLAN UE to pass through.

In the section 5.9.2, the following sentences can be misleading

· ‘However, this routing enforcement shall not prevent the WLAN AN from routing non 3G PS service traffic to another network (e.g. the Internet) other than PLMN.’

When a WLAN and a PLMN agree to provide scenario 3 type of services only, i.e. all the packets to/from a WLAN UE shall pass though the PLMN even to access the Internet, this kind of agreement (or biz model) should not be precluded. 
· ‘For WLAN UEs with non-exclusive access to 3GPP PS service, routing enforcement in the WLAN AN shall ensure that packets sent to/from the PDG are routed to the right entity in the interworking VPLMN (roaming case) or HPLMN (no roaming case).’

This sentence is true for both WLAN UEs with non-exclusive access to 3GPP PS based services and WLAN UEs with exclusive access to 3G PS based services.

3. Proposed changes of the TS
******************* First amended section *******************
3.1
Definitions

3GPP - WLAN Interworking: Used generically to refer to interworking between the 3GPP system and the WLAN family of standards. Annex B includes examples of WLAN Radio Network Technologies.

Environment: The type of area to be covered by the WLAN network of a 3GPP - WLAN interworking; e.g. public, corporate and residential.
External IP Network/External Packet Data Network: An IP network to which access may be provided through the 3GPP system, rather than directly from the WLAN AN. For example, the Internet, an operator’s IP network or a 3rd party IP network such as a corporate IP network.

Home WLAN: The WLAN that is interworking with the HPLMN of the 3GPP - WLAN interworking user.

Interworking WLAN :  WLAN that interworks with a 3GPP system. 
Offline charging: Offline charging mechanism is provided for collecting and forwarding charging information about occurred WLAN access resource and core network resource usage, etc without affecting the service rendered in real-time. 
Online charging: Online charging mechanism is provided where the service rendered is affected in real-time and is required for a direct interaction with session/service control. This allows an online charged subscriber to access WLAN.  
Policy Enforcement:  In scenario 3, the Policy Enforcement is implemented in a WAG to allow only authorized packets to/from a WLAN UE to pass through. 
PS based services: Services that are usually provided by the 3GPP PS Core Network.

Requested W-APN: The W-APN requested by the user
Routing Enforcement: In scenario 3, the Routing Enforcement ensures that all packets sent to/from the WLAN UE for 3G PS based service are routed to the interworking VPLMN (roaming case) or HPLMN (no roaming case). The Routing Enforcement is implemented between a WLAN AN and a WAG.
Selected W-APN: The W-APN selected by the network as a result of the user request
Service Authorization: Authorization for a user to access the requested service according to the user's subscription.

Visited WLAN: An interworking WLAN that Interworks only with a visited PLMN. 

W-APN:
WLAN Access Point Name – identifies an IP network and a point of interconnection to that network (Packet Data Gateway)

WLAN coverage: an area where wireless local area network access services are provided for interworking by an entity in accordance with WLAN standards.

WLAN roaming: The ability for a 3GPP - WLAN interworking user (subscriber) to function in a serving WLAN different from the home WLAN

WLAN UE: The WLAN UE is the UE (equipped with UICC card including (U)SIM) utilized by a 3GPP subscriber to access the WLAN interworking.
WLAN UE’s local IP address: An address that is necessary to deliver the packet to a WLAN UE in a WLAN AN. It identifies the WLAN UE in the WLAN AN. WLAN UE’s local IP address may be translated by Network Address Translation prior to being received by the interworking function.

WLAN UE’s remote IP address: An address used in the data packet encapsulated by the WLAN UE-initiated tunnel. It represents the identity of the WLAN UE in the network which the WLAN UE is accessing.
******************* Next amended section *******************
5.1
Access Control Requirements

The following functional requirements have been identified:

-
Legacy WLAN terminals should be supported. However software upgrades may be required for e.g. security reasons.

-
Minimal impact on the user equipment, i.e. client software.

-
Minimal impact on existing WLAN networks.

-
The need for operators to administer and maintain end user software shall be minimized.

-
Existing SIM and USIM shall be supported. 

-
Authentication shall rely on (U)SIM based authentication mechanisms.  

-
R6 USIM may include new functionality if necessary e.g. in order to improve privacy.

-
Changes in the HSS/HLR/AuC shall be minimized.

-
Methods for key distribution to the WLAN access network shall be supported.

-
The WLAN connection established for a 3GPP subscriber shall have no impact to the capabilities of having simultaneous PS and CS connections for the same subscriber.

-
WLAN Access Authorization shall occur upon the success of the authentication procedure.

-
It shall be possible to indicate to the user of the results of authorization requests.

-
Results of WLAN Access Authorization requests shall be indicated to the WLAN, so that the WLAN can take appropriate action. 

-
The WLAN Access Authorization mechanism shall be able to inform the user and WLAN immediately of any change in service provision.

-
This TS proposes solutions for operators who want to interwork their WLAN with an existing pre-R6 HLR/HSS.

Additional access control requirements for scenario 3:

-
Service Authorization shall occur after the WLAN Access Authentication/Authorization procedure.

-
Service based policy control shall be possible for the services authorized for the user.

-
Access to 3GPP PS based services shall be provided via WLAN. The interworking architecture shall be able to support all 3GPP PS based services.

-
Access to PS based services normally provided by the 3GPP PS Core Network shall be provided via WLAN. WLAN access to these services shall support the same features as those supported via the 3GPP PS Core Network according to operator choice, e.g. private addressing schemes, external address allocation, secure tunneling to private external network. Quality of Service shall be supported when accessing these services via WLAN, although some limitations may exist because of the WLAN AN.

-
A scenario 3 WLAN inter-working system shall be able to support WLAN UEs operating in scenario 2, e.g. according to subscription.

-
When the WLAN inter-working system does not support access to 3GPP PS based services, the WLAN UE shall be able to detect it.

-
A scenario 3 WLAN inter-working system shall be able to mandate all flows for 3G PS based services to be routed to the HPLMN or the VPLMN, e.g. according to subscription. This routing enforcement shall not rely on the WLAN UE client.

Note: This may mandate additional functionality existing in the WLAN AN

· The technical solution for access control to External IP networks from WLAN shall be decoupled from WLAN Access Control.
******************* Next amended section *******************
5.9
Routing Enforcement and Policy Enforcement in Scenario 3
5.9.1
Purpose for routing enforcement and policy enforcement
In order to ensure operator policies, e.g. QoS, Charging can be applied to user traffic, scenario 3 requires the routing enforcement and the policy enforcement to be implemented in the 3GPP-WLAN interworking system.

5.9.2
Routing Enforcement in the WLAN AN

The routing enforcement shall be used to ensure that all packets sent to/from the WLAN UE for 3G PS based service are routed to the interworking VPLMN (roaming case) or HPLMN (no roaming case). However, this routing enforcement shall not prevent a WLAN AN from routing non 3G PS based service traffic to another network (e.g. the Internet) other than a PLMN, when provision of such services (e.g. direct Internet access from the WLAN) is agreed between the  WLAN and the PLMN.

When subscription limits a WLAN UE to exclusively access 3GPP PS based service, the PLMN can indicate to the WLAN AN routing enforcement to ensure that all packets sent to/from the WLAN UE are routed to the interworking VPLMN (roaming case) or HPLMN (no roaming case). 

The routing enforcement in the WLAN AN shall ensure that packets sent to/from the PDG are routed to the right entity in the interworking VPLMN (roaming case) or HPLMN (no roaming case). 

The routing enforcement should not prevent the WLAN AN from supporting scenario 2 WLAN UE and non 3G interworking WLAN terminals. 

The routing enforcement should have minimal impact on the WLAN AN.
5.9.3
Routing Enforcement and Policy Enforcement in the HPLMN

When operating in scenario 3 and access is via a tunnel endpoint in the HPLMN, the HPLMN shall be able to provide the VPLMN with the suitable policy enforcement information. 
The HPLMN may also provide the suitable routing enforcement information to WLAN.

5.9.4
Routing Enforcement and Policy Enforcement in the VPLMN

When operating in scenario 3, the VPLMN shall be able to implement policy enforcement on traffic sent to/from a WLAN UE according to the policy enforcement information provided by the HPLMN. 
The VPLMN may also provide the suitable routing enforcement information to WLAN.
******************* Next amended section *******************
6.2.5
WLAN Access Gateway 

The WLAN Access Gateway applies to scenario-3.

The WLAN Access Gateway is a gateway via which the data to/from the WLAN Access Network shall be routed via a PLMN to provide a WLAN UE with 3G PS based services in scenario 3. 

The WLAN Access Gateway shall be in the VPLMN in the roaming case, and in the HPLMN in the non-roaming case.

The WLAN Access Gateway:

-
Allows VPLMN to generate charging information for users accessing via the WLAN AN in the roaming case.

-
Enforces routing of packets through the PDG.

Editor’s note: Per-user charging generation in the WAG is FFS.

Note: per-user charging generation in the WAG is not required when the WAG and PDG are in the same network, i.e. the non-roaming case.

The WAG shall implement the policy enforcement.

If service is provided through a PDG in the HPLMN the WAG:

-
Ensures that all packets from the WLAN UE are routed to the HPLMN.

-
Ensures that packets from the authorised WLAN UEs are only routed to the appropriate PDG in the HPLMN and that packets from other sources than that PDG are not routed to the WLAN UE.

If service is provided through a PDG in the VPLMN the WAG:

-
Ensures that all packets from the WLAN UE are routed to the VPLMN.

-
Ensures that packets from the authorised WLAN UEs are only routed to the appropriate PDG in the VPLMN and that packets from other sources than that PDG are not routed to the WLAN UE.

The definition of the interface between WLAN AN and PLMN and the operation of the WLAN Access Gateway are subject to local agreement and are not specified by 3GPP. 

6.2.5.1
Routing Enforcement

Information regarding the selected PDG, including whether the PDG is in the HPLMN or the VPLMN is provided by the HPLMN to the VPLMN.

In the roaming case, the PDG information is delivered from the 3GPP AAA Server to the 3GPP AAA Proxy.

Within the VPLMN, the policy enforcement information is delivered to the WAG.

Note: Whether information regarding one or all PDGs is provided will likely impact the signalling which supports the activation of a further W-APN. Delivering information of all valid PDGs may limit impacts on signalling for further W-APN establishment.

The policy enforcement delivered during initial authentication will be bound to a user’s AAA signalling. The WAG requires functionality to be able to securely bind this information to a user’s traffic.

Editor's note: It is FFS how this binding is achieved.

The binding of the policy to a user's traffic allows the WAG to drop un-authorized packets sent to/from a user.

6.2.5.2
Per-user Charging Generation

If required, according to the above requirements for the policy enforcement, the WAG has sufficient information to bind a user’s traffic to AAA signalling (and implicitly to a user’s 3GPP identity). The binding can allow an accounting client in the WAG to generate charging records and correlate these with AAA signalling. Hence, per-user charging information can be generated.
6.2.5.3
Summary

Scenario 3 option requires new functionality to exist in the VPLMN, in the WAG. 

Two issues which are FFS are:

1. The detailed definition of the policy enforcement information delivered to the WAG (including between HPLMN and VPLMN)

2. How the WAG binds the policy enforcement to a user’s traffic.

Note: From a WAG perspective, the key differentiator is how the WAG binds the policy enforcement to a user’s traffic.

******************* Next amended section *******************
6.3.7
Wg reference point
The Wg reference point applies to scenario-3.

This is an AAA interface between the 3GPP AAA proxy and the WAG. It is used to provide information needed by the WAG to perform the policy enforcement functions for authorised users.

******************* Next amended section *******************
6.3.14
Wu reference point

The Wu reference point applies to scenario-3.

The Wu reference point is located between the WLAN UE and the Packet Data Gateway. It represents the WLAN UE-initiated tunnel between the WLAN UE and the Packet Data Gateway. Transport for the Wu reference point protocol is provided by the Wn and Wp reference points, which ensure that the data are routed via the WLAN Access Gateway where the routing enforcement is applied.

The functionality of the Wu reference point is to enable:

-
WLAN UE-initiated tunnel establishment 

-
User data packet transmission within the WLAN UE-initiated tunnel

-
Tear down of the WLAN UE initiated tunnel

******************* Next amended section *******************
7.8
Tunnel establishment

This information flow presents the generic messages exchange necessary in order to establish a WLAN UE-Initiated tunnel for Scenario 3 purposes.

Prior to the WLAN UE-Initiated tunnel establishment, it is necessary to follow two processes. Those two processes are highlighted and shown in the diagram:

1.
WLAN Access Authentication and Authorisation 

During this step the routing enforcement rules associated to this user can be applied to the WAG.  E.g. depending it is a scenario 2-only user or scenario 3-only user there might be the policy enforcement rules in the user subscription profile defining what it is allowed to access or not.

2.
Provisioning of the WLAN UE's local IP address 

After those processes are performed, the WLAN UE has the required IP connectivity to try to establish a WLAN UE-Initiated tunnel whenever the user requires it.

































































































