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1. Introduction
This contribution describes how mobility can easily be added to the end-to-end tunnelling approach without significant impact on Visited Networks using MobileIP.

As has been mentioned a few times, the problem of providing access from WLAN to this target network is exactly the same problem of IP VPN connection to a corporate network. This problem has been solved some years ago.

By extension, the problem of supporting L3 mobility whilst connected to such a network is the same problem of MobileIP/VPN coexistance. This problem is stated in some detail in http://www.ietf.org/internet-drafts/draft-ietf-mip4-vpn-problem-statement-00.txt and a solution is proposed in http://www.ietf.org/internet-drafts/draft-ietf-mobileip-vpn-problem-solution-03.txt.
This contribution describes the options for using MobileIP with end-to-end tunneling for 3GPP. We consider the following three cases:

· Mobile Node connected using a 3GPP interworking WLAN and end-to-end tunneling

· Mobile Node connected using GPRS

· Mobile Node connected directly to the External IP network

The third case is included for the case where the External IP network is a Corporate network – in this case the case of a directly connected Mobile Node is obviously very important.
For each of these three cases we describe several possible solutions.

2. MN connected using 3GPP I-WLAN
2.1 MIP over IPsec

This is the most straightforward case in which MobileIP is run over the IPsec end-to-end tunnel which is established according to Scenario 3 mechanisms.

The use of MobileIP within this tunnel is completely transparent to the VPLMN.

This case is illustrated in Figure 1 below.
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Figure 1: MobileIP used within IPsec end-to-end tunnel

Two disdadvantages of this approach are identified in the IETF Problem Statement:

· The IPsec ESP Security Association is by default specific to the Source Address used by the Mobile Node. Hence, if the Mobile Node moves to a different IP address (i.e. different WLAN AN), then the Security Association must be re-established. This implies a new key exchange.

· It does not work with networks which require the use of a Foreign Agent for visiting nodes. These networks would not allocate an IP address to a visiting node which could be used for the IPsec tunnel outer address. Instead they require visiting nodes to use a Foreign Agent.

Only the first of these is relevant to the 3GPP scenario, since for Scenario 3 we always provide the node with a IP address which can be used to establish the end-to-end tunnel.

The first disadvantage refers to the case where a node moves from one WLAN AN to another. It is not clear how important this case is, since it might be expected that WLAN hotspots will often be disjoint. In that case mobility beween hotspots would be handled via GPRS (i.e. WLAN1 to GPRS handover then GPRS to WLAN2 handover).

2.2 MIP over IPsec over MIP

This case is identified in the IETF solution draft as a solution to the above two disadvantages. An additional MobileIP layer is introduced below the IPsec tunnel. This MIP layer is terminated at an 'External Home Agent (x-HA)' which is outside the IP network that the user is trying to access.

The IPsec tunnel layer is established above this MIP layer. Hence the Source Address for packets of this tunnel (the 'outer' IP address of the tunnel) is the Home Address of this layer MIP layer. This address does not change as the UE moves between WLAN ANs. Therefore Security Associations do not need to be renegotiated.

This approach is not completely transparent to the VPLMN. Instead of seeing Tunnel Establisment (e.g. IKE) and Tunnel Data (e.g. IPsec) packets, the VPLMN will see MIP Registration and MIP tunneled data packets. However, this should just requires a configuration change on the WAG to admit these packets as well as the IKE/IPsec ones.
This approach is illustrated in Figure 2. The approach has the major disadvantage of an additional encapsulation overhead.
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Figure 2: MIP over IPsec over MIP

2.3 MIP over IPsec with NAT traversal

The IETF is defining procedures for NAT traversal for IPsec. Indeed these mechanisms are already widely deployed in existing IP VPN products.

One of the differences between standard IPsec and IPsec over NAT is that the source address for IPsec packets may be changed. This is possible because the 'real' source of IPsec packets is verified crytographically and because the Security Association (including keys) to be used is identified only by the Destination Address (=PDG address), Protocol (=ESP) and Security Parameter Index (=first few octets of ESP header).

As we have not ruled out the use of NAT within the WLAN AN, then these mechanisms will be required for 3GPP. One possibility would be to mandate use of IPsec NAT traversal in all cases, even if a NAT is not present. The cost for this is the overhead of a UDP header.

If IPsec NAT traversal is always used, then it is possible for the MN to change source address without re-negotiating the Security Association. This addressed the first disadvantage identified in Section 2.1, which was the only one which applied to 3GPP.
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Figure 3: MIP over IPsec with NAT traversal

3. MN connected using GPRS

3.1 GPRS link is Home Link

In this case the GPRS connection is considered to be the user's Home Link. The address allocated by the GGSN is the users Home Address.

This approach involves no changes to the GGSN. It requires that the Home Agent for other cases is located on the same subnet as the GGSN (this is in order to allow the HA to take over the UE's Home Address using Gratuitous ARP).

It should be noted that even in the case that the External IP network is a Corporate Network then the GGSN is still effectively directly connected to that network over the Gi reference point. In practice there is a tunneling layer which allows to GGSN to appear directly on the Corporate Network. Therefore in this case it is still possible that the Home Agent is in a position to take over the IP address of the user.
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Figure 4: GPRS is Home Link

3.2 Foreign Agent capability on GGSN (IPv4 only)

Foreign Agent capability on the GGSN allows the Mobile Node to use Mobile IP to connect to a distant Home Agent without the overhead of MobileIP encapsulation on the GPRS link.

Foreign Agent capability on the GGSN is included as an optional GGSN capability in 23.060 (at least from R99, perhaps earlier).
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Figure 5: Foreign Agent on GGSN

3.3 MIP encapsulation over GPRS

Foreign Agent functionality is only appropriate for MIPv4. For IPv6, then in order to connect to a distant Home Agent, a collocated care of address must be used. This can be done from the GPRS link at the cost of MIP encapsulation overhead on the GPRS link.

If this case becomes common, then IP header compression techniques could be used to reduce any impact to the radio interface. 
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Figure 6: MIP encapsulation over GPRS

4. MN connected directly to External IP network

4.1 Direct connection is Home Link

This is the straightforward case in which the UEs direct connection to the External IP network is the users Home Link. It should be noted that the Home Agent needs to be located on the same link, although the Home Agent is not used in this specific case. Depending on the means used to connect the user to the External IP network, this case may not be compatible with placing the Home Agent and GGSN on the same link.

For example, if the UE's connection to the External IP network is Ethernet, it would be unlikely that the UE, Home Agent and GGSN would all be on the same link.

Alternatively, if the UE's connection to the External IP network is via some other (non-3GPP WLAN) VPN tunneling, then it is possible to place the VPN gateway, Home Agent and GGSN on the same link.
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Figure 7: Simple direct connection to External IP network

4.2 MobileIP

This is the simple alternative in which the Mobile Node uses MIP within the External IP network. This would allow the user to be connected anywhere on that network, whilst the Home Agent and GGSN connection could be on the same subnet.
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Figure 6: MIP used within External IP network
5. Summary and conclusion
The sections above describe various possibilities for use of MobileIP to provide mobility between 3GPP Interworking WLANs, GPRS and direct connection to the External IP network.
There are various pros and cons of the solution options, but we suggest that these are issues to be discussed in Release 7.

We conclude here, therefore, that it is feasible to use MobileIP to provide mobility between GPRS, 3GPP WLANs and direct connections to the External IP network.

We believe that inclusion of direct connection to the External IP network is an essential part of this study. For example, when the External IP network is a Corporate IP network it is essential that the mobility experience by the user between WLAN hotspots and GPRS continues when the users enters their corporate premises. Indeed this is perhaps the place at which the user would most expect the solution to work well!

We note finally that re-using GPRS mobility with the tunnel switching approach does not provide mobility when moving to/from a direct connection. MobileIP would still be required for this.
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