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1. Introduction

This contribution proposes a simple W-APN resolution mechanism.

A number of previous proposals have been made for increasingly complex W-APN resolution mechanisms. These have been targeting at achieving one or more of the following principles:

1. 'Hiding' of the PDG address until the user is authorised for the requested W-APN based on the user’s subscription.

2. Preventing or reducing the possibility of 'unauthorised' inter-PLMN traffic.

We note that these are both security issues and refer to SA3's previous responses on these issues:

1. Hiding of addresses does not provide any intrinsic protection to the device, it just places an additional hurdle in the path of a potential attacker. Since these addresses will be widely provided to legitimate users (and will appear in all tunnel data packets from such users), this hurdle is very small for a determined attacker.

2. There are no means to authorise initial tunnel establishment requests from the UE at the WAG in any solution because we have assumed Home Network Authentication – such requests will always cause inter-PLMN traffic. The possibility of Denial of Service attacks (or indeed lesser service disruption) can be addressed by rate metering of this traffic at the WAG.

Whilst marginal security improvements may be obtained through the complex proposed mechanisms, we do not believe these are commensurate with the additional complexity and cost. We therefore propose a simple mechanism according the KISS (keep it simple and stupid) principle.

2. Solution overview

Based on internal configuration, the UE either initiates W-APN resolution and tunnel establishment with a PDG in VPLMN, or initiates W-APN resolution and tunnel establishment with a PDG in HPLMN. The home operator may control the W-APN-related configuration of the UE by e.g. USIM Application Toolkit-based mechanisms.

A UE accessing a W-APN <wapn> in the VPLMN (if allowed) proceeds as follows:

1. A standard form of address for a PDG serving this W-APN (e.g. <wapn>.<visited network>.3gppnetwork.org) is used to obtain one or more PDG IP addresses through DNS. 

2. The WLAN UE attempts to establish a tunnel to this VPLMN PDG address.

3. The VPLMN authenticates the UE and authorises the request. If the W-APN is not supported in the VPLMN, visited network access to the W-APN is not allowed or the UE is not authorised to use this W-APN, the request is rejected

A UE wishing to access directly a W-APN <wapn> in the HPLMN, or where the above VPLMN procedure has failed, proceeds as follows:

1. A standard form of address for a PDG serving this W-APN (e.g. <wapn>.<home network>.3gppnetwork.org) is used to obtain one or more PDG IP addresses through DNS. 

2. The WLAN UE attempts to establish a tunnel to this HPLMN PDG address.

3. The HPLMN authenticates the UE and authorises the request.

After W-APN access authorisation, filters for the tunnel data packets may be passed to the WAG so that the filtering rules in the VPLMN can be updated.

We note that the above mechanism fulfils all the requirements in the WLAN TS for W-APN resolution. In particular:

· Control of the PDGs which serve a particular W-APN lies with the operator owning the PDG. This is achieved in the provisioning of the DNS system.

· Control of whether a visited or home PDG is used is based on the users subscription.

· Access to a requested W-APN is based on the users subscription. 

Note that apart from the standard 'internet' APN, specific APNs will often not be supported at all in the VPLMN. In this case there will be no entry for the APN at the Visited Network in the DNS and step 1 in the above process will fail at the first step. So, there will usually be just a single tunnel establishment attempt. In fact, the only case in which there are two tunnel establishments is where a VPLMN *does* support an APN, but the user does not have 'VPLMN Access Allowed' in their subscription.

3. Further enhancements

This section presents three minor enhancements in order to provide full W-APN resolution capability:

3.1 VPLMN Access Allowed caching

If the UE is unsuccessful in accessing a given access point in the VPLMN because VPLMN access is not allowed, the UE may cache this result. Future access attempts can then be made directly to the HPLMN.

3.2 Default W-APN

It is questionable whether support for a 'Default W-APN' is required for WLAN. This is the case where the UE does not indicate a specific APN. In GPRS, the SGSN is responsible for supplying the Default APN network identifier in this case.  

A special W-APN name could be defined (e.g. 'default.<home network>.3gppnetwork.org'), which is resolved to one or more PDG IP addresses through DNS as usual.

Note: this case should not be confused with the 'Wildcard APN' which may be specified in a users subscription. This simply grants the user access to any APN and has no impact on the APN resolution procedures. 

4. Proposal

It is proposed to adopt the above described solution. Text changes implementing this are included below.
********* First change ***********

4.1 7.8
W-APN resolution and Tunnel establishment

This information flow presents the generic message exchange necessary in order to resolve the selected W-APN and establish a WLAN UE-Initiated tunnel for Scenario 3 purposes.

As a prerequisite of these procedures it is necessary to perform the following: 
1.
WLAN Access Authentication and Authorisation and provisioning of the WLAN UE's local IP address
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Figure 7.8. Example message flow to WLAN UE-Initiated tunnel establishment

When the user decides that he wants to access a service, the WLAN UE selects the W-APN network ID associated to the service requested by the user. 
A detailed description of the W-APN resolution and the WLAN UE-Initiated Tunnel Establishment is given below.

2. Depending on internal configuration, the UE initiates W-APN resolution and tunnel establishment with a PDG in VPLMN.
Note: The configuration of the UE regarding W-APNs can be controlled by e.g. USIM Application Toolkit-based mechanisms.
2.1. UE constructs an FQDN using the VPLMN ID as the operator ID, e.g.: w-apn.mnc-visited.mcc-visited.3gppnetwork.org, and performs a DNS query to resolve it. The DNS response will contain the list of IP addresses of PDGs that support the requested W-APN in the VPLMN. 
If the VPLMN does not support the W-APN, then the DNS query returns a negative response. In this case, the UE continues with step 3. 
2.2. The UE selects a PDG from the list received in step 2.1, and the establishment of an end-to-end tunnel is performed between the UE and this PDGs. The UE shall include the W-APN and the user identity in the initial tunnel establishment request.
2.3. During the tunnel establishment, the PDG contacts the 3GPP AAA server (via the 3GPP AAA proxy) for authorization of the UE and to retrieve the information required for the mutual authentication part of the tunnel establishment. 
If the UE is not allowed to use a visited-PDG to access the given W-APN, then the tunnel establishment shall be rejected by the PDG. In this case, the UE continues with step 3
2.4. The PDG sends the packet filters to the WAG in order to allow the forwarding of tunnelled packets to the PDG. 
3. Depending on internal configuration, or due to the failure of step 2.1 or 2.3, the UE initiates W-APN resolution and tunnel establishment with a PDG in HPLMN. 

3.1. UE constructs an FQDN using the HPLMN ID as the operator ID, e.g.: w-apn.mnc-home.mcc-home.3gppnetwork.org, and performs a DNS query to resolve it. The DNS response will contain the list of IP addresses of PDGs that support the requested W-APN in the HPLMN. 

3.2. The UE selects a PDG from the list received in step 3.1, and the establishment of an end-to-end tunnel is performed between the UE and this PDGs. The UE shall include the W-APN and the user identity in the initial tunnel establishment request.
3.3. During the tunnel establishment, the PDG contacts the 3GPP AAA server for authorization of the UE and to retrieve the information required for the mutual authentication part of tunnel establishment. 

3.4. The PDG sends the packet filters to the WAG in order to allow the forwarding of tunnelled packets to the PDG. 
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